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The Need for Security ?
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OSHA = Occupational and Safety Health Administration (agency under the Department of Labor
that publishes and enforces safety and health regulations for businesses and industries in the US)
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Digital generation set loose

dinsdag 31 maart 2009

LSEC Mobile Data & WirelesSophos

Mnformation thefti not graffiti

Firewall Complex threats....
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Regulatory disclosure and reputation damage
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LSEC Mobile Data & Wireles§OSICc

CSI Computer Crime & Security survey (2008):

A Virus: 50%

A Laptop theft: 42%

A Unauthorized access: 29%

A Deniatof-Service attacks: 21%

A Maliciousbot: 20%

A Theft/loss of customer data: 17%
A Abuse of wireless network: 14%
A Password sniffing: 9%

A Theft/loss of proprietary info: 9%
A X
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The Need for Security ?

LSEC Mobile Data & WirelesSophos
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A 12.000
laptops lost or stolen weekly in US airports ( ‘
estrc.2d)

e 5000laptops left in London taxis

during a 6 months period
www.theregister.co.uk/2005/01/25/taxi_survey

y Worldwide 7m laptops stol
uly 20
. or lostin 200 -

www.vnunet.com/vnu
o net/news/22230
12/etravellerslosinglaptopsairports R
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Unix admin pleads
guilty to plantin9
logic bomb

A former Unix system administrator at a
us prescriplion management firm has
pleaded guilty in a US court to attempting
to sabotage critical data on more than 70
servers, including individual prescrip(ion
drug data.

The case is one of the most egregious
examples yel of attempted computer
Computer World, September 24%, 2008 sabotage by an insider, assistant attorney
Erez Liebermann told Compulerwor\d.
Unlike most malicious logic bombs, which
are designed to disrupt operations  OF
inflict financial damage, Lin's malicious
code could have affected "life and limb,"
Liebermann said.

Apparently angered by the prospect of
losing his job, on 2 October 2003 Lin
created @ "logic pomb" by modifying
existing computer code and inserting new
code into Medco's servers.
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A Verizon Business 2008 Data Breach Investigations Report
i Based on four years of forensic research ; more than 500 d

i Caseload includes more than ¥4 of publicly disclosed bread

between 20052007 including 3 of the 5 largest data breach
on record

i Representing a total of 230 Million records breached
A Just one of the many stunning findings:

Unknown Unknowns

10%

- =

Unknown

Privikeges

Percent of breaches in caseload

Unknown Unknawn

Unknown
Connections Data

System
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LSEC VirtualisatiapnCA

9 out of 10 breaches
involved at least one

funknown unknov

o LISEC

LSEC VirtualisatianCA

Database admin steals 2.3

idelit
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idi idelity Nati
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s Ed“"‘f‘ ing and enforcing data access N9 o
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belonging @ about 2.
CompulerWovld‘ July 3% 2007
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P
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LSEC VirtualisatianCA

AMD employee charged over $1bn IP theft.

Vnunet.com gth November 2008
A former Intel worker who join

allegations that he stole more than $1bn worth of i

with him to his new employer.
prosecutors allege that he illega
documents that Intel has valued at over $1bn.
The employee |eft Intel in June, saying that he was
dge fund position. As he

| Top Secret

investigating @ move to a he
took vacation time he downloaded the documents,
presumab\y with the intention of using them in his
actual new job with AMD.

AMD has since fired the employee and is co-operating

fully with investigators.
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The Need for Security ?

ed rival chipmaker AMD has been indicted for trial on
ntellectual property and took it

Iy downloaded more than a dozen confidential

11 L@SEE

LSEC VirtualisatianCA

utility Company paralysed

A mistake by @ UNIX administrator that )
crashed @ Canadian Utility Company's Jop—
hours to restore the i

computers needed 24
operation of business critical I T systems.

A tired sys»admin called out during the night
1o fix a minor network problem on ihe
companies UNIX systems typed an incorrect
command. When trying 1o delete a single file
the administrator inadvertently included the
_r option in the m command and deteted
the complete Oracle installation underlying
their SAP pusiness systems.
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The Need for Security ?

How trustworthy are you ?
AdaL A1ALIISR fSaazya gAlKzdzi Iy 2F7
AaL KIFI@S 2y0S NBLER2NISR Ay airol] sKSE

AaL KI @S dza
troS 02 0S

Fraud is human nature ! LSEC Fraud Mgt 200@rotivi
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The Need for Security ?
Fraud is human nature !
The idea that dishonest people are the exception to the rule is a

misconceptionpeople are devious calculating liars, driven by own interests,
instincts and urges, and many times pretending to be someone else

- 20% of UK employees have a criminal record

- 33% of adults engage in adultery

- 10% of men visit prostitutes

- 31% of HIV infected Dutch engage in unprotected sex

- 15% who have DNA tested, prove to have biological
fatherr 2FFAOALFE Tl GKSNJ

LSEC Fraud Mgt 20Q8rotiviti
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The Need for Security ?

Sources of Security Breaches
Uninaen Dishonest curent / former employee
Hacking
Hard copy theft / lost

Human / system esror

External

Internz
44% 50%

Improper disposal

PClost

PCthet

Removable media theft / lost

Web / network exposure

dinsdag 31 maart 2009

Types of Data Loss

= inlemal
Extemal
Unknown

0 2
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Expected significant benefits

Regulatory

Compliance i

Process
provemss

Size of 1AM project budgets

dinsdag 31 maart 2009

LSEC Identity Management KPMG

Cost
ts  containment

B No budget allocated for IAM specifically
M Less than EUR 100,00

m EUR 100,000 up to EUR 500,00

@ EUR 500,000 up to EUR 1000,000

| |} - 000
Mare than EUR 10,000,000
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The Need for Security ?

LSEC Secure Storage EREA

.. and Every Movement & Transformation has Unique Risks
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LSEC Malware McAfee
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LSEC Malware McAfee
Script Sczipl
< Virus 1% 2 Virus
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File J Edit Wiew Favorites Tools Help |
GBack v+ = - (D [2] 4| Qoearch [iFavorites Pedia (B[N S 0 - =B H |
[ |
Address | @m— - =l @60 |

Basic Spyware Package
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Info Grahhb
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Contains commands for working with the selected items.
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Retail Price List (non negotiated) (as
found on cybercrime forums)

 $1,000 to $3,000Sophisticatectrimewarethat can
help to steal money on online accounts.

 $100:Secretly redirecting 1000 American net surfer
booby-trapped sites.

w $125:Botnetrental - 2250 proxies per month (75 per
day).

w $100/day: DDoSon demand

w $500 to $2,200Bank access on account with
guaranteed available balance.

 $450 to $57510 credit card numbers with COB (cha
of billing data) and complete data on its owners,
including address, telephone number, social securit
number, bank details (card number, expiry date, PIN
number, CVV2 code) and banking history.

w $0.1:simple credit card dump to be copied on magn
strip (white plastics).

dinsdag 31 maart 2009

LSEC Malware McAfee

VISA

we sell dumps and other

Credit cards info (CC+Cvv2
COB's Fullz info )
ot mtcamt

s spharo. o chons
it st sty of o' 513

ealy
eoney wha to p

Chassic - §3(
o{Corporate|SignanurefBusnezs — §39

te|SigstureBusgess — §31

w $150:Spam service to 1million emails (simple spam).

w $250:Spam service to 1million emails (phishing).

w $300 to 2,5000 ¥ SRS €
© Leaders in SecurityLSEC, 2009, Private & Confidential

The Need for Security ?

CorefloodTrojan

asp?EditorialsiD=10111

http 1dmag.c

500Gb of Data since 2002
A 378,000b0t IDs covering 16 months
A 8,485 bank accounts
i 740 accounts for one bank
i They had examined 79 accounts
had total balances of $281,000
3,233 credit card accounts
151,000 email accounts
58,391 social networking site accounts
4,237 online retailer accounts
416 stock trading accounts
869 payment processor accounts
413 mortgage accounts
422 finance company accounts

oo 3o oo T o T o I
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LSEC Malware McAfee

Topbotnets control 1M
hijacked computers

Botnet #of bots Spam capability

1 Stizbi 315,000 608/day
2 Bobax 185,000 9B/day

3 Rustock 150,000 30B/day
4 Cutvail 125,000 168/day
5 Storm 85,000 3B/day

6 Grum 50,000 2B/day
iy Onewordsub 40,000 Unknown
8 Ozdok 35,000 10B/day
9 Nucrypt 20,000 S5B/day
10 Wopla 20,000 600M/day
1 Spamthru 12,000 350M/day

They can dump more than 100B spam messages on users

LeSEC
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http://redmondmag.com/news/article.asp?EditorialsID=10111
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The Need for Security ?

LSEC Malware McAfee
Percentage of Vulnerabilities per Criticity
80%
70%
60%
50%
40%
0%
20%
10%
0%
2002 2003 2004 2005 2006 2007 2008
OMedium 74% 72% 69% 63% 61% 62% 60%
BHigh 18% 21% 2% 33% 36% 34% 38%
olow 8% % 5% 4% 3% 4% 2%
Francois statistics based on some analysis he mades on the Secunia Web site
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LSEC Mobile Data & WirelesSophosc
System Cleaner P
nd Hardware Doctor

Home Features Purchase

Diagnose Your Hardware

gl |
| ® Anti Virus Software Network Monitoring @
® Network Security Help Desk Software @
(Seach] | @ Spyware Removal Morton Antivirus @
® Free Antivirus Online Training ®

Software. Virus Protection ®
Antivirus Software Computer @
Remave Spyware
Antivirus

| ® Spyware Protection
® Online Banking
PE—
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Where is your information ?
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What do you try to protect?

A Users
A Devices
A Data

A Personal or intellectual property?

A Productivity
A Reputation
A Customers

Al aSNEEZ RS@OAOS&EX

The Need for Security ?
l'yR X wS3dzZ I G2

Internationalexamples

Asarbaneg Oxley 60X

ABasel Il (CRD)

AVIFID

AEU Data Protection Directive
AEU ePrivacy Directive

AEU Data Retention Directive
AT Security Strategy for Europe

Private & Confidential
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SomeBelgianexamples

AWet BeschermindPersoonsgegevens
LoiViePrivég(1992)

AWet Elektronisch€ommunicatié

LoiCommunication&lectroniques

(2005)

AWetgevingElektronischéacturatie/
LoiFacturationElectronique

L®SEC
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The Need for Security ?

Regulatory Requirements Other

general obligation of carefulness (Art. 1382
BW/CC)

general business law requirements
corporate codes of conduct
sectoralrequirements/professional secrecy
rules

CAO/CCTr81

cybercrime laws

To o oo Do

LSEC Compliancaird&Bird
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The Need for Security ?
RegulatoryComplianceg An Example

Wet Beschermingersoonsgegeverid oiViePrivée(WBP/LVP)
A businessnformation may containpersonaldata
A generalrulesof thumb:
w datamaynot be heldlongerthan necessaryor the purposeof the processing
w accessightsfor individuals
w notificationwith the PrivacyCommission
w obligationto securepersonaldata
w notransfersof dataoutsidethe EUunlessadequateprotection
A privacylaw = criminallaw!
A WBP/LVPConfidentialityand securityof processing
A Thesecurityobligation(Art. 16 WBP/LVP)

(X) take the appropriatetechnicaland organizationalmeasurego protect personaldata against
accidentalor unlawful destructionor accidentalloss,alteration, unauthorizeddisclosureor
accessandagainstall other unlawful formsof processingf personaldataé

Organizationseedto ensurean appropriatelevelof securitytakinginto account
the stateof the art in security

the cost
the nature of the datato be protected LSEC Compliancirdasird
the nature of the risks
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(Only 10) Major Threats & Risks in 2009

and beyond

1.
2.

3.

9.

Virtualization : single point of failure or security solution nr 1

Mobile Data & Wireless threats: eavesdropping cellular, GSM DECT,
mobile virus & hacking Windows Mobile, Symbian and Blackberry
Inventiveness of hackers and cybercriminals : the business of cybercrime
has exceeded the business of Network & Information Security

Emergence of cyber warfare and cyber attacks : US, France, Germany, ...

are moving from defense to offense
The Internet of things : all IP, all connected and all new threat vectors

{SOdNAGE & F {SNBAOS o6{lFF{0v s {.

More data leakage and data loss : the challenge of the social
responsability of governments and companies on lost personal data
The direct impact of the Economic crisis :

1. Companies forced to reduce spending,

2. Regulatorsincreasing levels of internal & external controls

3. Disgruntled employees taking along valuable data
The still missing business case for Risk & Security

10.The end user vector : raising awareness and then what ?
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Chapter2
Sowe try to secureby providing
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