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Chapter1 : The Needfor Security ?
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The Need for Security ?
LSEC Complliance 2008 ςCybertrust

OSHA = Occupational and Safety Health Administration (agency under the Department of Labor 

that publishes and enforces safety and health regulations for businesses and industries in the US)
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The Need for Security ?
LSEC Mobile Data & Wireless ςSophos

The Need for Security ?

CSI Computer Crime & Security survey (2008):

ÅVirus: 50%

ÅLaptop theft: 42%

ÅUnauthorized access: 29%

ÅDenial-of-Service attacks: 21%

ÅMalicious bot: 20%

ÅTheft/loss of customer data: 17%

ÅAbuse of wireless network: 14%

ÅPassword sniffing: 9%

ÅTheft/loss of proprietary info: 9%

ÅΧ
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LSEC Mobile Data & Wireless ςCOSICc
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Å 3.300 Laptops lost or stolen weekly at the eight largest 
airports in EMEA 

Å12.000 laptops lost or stolen weekly in US airports (estimated)

July 2008
www.vnunet.com/vnunet/news/2223012/eu-travellers-losing-laptops-airports

5000laptops left in London taxis

during a 6 months period 
www.theregister.co.uk/2005/01/25/taxi_survey

Worldwide 7m laptops stolen 

or lost in 2006
Computer Security Institute, 2007
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LSEC Mobile Data & Wireless ςSophos

The Need for Security ?
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LSEC Virtualisation ςCA
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LSEC Virtualisation ςCA

Å Verizon Business 2008 Data Breach Investigations Report

ï Based on four years of forensic research ; more than 500 cases

ï Caseload includes more than ¼ of publicly disclosed breaches 
between 2005-2007 including 3 of the 5 largest data breaches 
on record

ï Representing a total of 230 Million records breached

Å Just one of the many stunning findings:

9 out of 10 breaches 

involved at least one 

ñunknown unknownò

The Need for Security ?
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LSEC Virtualisation ςCA
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LSEC Virtualisation ςCA

The Need for Security ?
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LSEC Virtualisation ςCA
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LSEC Fraud Mgt 2008 ςProtiviti

Å άL ǎƪƛǇǇŜŘ ƭŜǎǎƻƴǎ ǿƛǘƘƻǳǘ ŀƴ ƻŦŦƛŎƛŀƭ ǊŜŀǎƻƴ ǿƘŜƴ L ǿŀǎ ŀ ǘŜŜƴŀƎŜǊέ

Å άL ƘŀǾŜ ƻƴŎŜ ǊŜǇƻǊǘŜŘ ƛƴ ǎƛŎƪ ǿƘŜƴ L ŀŎǘǳŀƭƭȅ ǎƘƻǳƭŘ ƘŀǾŜ ǘŀƪŜƴ ǘƘŜ Řŀȅ ƻŦŦέ

Å άL ƘŀǾŜ ǳǎŜŘ ŜȄŎǳǎŜǎ ƭƛƪŜ ǘǊŀŦŦƛŎ ƧŀƳǎ ǿƘŜƴ ƛƴ ǊŜŀƭƛǘȅ L ƭŜŦǘ ƘƻƳŜ ƻǊ ǿƻǊƪ ǘƻƻ 
ƭŀǘŜ ǘƻ ōŜ ƻƴ ǘƛƳŜέ

Å άL ǎƻƳŜǘƛƳŜǎ ǘƘƛƴƪ ƻŦ ǎƻƳŜƻƴŜ ŜƭǎŜ ǿƘŜƴ L ƪƛǎǎ Ƴȅ 
ǎǇƻǳǎŜκōƻȅŦǊƛŜƴŘκƎƛǊƭŦǊƛŜƴŘέ

Å άL Řƻ ƴƻǘ ǘƘƛƴƪ ǘƘŀǘ ŜǾŜǊȅƻƴŜ ƛƴ ǘƘƛǎ ǊƻƻƳ ŀƴǎǿŜǊŜŘ ŀƭƭ ǘƘŜǎŜ ǎǘŀǘŜƳŜƴǘǎ 
ƘƻƴŜǎǘƭȅέ

How trustworthy are you ? 

Fraud is human nature !

The Need for Security ?
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LSEC Fraud Mgt 2008 ςProtiviti

Fraud is human nature !

The idea that dishonest people are the exception to the rule is a 
misconception; people are devious calculating liars, driven by own interests, 
instincts and urges, and many times pretending to be someone else:

- 20% of UK employees have a criminal record
- 33% of adults engage in adultery
- 10% of men visit prostitutes
- 31% of HIV infected Dutch engage in unprotected sex
- 15% who have DNA tested, prove to have biological

father ґ ƻŦŦƛŎƛŀƭ ŦŀǘƘŜǊ
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Sources of Security Breaches Types of Data Loss

The Need for Security ?
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LSEC Identity Management 2 ςKPMG
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LSEC Identity Management 2 ςKPMG

The Need for Security ?
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LSEC Secure Storage  EMC-RSA

.  . . Because Sensitive Information is Always Moving and Transforming
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Network

Media Theft
Device Theft

Takeover
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Intercept

File Server

Endpoint Applications StorageFiles
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.  . . and Every Movement & Transformation has Unique Risks
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LSEC Secure Storage  EMC-RSA

The Need for Security ?
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AV-Test.org's Sample Collection Growth
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LSEC Malware  ςMcAfee

223/31/2009
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LSEC Malware  ςMcAfeeRetail Price List (non negotiated) (as 
found on cybercrime forums)
ω$1,000 to $3,000:Sophisticated crimewarethat can 

help to steal money on online accounts. 

ω$100: Secretly redirecting 1000 American  net surfer to 
booby-trapped sites.

ω$125:Botnet rental - 2250 proxies per month (75 per 
day).

ω$100/day:DDoSon demand

ω$500 to $2,200: Bank access on account with 
guaranteed available balance.

ω$450 to $575:10 credit card numbers with COB (change 
of billing data) and complete data on its owners, 
including address, telephone number, social security 
number, bank details (card number, expiry date, PIN 
number, CVV2 code) and banking history.

ω$0.1:simple credit card dump to be copied on magnetic 
strip (white plastics).

ω$150:Spam service to 1million emails (simple spam).

ω$250:Spam service to 1million emails (phishing).

ω$300 to 2,500:ά½ŜǊƻ-Řŀȅέ ǾǳƭƴŜǊŀōƛƭƛǘȅΦ 

The Need for Security ?
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LSEC Malware  ςMcAfee

CorefloodTrojan
http://redmondmag.com/news/article.asp?EditorialsID=10111

500Gb of Data since 2002
Å 378,000 bot IDs covering 16 months
Å 8,485 bank accounts 

ï 740 accounts for one bank
ï They had examined 79 accounts 

had total balances of $281,000
Å 3,233 credit card accounts 
Å 151,000 e-mail accounts 
Å 58,391 social networking site accounts 
Å 4,237 online retailer accounts 
Å 416 stock trading accounts 
Å 869 payment processor accounts 
Å 413 mortgage accounts 
Å 422 finance company accounts 

Botnet # of bots Spam capability

1 Srizbi 315,000 60B/day

2 Bobax 185,000 9B/day

3 Rustock 150,000 30B/day

4 Cutwail 125,000 16B/day

5 Storm 85,000 3B/day

6 Grum 50,000 2B/day

7 Onewordsub 40,000 Unknown

8 Ozdok 35,000 10B/day

9 Nucrypt 20,000 5B/day

10 Wopla 20,000 600M/day

11 Spamthru 12,000 350M/day

Top botnetscontrol 1M 
hijacked computers

They can dump more than 100B spam messages on users daily

http://redmondmag.com/news/article.asp?EditorialsID=10111
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LSEC Malware  ςMcAfee

Francois statistics based on some analysis he mades on the Secunia Web site

The Need for Security ?
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LSEC Mobile Data & Wireless ςSophosc
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Where is your information ?

Notebooks

Mainframes &
Storage Servers

PCs & Workstations

/5Ωǎ ϧ 5±5Ωǎ

Tapes

Solid State
Storage

Scanner

Printer

Copier

FaxMachine IPTelephone

Ipods/Mp3
players

Removable
Disks

Recycle Bin

Voicemail

E-mail

PDAs & Cell Phones

LSEC Mobile Data ςKPMG
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What do you try to protect?

Å Users
Å Devices
Å Data
Å Personal or intellectual property?

Å Productivity
Å Reputation
Å Customers
Å ¦ǎŜǊǎΣ ŘŜǾƛŎŜǎΧ

LSEC Mobile Data & Wireless ςSophosc

The Need for Security ?
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!ƴŘ Χ wŜƎǳƭŀǘƻǊȅ /ƻƳǇƭƛŀƴŎŜ

Internationalexamples

ÅSarbanes ςOxley (SoX)

ÅBasel II (CRD)

ÅMiFID

ÅEU Data Protection Directive

ÅEU e-Privacy Directive

ÅEU Data Retention Directive

ÅIT Security Strategy for Europe

SomeBelgianexamples:

ÅWet BeschermingPersoonsgegevens/
LoiVie Privée(1992)

ÅWet ElektronischeCommunicatie/ 
LoiCommunications Electroniques
(2005)

ÅWetgevingElektronischeFacturatie/ 
LoiFacturationElectronique

LSEC Compliance ςBird&Bird
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Regulatory Requirements - Other

Å general obligation of carefulness (Art. 1382 
BW/CC)

Å general business law requirements
Å corporate codes of conduct
Å sectoralrequirements/professional secrecy 

rules
Å CAO/CCT n° 81  
Å cybercrime laws

LSEC Compliance ςBird&Bird

The Need for Security ?
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LSEC Compliance ςBird&Bird

RegulatoryComplianceςAn Example

WetBeschermingPersoonsgegevens/ LoiViePrivée(WBP/LVP)
Åbusinessinformation maycontainpersonaldata

Ågeneralrulesof thumb:
ω datamaynot be held longerthan necessaryfor the purposeof the processing

ω accessrightsfor individuals

ω notificationwith the PrivacyCommission

ω obligationto securepersonaldata

ω no transfersof dataoutsidethe EUunlessadequateprotection

Åprivacylaw = criminallaw!
Å WBP/LVP: Confidentialityandsecurityof processing

Å Thesecurityobligation(Art. 16WBP/LVP):

(Χ) take the appropriatetechnicalandorganizationalmeasuresto protectpersonaldata against
accidentalor unlawful destructionor accidentalloss,alteration, unauthorizeddisclosureor
access,andagainstall otherunlawful formsof processingof personaldataέ

Organizationsneedto ensureanappropriatelevelof securitytakinginto account

the stateof the art in security
the cost
the natureof the datato be protected
the natureof the risks
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(Only 10) Major Threats & Risks in 2009 
and beyond 
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1. Virtualization : single point of failure or security solution nr 1
2. Mobile Data & Wireless threats: eavesdropping cellular, GSM DECT, 

mobile virus & hacking Windows Mobile, Symbian and Blackberry
3. Inventiveness of hackers and cybercriminals : the business of cybercrime 

has exceeded the business of Network & Information Security
4. Emergence of cyber warfare and cyber attacks : US, France, Germany, ... 

are moving from defense to offense 
5. The Internet of things : all IP, all connected and all new threat vectors
6. {ŜŎǳǊƛǘȅ ŀǎ ŀ {ŜǊǾƛŎŜ ό{ŀŀ{ύ ϧ {ŜŎǳǊƛǘȅ hǳǘǎƻǳǊŎƛƴƎ  Υ ǿƘƻΩǎ ƛƴ ŎƻƴǘǊƻƭ Κ
7. More data leakage and data loss : the challenge of the social 

responsability of governments and companies on lost personal data
8. The direct impact of the Economic crisis : 

1. Companies forced to reduce spending,
2. Regulators increasing levels of internal & external controls
3. Disgruntled employees taking along valuable data

9. The still missing business case for Risk & Security 
10.The end user vector : raising awareness and then what ?

Chapter2  
So we try to secureby providing
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