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About LSEC

. Mission

. Who we are ? An IT Security Cluster in Belgium
. Strategic Focus

. Innovation Development

. International Partners

. Major Themes and Activities Overview

. LSEC on BCM
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LSEC Mission

1.Create IT Security awareness in the business market
(enterprise & SME)

2. Develop, support and maintain the social network of IT Security
professionals (experts & expertise)

3. Innovate and support innovation

4. Representing the IT Security Sector in Belgium and abroad
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L-SEC Core Member Analysis

start-ups up to 10
employees
1%

LE more than 1000
40%

SME up to 50
employees
17%

LE up to 1000 FTE
2%

SME up to 500 FTE SME up to 250 FTE
8% 12%

Join the LSEC network to be represented
in the Belgian IT Security Market
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L-SEC Themes Red lines Horizontally
: Vertically

1. elD/ Identity Management 1. Secure application LT

. ) . development )

3.  Malware (including A ) ion & 2. Finance
Spam, Spyware, AV, Phishing, Social < Hman |Interacht|c|Jn 3. Telecom
Engineering, Trojan, ...) personal psychology 4. Healthcare

4. NAC 3.  Awareness : i

5. Business Continuity / Compliancy & 4. Policy & Procedures 5 Rew
Storage 5. Businss legal impacts 6. Industry

6. Embedded Systems (CALIT) 6. Trendwatch : future 7. Transport

7 ek . 4 developments, evolutions

8. RFID/Wireless & Mobile

9. (UTM & Honeypod) Appliances

10. Biometrics

11. Forensics & Security Information
Management

12. Standardization, Regulation & Policy
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Which of the following L-SEC themes are important for your
organization?
Forensics & Security
Information
ManagementForensics & Standardization, Regulation
Security Information &Policy
Management Forensics & 10% Malware (including
Security Information Spam, Spyware, AV, Phishing
Management ,Social
a5 Engineering, Trojan, ...)
8%
(UTM & Honeypod)
Appliances
8%
RFID / Wireless & Mobile
8%
Embedded Security
and Core Technology
6
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Challenge Innovation & Innovation Development
1. Challenge:

1.

Companies : to re-invent themselves, to think outside the box, to be
creative, to work across industries and beyond borders

2. Experts : to be responsible, future oriented, market driven and to partner

with colleague experts from other domains
2. Incubate:

1. Support start-up companies
1. Think secure development
2. Offer access to expertise and advise
3. Support joint development initiatives

2. Facilitate :
1. Offer access to expertise
2. Support joint development initiatives
3. Provide housing and facilities
4. Offer platform to events, to the market, to partnerships
5. Support in joint research programs

3. Be sounding board :
1. Research validation
2. Industry connection
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Other

¢ International Collaborations

.

Collaboration with KTN Cybersecurity (UK), Intellect (UK) and
Qinetiq (UK)

Strategiic Partnership with Teletrust (Ge)

Planning IT Security Mission to Israel in March

* Belgian Security Lounge

Providing base camp for L-SEC and its members

Own Identity and meeting place for Belgian business related
matters on IT Security

Supported and Sponsored by Core L-SEC Members
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LSEC on Business Continuity

1. Business Compliancy and Continuity are of major importance to the
customers and partners of LSEC members

2. Integral part of Risk Management

3. Information Security, IT Security and Physical Security are strongly
intertwined with Risk Management and today’s BCM

4. Information Security Handbook 2007 : Chapter 8

5. Because itis important!

© Leaders in Security — L-SEC, 2007, Private & Confidential 9

L®SEC
Business Continuity Spending : some statistics *

How are continuity costs funded? What is the total revenue of your company Whatis your annual disaster recovery/
spent on business continuity/disaster recovery? business continuity budget in dollars?

IT Department
31.87%

Less than 1/2%

44.30% More than
$1 million
1337%

Business Unit
| 2527%
$500,000to |
$1 million |
Corporate %

28.57% $100,000 to

*Taylor & Francis Group, LLC; 2007
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Business Continuity and Compliancy Basics

Enterprisewide Availability

Infrastructure and Approach
- Business Process Focused

- Risk Management/Analysis/BIA

- Continuity and Recovery Strategy
- eBusiness Uptime Reguirements

Business Process/ - Benchmarking/Peer Analysis

Function/Unit
Recovery Planning
and Execution Teams
- Time-Critical Processing
- Resource Requirements
- Plan Development
- Plan Exercise
- Quality Assurance
- Change Management

Continuous Availal
- Confinucus Operations
- Disaster Avoidance
- eTechnologies Redundancy
and Diversity
- Known Failover and
Recovery Timeframes
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Business
Resumptio
Planning

Continuous

Global Enterprise
mergency and Recovery
Response Team(s)

- Emergency Response

- Awareness Training

- Command Center Planning

Communications Coordination

Recovery Planning and
Execution Teams

- Strategy Implementation

Assistance

- Plan Development

- Plan Exercise

- Quality Assurance

- Change Management
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