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International Organization for Standardization (ISO)

Worldwide federation of national standards bodies from 158 countries, one from 
each country, established in 1947 (www.iso.org) 

Mission

Áto promote the development of standardization and related activities in the 
world with a view to facilitating the international exchange of goods and 
services, and to developing cooperation in the spheres of intellectual, 
scientific, technological and economic activity.

3.041 technical bodies

Á193 technical committees (TCs)

Á540 subcommittees (SCs)

Á2.244 working groups (WGs)

ISO's work results in international agreements which are published as 
International Standards (IS)

Á16.455 standards and standards-type documents

Á1.388 (68.146 pages) published in 2006

http://www.iso.org/
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ISO/IEC JTC 1/SC 27: Information technology -

Security techniques

Chair: Mr. W. Fumy 

Vice-Chair: Ms. M. De Soete

SC 27 Secretariat

DIN

Ms. K. Passia

Working Group 1

Information security 

management 

systems

Convener

Mr. T. Humphreys

Working Group 2

Cryptography and 

security 

mechanisms

Convener

Mr. K. Naemura

Working Group 3

Security evaluation 

criteria

Convener

Mr. M. Ohlin

ISO/IEC JTC 1/SC 27 ñIT Security Techniquesò

Scope & Organization

Standardization of generic methods, techniques and guidelines for information, IT 

and communication security. This includes the following areas:

Árequirements capture methodology;

Ásecurity techniques and mechanisms, including procedures for the registration of security components;

Ámanagement of information, IT and communication security;

Ámanagement support documentation, including terminology;

Áconformance assessments and security evaluation criteria standards.

SC27 engages in active liaison and collaboration with appropriate bodies to ensure proper 

development and application of SC27 standards and technical reports in relevant areas

Working Group 4

Security controls 

and services

Convener

Mr. M.-C. Kang

Working Group 5

Identity 

management 

and privacy 

technologies

Mr. K. Rannenberg
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Membership of SC 27

O-members (total: 13)

ÁArgentina, Hong Kong, Indonesia, Belarus, Estonia, Hungary, Ireland, 
Israel, Lithuania, Serbia and Montenegro, Romania, Slovakia, Turkey

Canada

USA

founding P-Members (in 1990)

Brazil

China

Japan

Belgium

Denmark

Finland

France

Germany

Italy

Netherlands

Norway

Spain

Sweden

Switzerland

UK

USSR

Korea

Australia

1994

Russian 

Federation

1996

Poland

1999

Malaysia

Czech 

Republic

Ukraine

2001

India

South Africa

2002

Austria

Kenya

2003

SingaporeLuxembourg

New Zealand

additional P-Members (total: 35)

Sri Lanka

2005-07

Uruguay

Cyprus

Kazakhstan 
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Selected Liaisons

SC17

ISSA

ISSEA

TC65

TC215

ITU-T 

SC27 

Liaisons

SC37

telecoms

healthcare

banking

safety

information

security

biometrics

IC cards
EPC

TC68
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WG 5
ñIdentity Management 

& Privacy Technologiesò

SC 27 ï

Evolving Structure

WG 1

ñISMSò

WG 4

ñSecurity Controls & Servicesò

WG 2
ñCryptography & Security 

Mechanismsò

WG 3

ñSecurity Evaluationò

WGs in italics are new 

Product System Process Environment

Techniques

Guidelines

Assessment

WG 1

ñSecurity Guidelinesò
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Terminology

Toolbox of

Techniques

Hierarchical Security Management Model
(SC 27 View)

Frameworks
provide a simplified description of 

interrelationships used to organize 

concepts, methods and technologies

Principles
provide generally accepted high-level 

basic rules used as a foundation to 

guidance

Element 

Standards

provide specific requirements that apply 

to a defined area of security 

management

Application Guides

and Supplements

provide detailed descriptions offering 

guidance on how element standards may 

be applied in specific situations
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Information Security Management Systems 

ISO/IEC JTC 1 SC27/ WG 1 covers the development of Information 

Security Management System (ISMS) standards and guidelines. 

Development and maintenance of the ISO/IEC 27000 ISMS standards 

family

ÁIdentification of requirements for future ISMS standards and guidelines

ÁLiaison and collaboration with those organizations and committees 

dealing with specific requirements and guidelines for ISMS, e.g.:

ÁITU-T (Telecoms)

ÁTC 215 (Healthcare)

ÁTC 68 (Financial Services)

ÁTC 204 (Transportation) [in process]

ÁWorld Lottery Association (Gambling) [in process]
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ISO/IEC 27003 

ISMS Implementation Guidance

ISO/IEC 27000 ïISMS series of Standards

supports, adds value, contributes and gives advice on 
ISO/IEC 27001 requirements and their implementation

ISO/IEC 27001

ISMS Requirements

ISO/IEC 27004 

Information Security 

Management Measurements 

ISO/IEC 27005 

ISMS Risk Management

ISO/IEC 27000 

ISMS Fundamentals and 

Vocabulary

ISO/IEC 27002 (pka 17799)

Code of Practice

ISO/IEC 27006 

Accreditation Requirements

ISO/IEC 27007 

ISMS Auditing Guidance
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Information security 

management system (ISMS) [27001]
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27001 supporting 

guidance material

Accreditation requirements 

for ISMS [27006]

ISMS audit guidelines 

[27007] NEW PROJECT

Accreditation and 

certification

http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
http://www.alphaworks.ibm.com/tech/p3peditor
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ÁPublished 15th Oct 2005

ÁA specification for 3rd party certifications

ÁRisk management approach

Árisk assessment

Árisk treatment

Ámanagement decision making

ÁContinuous improvement model

ÁReplaces BS 7799 Part 2

IS 27001 ISMS Requirements (1)
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ÁBenchmark for measuring internal security 

ÁBuilding customer confidence & trust

ÁBusiness Enabler

ÁMarketing & market presence

ÁCompliance with legislation

ÁAuditable specification (internal and external ISMS auditing)

IS 27001 ISMS Requirements (2)
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PDCA ISMS Model 

ISMS Life Cycle

PLAN

CHECK

ACT

DO

Design 
ISMS

Implement 
& deploy 

ISMS

Maintain 
& improve 

ISMS

Monitor & 
review 
ISMS
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Implement risk management processes to achieve an 

effective ISMS through a continual improvement process

Information Security Management System (ISMS) Process Model

Design the ISMS (risk 

assessment, risk treatment, 

selection of controls é)

Implement & Utilization of 

the ISMS (implement and 

test the controls, policies, 

procedures, process é)

Monitor & Review the ISMS

(incident, changes, reassess of 

the risks, scorecards, audits é)

Update & Improve the ISMS

(improve or implement new 

controls, policies, procedures, 

procedures é)


