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Forensics and Mobile 
Communications

D Naccache
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In this talk…

• Back-end analysis techniques.

• A few standard techniques used to extract
forensic data from GSM phones.

• Some new techniques.

Credit: several images in this presentation are excerpts from
presentations done by the author while being a Gemplus employee.

Back-end techniques

• Correlation of SIM in a given vicinity with:

Anonymous public-phone card use.

Credit card payment.

Another SIM.

Easy to do.

Frequently used in homeland security contexts.
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What are we looking for?

User data:
Directory, incoming/outgoing/lost calls, SMS,

WAP bookmarks, MMS, images, movies,
agenda, Mail, documents.

Most mobile phone manufacturers (except
very low cost ones) sell or provide tools
allowing to manage such data.

Pre-requisite: the SIM’s PIN code.

Example



26/10/2007

5

What are we looking for?

Operator data:
• IMSI (International Mobile Subscriber Identity)

• Ki (16 byte key used for voice encryption session key derivation)

• Network priority and restrictions.
• Geographic data (base station)

• SMS and WAP parameters

Pre-requisite: the SIM’s higher-level PINs.
Same tools as previously still work.
Some data is not accessible even with these.

What are we looking for?

Handset data:
• IMEI (International Mobile Subscriber Identity)

• Indication of active internal parameters
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According to the situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional

A collection of solutions

Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional
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Solution

• Unsolder flash and read it externally.

Requires very specific equipment.
(integrated vision, air flow and unsoldering, e.g Retronics, Metcal)

 

Flash containing user and phone dataµBGA connector

Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional
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Solution

Record and exhaust. 
Hardware for brute-force attacks against A5 exists, software also.

Hardware exhausts a 54-bit A5 key in < 8 hours. 

Abandoned project : a D&C machine (240)

Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional
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Solution

Record communications for a while

Temporarily seize the handset powered-on

Isolate handset in faraday cage

Replay challenge

SIM generates same key session key Kc

SIM transfers Kc to handset, monitor via EM

Use Kc to decrypt recorded communications

Give back handset to user.

Note! No need to know A3A8 specifications!

EM Monitoring

• A probe is positioned near the phone’s 
plastic cover (right above the SIM).

• Kc transferred on I/O causes huge variations 
in EM emanations (detectable 10 cm away).

• Interpret the 7816-3 byte flow to get Kc.

• Signal is much more readable than this

TIA(00) vs. TIA(FF)

power

EM
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Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional

Solution

Observe phone model before planned arrest

Plant listening device in an equivalent battery

Device is independent of the handset’s H/W

Arrest the person for 48 hours 
(necessary for the person to infer that battery was naturally discharged)

Replace battery during arrest

Give back handset to user



26/10/2007

11

Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional

Solution

Use standard PC connection kit
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Solution

If insufficient use maintenance kit (expensive)

GRIFFIN BOX Platinium Edition 2004

Alternative: What is Java Card?

Set of specifications written by Sun 

APIs

•Java Card Runtime Environment (JCRE)

Java Card runtime behavior

•Java Card Virtual Machine (JCVM)

Subset  of the Java programming language

Virtual machine definition

Converter / Verifier

Off Card

Applets
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Java chain

converter

compiler

Java program
code.java

class file
code.class

CAP file
code.cap

verifierinstalled
applet

installer & linker

What VERIFICATION is about

• Java Card security relies upon the assumption
that applets are verified before being executed.

• Verification is a process that guarantees that
applets comply with Java card’s security
specifications.

• No higher-level security (application security) can
be built upon non-verified applets.
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VERIFIER USE

applet

applet

insecure

reject

applet

verifier

RAD

VERIFIER USE
RAD

applet

applet

applet

secure

applet

applet

insecure

rejectinstall

run

VM

verifier
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verifier

But

converter

compiler

Java program
code.java

class file
code.class

CAP file
code.cap

installed
applet

installer & linker

MACed 
applet

Unless you get MAC key by court order

JavaCard

installer & linker

Devt of an attack applet (should not pass verification)

CAP file
hostile.cap

verifier
installed applet

but applet installed because MAC is correct 
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AND …

JavaCard

installer & linker

EEPROM

AND …

JavaCard

installer & linker

EEPROMRAM
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Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional

Solution

• Objective:

– Extract PIN codes, data, secret keys…

• Key Equipment:

– Power analysis equipment: signal reader, 
oscilloscope, acquisition & analysis s/w, PC

– Fault injection & analysis equipment: 
microscope, laser, dedicated analysis sw

• 4 steps

– 1. Identify when to inject fault

– 2. Identify where to inject fault

– 3. Fault injection

– 4. Differential Fault Analysis to extract keys
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Step 1:  Identify when to inject fault

• Acquire power consumption during calculation

CLIO reader

Oscilloscope

Step 1bis:  Identify when to inject fault

• Analyse & identify algorithm execution

RSA execution

Exponentiation

Mod p

Exponentiation

Mod q
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Step 2:  Identify where to inject fault

• Use microscope 

& micro 

manipulator to 

locate target 

area for laser 

fault injection

XY
table
joystick

Laser
set-up
box

Target

area

Step 3:  Inject fault

• Software pilots 

the laser to hit 

the IC in the 

defined “time” & 

“space” to 

disrupt algorithm 

calculation

• Faulty behaviour 

of the device is 

captured

Target

IC

Laser beam

Power

measurement

Microscope

head
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Step 4:  Differential Fault Analysis

• Faulty result is compared to known result and private keys are 

calculated using dedicated software

q = gcd [ (Sô e- S e)mod N , N ]

N  and e are the public elements of the key

S
Sô

DFA software

Fault injection software

Successful

fault injection

Situation

• Ability to access the target phone

No access, temporary access, seized.

• Type of access to the target phone

Passive, invasive, ability to replace parts.

• Knowledge of keys

None, PIN, PUK, Ki etc…

• Device’s state

Functional, still powered-on, dysfunctional
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Solution

A malicious piece of code ...

… hidden in a harmless and attractive applet
such as a game

How is it done?

+33 666486590 +33 665431227

Law enforcement
agency
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Trojan Horse technical details

• Written in Java Card

• Uses the GSM 11.14 / 03.19 API

– Subscribes to external events (e.g. SMS 
delivery)

– Is triggered when events occur

– Performs proactive commands

• Displays text and gets input on the handset

• Constructs and sends SMS

Applet (Trojan Horse) loading

Applet provider

GSM operator
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Triggering the attack

+33 666486590 +33 665431227

SMS

SMS

Law enforcement
agency

Process

PIN

PIN PIN
Law enforcement
agency
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The PIN recovery

PIN

PIN

PIN

Law enforcement
agency

General Panorama

Handset Sales 2001-2004

(source Gartner Dataquest) 

LG  

2%
Motorola  

9%

Nokia  

37%

Others  

31%

Samsung  

10%

Siemens  

10%

SonyEricsson  

1%
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General Panorama
Parts de Marché EMEA
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(source Gartner Dataquest, 1238 terrorists interrogated)
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Parts de marché ASIE
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General Panorama

Ventes de téléphones mobiles sur l'année 2004

source : Gartner Dataquest Aôut 2004

Basic Phones

22%

Enhanced Phones

72%

Smartphones

5%

Wireless PDAs

1%

Split by Handset Type (source Gartner Dataquest)
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Conclusion

• Phone forensics is a permanent race.

• To get real results one must remain constantly
aware of technical evolutions.

• Opportunity windows open/close quickly!

What helps, what doesn’t

• 1500 different models

• Complexity increase

• Standardization

• Open research

• 1500 different models

• Complexity increase

• Standardization

• Open research


