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Strategy

‘It is no longer enough
to communicate to the
world of stakeholders
why we exist and what
constitutes success, we
must also communicate
= how we are going to
protect our existence*

* Systemic Security Management, Libertas

s, P LE*SEC Press, USA, 2006



Aspects
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Objective

» Strategic alignment

* Risk management

* Optimizing investments

* Resource management
 Performance measurement*

Sol * Guidance for Boards of Directors and Executive
dolvay " :
O s ool dF L®*SEC Management, 2nd Edition. (Itgi.org)
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Major focus

Information is
*handled,
*processed,
stransported
stored

Reach:

eintegration,
*process assurance
~overall security

Universe of :
erisks,
*benefits
*processes
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Executiwe maﬁement

Members of executive management must have a clear
understanding of what to expect from their information

security programme
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Benefits

Protection for legal liability Process improvement,

Increased predictability e i Rapid incident response

TS 4

Policy and compliance
Reduced losses

) -
Optimise resources ﬁ Improved reputation
_ ¥
AL \

Risk management,

Firms operating at best-in-class (security) levels are
lowering financial losses to less than 1 percent

of revenue, whereas other organisations are
experiencing loss rates that exceed 5 percent*.

* Aberdeen Group, ‘Best Practices in Security
Governance’, USA, 2005

Responsibilities

v 28
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Executive maéemen ¢ o’ ‘ Steering committee

V4

Sixty percent of respondents report that their
organizations employ a chief information security
officer (CISO) or a chief security officer (CSO), up
from 43 percent in 2006*.

* ClO, CSO and PricewaterhouseCoopers, ‘The State of Information Security
2007, A Worldwide Study by CIO, CSO and PricewaterhouseCoopers’, USA,
Hl ) | vay 2007
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Figure elationship of Information Security Govemance Outcomes to Management Responsibilities

| Management Strategic Risk Value Performance Resource Process
Level Nignment Delivery Assurance
Board of directors Require demonstrable * Estabiish risk | Require reporting of Require reporting of Oversee a policy of Oversee a policy of
algnment. tolerance. | security acthity costs. security effactiveness. knowladge management | SSSLTANCE Process.
* Ovarsee a policy of and resource utilisation. | infegration
risk management
Tnsiifide proci
inlegrate sacurity with s Knowledge caphure and
Dusiness cbjectives. ncude risk effickancy melrics. and plans for
management in all itegration.
activities.
* Monilor regulatory
compliance.
Steering committee * Review and assist \dentity emerging risks, | Review and advise on Review and advise Review processes * Identify critical
security strategy and | promote business unit | the adequacy of security | whather securlty for knowledge besingss processes
Integration efforts. securlty peactices and | Inittatives 1o serve Inittatives meet capture and and assirance
* Ensure that business | identily compliance | business functions. business cbjpctives. dissamination. providers.
owners support ssues. * Direct assurance
infegration. integration efforts.
| CiSOAnformation | Develop the security | * Ensuro thal fisk and | Monitor Wlllsation and | Develop and impiement | Dovelop methods for | © Laise with ofher |
security managament | sirategy, oversee the business impact | effectiveness of securfty | monitoring and metrics | knowledge capture ASSUFANGE Providers.
securtly programme and assessments are | resources. approaches, and direct | and dissemination, and | * Ensure that gaps and
Inftiatves, and latse conducted. and monitor security davelop metrics for overtaps are
With business process | * Develop risk acthitios. eftectivoness and Ientified and
owners for ongoing mitigation strategies effickncy. addressed
o * Enforos policy and
reguiatory
compliance
Aot exccutives Evalate and report Evaluate and report | Evaksate and report on Evaluate and report on | Evaluate and report on | Evaluate and report on
on dagree of alignment. | on corporate risk | etficiency. dagree of effectivencss | effickncy of resorce | effectiveness of
management practicss of measures In piace | management, ASSUANCH PrOCRSSes
and results. and merics in use. porformad by different
areas of management.
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Information Security Governance Conceptual Framework

Senior Management

Steering Committee and
a nt
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Strategy Inputs

= Current state
and desired
state of security

= Business processes
and requi its

= Risk assessment
* Business impact Ti

analysis (BIA)
* Regulatory

requirements
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Metrics
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Governance Metrics

Strategic Alignment

» The information security programme demonstrably enables specific business activities.

» The information security organisation is responsive to defined business requirements.

* The organisational and information security objectives are defined and clearly understood
by all involved in information security and related assurance activities.

» The information security programme is mapped to the organisational objectives, and
executive management has validated this mapping.

» There is an information security steering committee consisting of key executives with a
charter to ensure ongoing alignment of information security activities and business
strategy.

Solvay "l?
Buslicss School L*SECEC
/ . .
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Governance Metrics

Risk Management

« Organisational ‘risk appetite’ or risk tolerance is defined in terms relevant to
the organisation.

* An overall information security strategy and programme for achieving acceptable
levels of risk exist.

« Mitigation objectives for identified significant risks are defined.

* Processes for management or reduction of adverse impacts exist.

« Systematic, continuous risk management processes exist.

» Trends of periodic risk assessment indicate progress towards defined goals.
* Impacts are reviewed for trends.

* A tested business continuity plan (BCP)/disaster recovery plan (DRP) exists.
» Complete asset valuation and assignment of ownership exist.

» Recovery time objectives (RTOs) for all critical systems are developed.

Solvay o 4P LesEC
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Governance Metrics

Value Delivery

« Information security activities are designed to achieve specific strategic objectives.

» The cost of security is proportional to the value of assets.

« Information security resources are allocated by degree of assessed risk and potential
impact.

« Protection costs are aggregated as a function of revenues or asset valuation.

» Controls are designed well, based on defined control objectives, and are fully utilised.
* The number of controls to achieve acceptable risk and impact levels is adequate and
appropriate.

« Control effectiveness is determined by periodic testing.

« are in place that require all controls to be re-evaluated periodically for cost, compliance
and effectiveness.

4F LesEC




Governance Metrics

Resource Management

* Problem recurrence is infrequent.

» Knowledge capture and dissemination are effective.

* Processes are standardised.

* Roles and responsibilities for information security functions are clearly defined.

« Information security functions are incorporated into every project plan.

« Information assets and related threats are covered by security resources.

« The appropriate location in the organisational structure, level of authority and number
of personnel for the information security function exist.

Solvay o 4P LesEC
—
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Governance Metrics

Performance Measurement

» Time it takes to detect and report information security-related incidents
* Number and frequency of subsequently discovered unreported incidents
* Benchmarks with comparable organisations for costs and effectiveness
« Ability to determine the effectiveness and efficiency of controls

« Clear indication that information security objectives are being met

» Absence of unexpected information security events

» Knowledge of impending threats

« Effective means of determining organisational vulnerabilities

» Methods of tracking evolving risks

« Consistency of log review practices

Solvay
Business School

4F Lesec
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Required management actions

Assess maturlty” *®

Sobvay o 4P LesEC
o

Resources

* Policies

» Standards

* Processes

* Methods

* Controls

* Technologies

* People

« Skills

* Training

¢ Education

e organisational support and
assurance providers

Solvay
Busine:

4F Lesec

Develop an Information Security strategy

Identify Critical Success Factors for Effective

Information Security

Assess maturity of Information
Security Governance

Develop an Infcemation Security strategy

constraints

* Law

* Physical

« Ethics

* Culture

* Costs

* Personnel

* Resources
» Capabilities
*Time

* Risk tolerance

Solvay.edu/ict — itai.ora — isaca.ora
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Appendix A—Critical Success Factors for Effective
Information Secunity

“To achieve successful information security, it is eritical to ensure the following:

+ There i awareness that a good information security programme takes time to evalve,

+ The corporate information sccurity function reports to senior management and is
responsible for exceuting the information security programme.

+ Management and staff have a common understanding of information security
importance, requirements, vulnerabilities and threats, and understand and accept their
own security responsibilities.

« Third-party evaluation of information security policy and architecture is conducted
periodically.

+ The information security function has the means and ability to administer sccurity.
especially to detect, record and analyse significance, and report and act on security
incidents when they do occur, while minimising the probability of occurrence by
applying intrusion testing and active monitoring

« Clearly defined roles and responsibilities for risk management ownership and
management accountability are in place.

+ & policy is established to define risk limits and risk tolerance.

+ Responsibilitics and procedures for defining. agreeing on and funding risk
management improvements exist.

+ & reality check of the information sceurity strategy is conducted by a third party to
increase objectivity and is repeated at appropriate fimes.

« Critical P are identified and monitored.

« Service level agreements (SLAs) are used to raise awareness of and increase
co-aperation with suppliers relative to security and continuity needs.

+ Policy enforcement is considered and decided on at the time of policy development.

- A confirmation process is in place to measure awareness, understanding and
e Tinme et metiio

Assess maturity of Information
Security Governance

Figure 7—TGI and Coail Maturity Scale

Initial/  Repeatable Defined Managed and o
Non-existent adhec butintuitive Process Measurable Optimised

| | . \ | |

LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
. el apilied al sk
SmPracesses are 4 hot and disarganisade
A Incustry sverage 3—Processes follaw ":g.n.-.-n:m.
Enterprise target 3—Processes are documented and communicated,

AmProcesses aro monilored and measured.
5—Gnod practices are fllewed and automated.

* Adapted from IT Governance Institute, CowT 4.1, USA, 2007
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