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Publications

More info www.isaca.org

• Journal

• Books

• K-net

http://www.isaca.org/Template.cfm?Section=Current_Issue&Template=/CustomSource/Journal/Current.cfm
http://www.isaca.org/Template.cfm?Section=Archives&template=/TaggedPage/TaggedPageDisplay.cfm&TPLID=7&UserDefinedDate1=07/01/2006
http://www.isaca.org/Template.cfm?Section=Archives&template=/TaggedPage/TaggedPageDisplay.cfm&TPLID=7&UserDefinedDate1=05/01/2006
http://www.isaca.org/Template.cfm?Section=Archives&template=/TaggedPage/TaggedPageDisplay.cfm&TPLID=7&UserDefinedDate1=03/01/2006
http://www.isaca.org/Template.cfm?Section=Archives&template=/TaggedPage/TaggedPageDisplay.cfm&TPLID=7&UserDefinedDate1=01/01/2006
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‘It is no longer enough 

to communicate to the 

world of stakeholders 

why we exist and what 

constitutes success, we 

must also communicate 

how we are going to 

protect our existence*

* Systemic Security Management, Libertas 

Press, USA, 2006

Strategy
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IT Security

Aspects

Information Security
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• Strategic alignment 

• Risk management

• Optimizing investments

• Resource management

• Performance measurement*

* Guidance for Boards of Directors and Executive 

Management, 2nd Edition. (Itgi.org)

Objective
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Reach:

•integration,

•process assurance 

•overall security

Universe of :

•risks, 

•benefits

•processes

Information is 

•handled, 

•processed, 

•transported 

•stored

Major focus
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Executive management

Members of executive management must have a clear 

understanding of what to expect from their information 

security programme
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Firms operating at best-in-class (security) levels are 

lowering financial losses to less than 1 percent

of revenue, whereas other organisations are 

experiencing loss rates that exceed 5 percent*.

*  Aberdeen Group, ‘Best Practices in Security 

Governance’, USA, 2005

Protection for legal liability

Increased predictability

Policy and compliance

Optimise resources

Risk management, 

Process improvement, 

Rapid incident response

Reduced losses

Improved reputation

Benefits
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Responsibilities

Sixty percent of respondents report that their 

organizations employ a chief information security

officer (CISO) or a chief security officer (CSO), up 

from 43 percent in 2006*.

*  CIO, CSO and PricewaterhouseCoopers, ‘The State of Information Security 

2007, A Worldwide Study by CIO, CSO and PricewaterhouseCoopers’, USA, 

2007

Executive management Steering committee

Chief Information Security Officer
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Concept
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Metrics
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Governance Metrics

• The information security programme demonstrably enables specific business activities.

• The information security organisation is responsive to defined business requirements.

• The organisational and information security objectives are defined and clearly understood 

by all involved in information security and related assurance activities.

• The information security programme is mapped to the organisational objectives, and 

executive management has validated this mapping.

• There is an information security steering committee consisting of key executives with a 

charter to ensure ongoing alignment of information security activities and business 

strategy.
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Governance Metrics

• Organisational ‘risk appetite’ or risk tolerance is defined in terms relevant to

the organisation.

• An overall information security strategy and programme for achieving acceptable

levels of risk exist.

• Mitigation objectives for identified significant risks are defined.

• Processes for management or reduction of adverse impacts exist.

• Systematic, continuous risk management processes exist.

• Trends of periodic risk assessment indicate progress towards defined goals.

• Impacts are reviewed for trends.

• A tested business continuity plan (BCP)/disaster recovery plan (DRP) exists.

• Complete asset valuation and assignment of ownership exist.

• Recovery time objectives (RTOs) for all critical systems are developed.
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Governance Metrics

• Information security activities are designed to achieve specific strategic objectives.

• The cost of security is proportional to the value of assets.

• Information security resources are allocated by degree of assessed risk and potential 

impact.

• Protection costs are aggregated as a function of revenues or asset valuation.

• Controls are designed well, based on defined control objectives, and are fully utilised.

• The number of controls to achieve acceptable risk and impact levels is adequate and 

appropriate.

• Control effectiveness is determined by periodic testing.

• are in place that require all controls to be re-evaluated periodically for cost, compliance 

and effectiveness.
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Governance Metrics

• Problem recurrence is infrequent.

• Knowledge capture and dissemination are effective.

• Processes are standardised.

• Roles and responsibilities for information security functions are clearly defined.

• Information security functions are incorporated into every project plan.

• Information assets and related threats are covered by security resources.

• The appropriate location in the organisational structure, level of authority and number

of personnel for the information security function exist.
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Governance Metrics

• Time it takes to detect and report information security-related incidents

• Number and frequency of subsequently discovered unreported incidents

• Benchmarks with comparable organisations for costs and effectiveness

• Ability to determine the effectiveness and efficiency of controls

• Clear indication that information security objectives are being met

• Absence of unexpected information security events

• Knowledge of impending threats

• Effective means of determining organisational vulnerabilities

• Methods of tracking evolving risks

• Consistency of log review practices
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Identify Critical Success Factors for Effective

Information Security

Assess maturity of Information 

Security Governance

Develop an Information Security strategy

Information Security 

strategy

Critical Success Factors

Assess maturity
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• Policies

• Standards

• Processes

• Methods

• Controls

• Technologies

• People

• Skills

• Training

• Education

• organisational support and 

assurance providers

• Law

• Physical

• Ethics

• Culture

• Costs

• Personnel

• Resources

• Capabilities

• Time

• Risk tolerance
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Questions


