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Biometric System Security 
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Attack Points – How to get in? 

Ratha, Connell, & Bolle. 2001. Enhancing Security and Privacy in 
Biometrics-Based Authentication Systems 

 

1. Present fake biometrics to the sensor; 

2. Replay attack and sensor bypass; 

3. Corrupt feature extraction 

4. Tamper with the extracted features 

5. Corrupt the matcher 

6. Modify or replace stored templates 

7. Manipulate template retrieval 

8. Override match result 
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Biometric Reference Architecture 
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Cukic and  

Bartlow (2005) 
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Risk Management and Attack Trees 
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Cukic and  

Bartlow (2005) 

Categorization of Vulnerabilities 
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Jain et al. (2008) 
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Common Criteria – Certification 

 

• BSI (Bundesamt für Sicherheit in der Informationstechnik). (2008). 
Biometric Verification Mechanisms Protection Profile Version 1.3.  
– http://www.commoncriteriaportal.org/files/ppfiles/pp0043b.pdf 

 

• IAD (Information Assurance Directorate). (2007, Version 1.1). U.S. 
Government Biometric Verification Mode Protection Profile for 
Basic Robustness Environments.  
– http://www.commoncriteriaportal.org/files/ppfiles/pp_bvm_br_v1.1.pdf 

 

• IAD (Information Assurance Directorate). (2007, Version 1.1). U.S. 
Government Biometric Verification Mode Protection Profile for 
Medium Robustness Environments.  
– http://www.commoncriteriaportal.org/files/ppfiles/pp_bvm_mr_v1.1.pdf 
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Motivating Biometric 

Template Protection 
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http://www.commoncriteriaportal.org/files/ppfiles/pp0043b.pdf
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Observations 
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• EU aims to stop 'visa shopping„ : Schengen states to share visa data 
(2007-06-08) 
– In the EU, supervised access to the biometric databases of the European Visa 

Information System (VIS) is granted to policy and Europol. 

– http://www.theregister.co.uk/2007/06/08/schengen_visa_data/  

• India to issue all 1.2 billion citizens with biometric ID cards (2009-07-
15) 
– Mr Nilekani, who left … to take up his new job, wants the cards to be linked to a 

“ubiquitous online database” accessible from anywhere.  

– http://www.telegraph.co.uk/news/worldnews/asia/india/5831929/India-to-issue-
all-1.2-billion-citizens-with-biometric-ID-cards.html 

• DHS develops shared biometrics database with DOD (2011-03-08) 
– In the USA, the Department of Homeland Security (DHS) is developing a joint 

database with the Department of Defence (DOD) for the purpose of 
accessing current biometric data stored by DOD. 

– http://homelandsecuritynewswire.com/dhs-develops-shared-biometrics-
database-dod 

 

• Biometrics data increasingly shared 

Observations 

• Biometrics are a success 
– Forensics, immigration services, access control 

– Convenient and reliable 
 

• Security and privacy issues with biometric templates 
– Impersonation 

• If you can read a password, you can use it 

• Reference template allows constructing artificial prints 

– Sensitivity 
• Biometrics may contain sensitive information 

– Linkability 
• Templates are unique identifiers => cross-matching 

– Other 
• Substitution attacks, DoS, … 

– Prabhakar et al. (2003). Biometric recognitions: security and privacy 
concerns 

 

• Conclusion: do not store reference data in the clear 
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Observations 
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• Biometrics are no longer in your pocket 

• At the same time, increased awareness of privacy 

– Security and privacy issues stemming from the use of biometrics 

– PETs, data protection authorities, Privacy-by-Design, … 

• Increasing but conflicting demands (growing gap) 

Biometrics for 
“Security” 

Privacy and 
Data 

Protection 

Protecting Biometric Data 
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• Biometric template protection to bridge the gap 

– Template-level protection 

• Fuzzy commitment, fuzzy vault, cancellable biometrics,… 

– System-level protection  

• Physical security, procedures, encryption,  hardware-based/-assisted 

(smartcards, TPM) 

– Protocol-level  

• Advanced protocols relying on crypto primitives (MPC, homomorphic 

encryption, PIR) 

 

• Main challenges: 

– Hide biometric data (irreversibility) 

– Prevent cross-matching of hidden data (unlinkability) 

– Maintain performance/accuracy without giving up functionality 
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On the Concepts Security and Privacy 

• Stop using them without explaining what you mean! 

• Distinguish between 

– Primary assets 

• What are you protecting with your biometric system? 

– Secondary assets 

• Biometric data/templates (scope of template protection) 

 

• Security and privacy of templates 

– Be more specific: irreversibility and unlinkability 

– Distinguish information-level aspect and system aspects 

– Attack scenarios 
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Attack Scenario: Deanonymization 
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• Bob has access to high-level security zones in his 
company 

• Attacker 
– Has Bob’s passport with protected fingerprint 

– Has employee (access) card with protected fingerprint 

– Wants to know if it’s Bob’s 
• Does not give immediate access but worth investigating 

 

 

 

 

  

Bob 
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Attack Scenario: Database Lookup 
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• Attacker  

– Has Bob’s passport with protected fingerprint 

– Has access to database of anonymized criminal records and 

protected fingerprints 

– Knows bob is in there and wants to find his record 

 

 

 

 

 

  
Bob 

Criminal Records 

Attack Scenario: Reversing 

LSEC Biometrics 2011 Koen Simoens – © K.U.Leuven COSIC 18 

• Solution for dealing with linkabliity:  
– Create incompatible templates 

• Equivalent to using different schemes in different 
applications 
– Same principles, different error-correcting codes 

• Both leak (different) information: can this be combined? 
– Assume that attacker knows templates are related 

 

 

 

 

 

  

  
 

Bob 
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Some Remarks 
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Biometric Authentication 

 

• Bob claims and proves identity towards system 

• Verification: compare proof against reference 

• Two prints of same finger never exactly the same 

– Verification is similarity check (as opposed to passwords) 

 

I’m Bob 

Koen Simoens – © K.U.Leuven COSIC 20 LSEC Biometrics 2011 
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Biometric Authentication 

 

• Bob claims and proves identity towards system 

• Verification: compare proof against reference 

• Two prints of same finger never exactly the same 

– Verification is similarity check (as opposed to passwords) 

 

I’m Bob 
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Example Data Representations 
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A. Jain - http://www.cse.msu.edu/~cse891/Sect601/Lecture1-4.PDF 

Binary string 

Iris code: 

Quantized structure 

after Gabor filtering 

0110100100100010

0110110001010100

1001111000101000

10011000100100… 

22 LSEC Biometrics 2011 
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Example Data Representations 
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A. Jain - http://www.cse.msu.edu/~cse891/Sect601/Lecture1-4.PDF 

Binary string 

Iris code: 

Quantized structure 

after Gabor filtering 

0110100100100010

0110110001010100

1001111000101000

10011000100100… 
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Desired Properties 
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Biometrics Face Fingerprint 
Hand 

Geometry 
Iris 

Retinal 

Scan 
Signature 

Voice 

Print 

Facial 

Thermogram 

Universality high medium medium high high low medium high 

Uniqueness low high medium high high low low high 

Permanence medium high medium high medium low low low 

Collectability high medium high medium low high medium high 

Performance low high medium high high low low medium 

Acceptability high medium medium low low high high high 

Circumvention low high medium high high low low high 

 

 

24 LSEC Biometrics 2011 
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Biometrics Face Fingerprint 
Hand 

Geometry 
Iris 

Retinal 

Scan 
Signature 

Voice 

Print 

Facial 

Thermogram 

Universality high medium medium high high low medium high 

Uniqueness low high medium high high low low high 

Permanence medium high medium high medium low low low 

Collectability high medium high medium low high medium high 

Performance low high medium high high low low medium 

Acceptability high medium medium low low high high high 

Circumvention low high medium high high low low high 
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Biometric Error Rates 
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Koen Simoens – © K.U.Leuven COSIC 

Forensic applications 
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Examples and 

Standardization 

LSEC Biometrics 2011 28 Koen Simoens – © K.U.Leuven COSIC 



15 

Code-Offset Construction 

• Introduced as the fuzzy 
commitment scheme  
– Juels and Wattenberg (1999) 

• Enrolment 
– Output and store v = c - w and 

H(c) 

– c is a codeword of an [n,k,d]-code 
chosen uniformly at random 

– H is a cryptographic hashing 
function 

– Entropy loss = n - k (redundancy 
bits) 

• Verification 
– Dec(v + w’) - v = w iff dis(w,w’)  t 

– Fuzzy commitment outputs c’ = 
Dec(v+w) 

– Verification by comparing H(c’) = 
H(c) 
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v+w’ 

w’ 
w 

t 

Fuzzy Vault 

Koen Simoens – © K.U.Leuven COSIC 

• Juels and Sudan 2002 
– Enrolment data is subset of some universe 

– Verification data must overlap substantially with enrolment data 

• Based on polynomial secret sharing 
– Enroll unordered data set as points on polynomial 

• Biometric features as indices for points on p(x)  

– Add “chaff points” (not on the polynomial) 

– Verification = reconstruction of polynomial and secret 

 

 

 

 

  

Uludag & Jain. 2005. Fuzzy Vault for Fingerprints. 
30 LSEC Biometrics 2011 
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Cancelable Biometrics 

• Ratha et al. 2001, 2007 

• Intentional repeatable 

distortion 

– In signal or feature domain, 

preserving representation 

• Reuse existing comparison 

algorithms 

• Non-invertible transform 
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Ratha et al., 2007 

31 
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The Need for a Standardized Definition 
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• Observe: 

– Many different BTP schemes in literature 

– Different data representations in biometrics 

• Where to apply protection? (how to model) 

 

 

 

 

 

  

Measurement 

Preprocessing 

Feature 
Extraction 

Quantization 

+ 

(Protection) 

(Protection) 

10111011001… Minutiae 

88 237 247 15 

92 109 180 35 

100 141 180 71 

101 228 101 16 

… 

LSEC Biometrics 2011 
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ISO 24745 
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• ISO/IEC 24745. (2011). Information technology - 

Security techniques - Biometric information protection.  

– Stage 60.60: International Standard published 

– Heavily influenced by the TURBINE project 

• http://www.turbine-project.eu  

– A reference architecture for biometric template protection 

 

• Main elements of the architecture 

– Data elements 

– Functional components 

 

• Many schemes mapped on the architecture 
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Reference Architecture 
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• Data units 
– Pseudonymous Identifier (PI) 

– Auxiliary Data (AD) 

– Protected Template (PT) = PI and AD 
• Synonym for renewable biometric tempalte 

• Definition of renewability 

  

 
 

LSEC Biometrics 2011 
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Functional Components 

• Pseudonymous Identifier 

Encoder (PIE) 

 

 

• Pseudonymous Identifier 

Recoder (PIR) 

•  Pseudonymous Identifier 

Comparator (PIC) 
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Example Mappings 
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Method  PI  AD 
Helper data systems  Hash of secret string  Helper data 
Fuzzy commitment  Hash of secret string  Offset 
Biometric encryption  Cryptographic key  Filter and key link 
Fuzzy vault  Hash of secret string  Point set P 
Shielding functions  Hash of secret string  Authentication challenge W 
Fuzzy extractors  Hash of secret string  Public string P 
Extended PIR  Encrypted template  n/a 
2D hexagonal quantization 
 index modulation 

Hash of a secret string  Quantization errors 

Cancellable biometrics  Transformed template  Transform parameters 
Biometric robust hashing  Hash of a robust binary string  One-way transformation 
Biohashing  A robust binary string  Random projection matrix 
Short-lived cryptokey  Crypto-keys  System parameters 
Bio-tokens  Encrypted minutiae  Cryptographic keys 
Secure sketch  Quantization residue  Quantizer 
Robust minutiae hash  Robust binary string for each minutia Random diversification table 

LSEC Biometrics 2011 
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Evaluating BTP 
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Current Research Challenges 

Koen Simoens – © K.U.Leuven COSIC 

• Many different BTP schemes in literature 

– Lack of well-established metrics for evaluating BTP methods  

• Proper evaluation or direct comparison not possible 

• Develop metrics for ranking and independent 

benchmarking 

– Project Partners 

• KUL : Katholieke Universiteit Leuven, COSIC – Belgium  

• GUC : Gjøvik University College, NISlab – Norway 

– Previous collaboration in TURBINE project (EU-funded, 3 

year) 

• Protected biometric (fingerprint) identities 

• Independent evaluators (security/privacy and technical performance) 

– Decision to extend our work under the support of NIST (USA) 

38 LSEC Biometrics 2011 
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Objectives 

Koen Simoens – © K.U.Leuven COSIC 39 

• Identification and selection of criteria that are relevant for BTP 
method evaluation 
– What are the key properties to assess? 

• Harmonized definitions 
– How to define them consistently w.r.t. the reference architecture? 

• Focus on criteria directly related to BTP 

• Target criteria that are quantifiable or measurable in a precise way 
– Not trying to measure user acceptance 

• Categorize in three performance groups: 
– Technical, security and privacy, operational performance 

• Challenge 
– Try to come up with universal metrics that can be empirically evaluation 

 

• Results to be presented at ICB 2012 
– “Metrics for benchmarking template protection” 

LSEC Biometrics 2011 

Evaluation Criteria 
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• Accuracy 

• Accuracy degradation 

• Throughput 

• PI encoding time 

• PI recoding time 

• PI comparison time 

• Storage requirements 

• Protected template size 

• Code size 

• Diversification capacity 

Technical performance: 

• Full-leakage irreversibility 

• Authorized-leakage irreversibility 

• Pseudo-authorized-leakage irreversibility 

• Unlinkability 

Security and privacy performance: 

• Modality independence 

• Interoperability 

• Quality of performance (QoP) 

• Granularity of performance 

• Stability of performance 

Operational performance:  

LSEC Biometrics 2011 
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Conclusion 
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Expectations for The Future 

• Different biometrics and different protection methods 

– To a large extent determined by the application 

– Data representation has an impact 

 

• Each protection mechanisms has to be analyzed differently 

– Need for harmonized evaluation criteria and metrics 

• Less “we think/believe…” 

• NIST collaboration platform 

– http://collaborate.nist.gov/twiki-secbiotemp/  

 

• Biometric template protection has yet to mature 

– More secure techniques are needed 

– Performance is an issue (not discussed in this talk) 

– So far provable security in biometrics is non-existing 
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Thank you! 

 

 

 

 
koen.simoens@esat.kuleuven.be 
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