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Nomophobia !? 
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 Nomophobia: "no-mobile-phone phobia”  

the fear of being out of mobile phone 

contact. (Wikipedia Definition) 

 47% of Belgians think that a week 
without a Mobile Phone is worst than a 

week without sex !  
 (Comeva, Oct 2011, The Digital Life of Belgians) 

The Y Generation !? 
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World has Changed ! 
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The iGeneration ! 
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Platform Diversity Complicates Enterprise 
Mobile Strategies 
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Mobile Traffic Growing Rapidly 
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 At the NATO Symposium, 

Belgacom monitored a 

260% increase in WiFi 

connections and a 

doubling of Mobile Traffic 

between 2010 and 2011 

Mary Meeker’s Internet Trends presentation at Web 2.0 Summit in San Francisco , Oct 2011 
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Mobile Data Traffic will Increase 26-fold 
between 2010 & 2015 (Cisco VNI Feb 2011) 
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BYOD: Bring Your Own Device 
 

• Exponential Adoption of Smart Mobile Devices that Blur the Line between 
Business and Personal Use.  

• 70% of employees using corporate computing devices for personal activities 
(Ovum + EEMA Nov 2010) 

• Key Findings from a 2010 IDC survey on IT consumerization trends  in Europe: 

• 95% of respondents use technology they purchased themselves for work 

• 70% of IT decision-makers say they will centrally manage employees’ devices even 
though employee are willing to buy and train themselves on their own consumer 
technologies 
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IDC Consumerization Study, 2010 

N= 2,820 (22% were C-level or Business Executives) 10 Countries 
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Mobile Devices and Security 
Why Now? 

• 80% Users Store personal information on their mobile device (Credant Technologies) 

• 24% store Bank details on their device 

• 10% store credit card information  

• Cybercriminals are shifting focus from PC to Mobile 

• PC Security Better and Widely Implemented 

• Lowest Hanging Fruit is no longer Microsoft ! 

• One-third of all mobile users, Android or Apple,  
may come across an unsafe link this year 
(Lookout Mobile Threat Report  Aug 2011) 

• Many Vectors of Attack:  

• Files, Apps, Java, Flash, pdf, Infra-Red, 
WiFi, 3G, Bluetooth, SMS, MMS… 

• Mobile Malware Increased by 22%  
in 2011, 76% for Android (McAfee Aug 2011) 

• 20% of Users Reported their  
Smartphones either Stolen or Lost  
at least Once.  
(Kapersky & IRIS EMEA Survey, Feb 2011) 

Source: McAfee Threats Report: Q3 2011 
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Mobile Risks 

CoreRanCustomer end
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Mobile Device Security Risks and Threats 

 

Source: Booz-Allen-Hamilton, NIST Conference 2009 

• Access to Sensitive 

Data Stored on the 

Device 

• Access to Data Stored 

on Corporate 

Networks 

• Malicious Software 

• Ability to Impersonate 

the Authorized User 

• Unauthorized Dialing, 

SMS, and Payments  

• Update Attacks 

• Denial-of-Service 

• Decommissioning 
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Recent Attacks Examples ! 

• Geimini & HongTouTou Trojan transmits IMEI ad IMSI numbers,  

(eg: Counterfeit Queries in ad networks, Premium SMS) (Dec 2010, Feb 2011) 

• More than 50 applications on Android AppStore  

infected by DroidDream trojan (Feb 2011) 

• 260.000 Android Smartphones Infected with Malware 

• Rooting Smartphone, harvesting data, opening backdoor 

• 12 Applications on Android AppStore Infected  

by Plankton, Signed by 3 Developpers (June 2011) 

• Builds Botnet, Gather Information 

• Zitmo: (Zeus in the Mobile) (Since end 2009, Feb 2011) 

• On Symbian, Windows Mobile & Blackberry 

• Targets ING Poland, Traces in Spain  

• iPhone and Blackberry at Pwn2Own! (March 10th, 2011) 

• Gained access to the iPhone's address book  

• Blackberry vulnerability in Web-browser 

• Evil Android Trojan records your calls (Aug 2011) 

Even More Recent Examples ! 

• Malicious QR Codes Pushing Android Malware (Sept 2011) 

• Russian company releases “Phone Password Breaker” for 199€  
(Sept 2011)  

• Cracks RIM Blackberry Passwords Via Encrypted Media Cards 

• iPad 2 password bypassed in 5 Seconds (Oct 26th 2011) 

• Android app logs keystrokes using phone movements (Aug 2011) 

• Could also be implemented on iOS 

• Android App Turns Smartphones Into  
Mobile Hacking Machines 

• Anti: Android Network Toolkit (Oct 2011) 

• Bringing PenTest Tools to the Smartphones 

• Apple excommunicates developer  
for publishing iPhone exploit (Nov 2011) 

• Apple kills code-signing bug that  
threatened iPhone users 48 hours later 
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http://www.androidappsdownload.net/wp-content/uploads/2011/10/Graphic1.jpg
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Top Concerns When Going Mobile 

• Control! 

• Rising costs 

• Employee management, 
supervision and productivity  

• Measurement of program 
success 

• Increased IT Risk  

• BYOD 

• Governance 

• Support challenge 

• Non corporate devices 

• Multitude of OSs/Devices 

 

• Priority of concerns varies with background of project owner 

• From Fleet Manager to Security Officer 
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Difficult choices ! 
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Flexible & Open 

Tight Control 

Mobile Computing Paradigm :  

Anywhere, anytime, any-Service 

At any Cost ?  Any Risk ?  

Belgacom Secure Mobility Management 
Framework 
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On Site 

In The  
Cloud Self-Managed 

Managed 

MDP 

MDM 
Manage  

& Protect 

All the Devices 
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Device Life Cycle Management 
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Governance 

Buy 

Logistics & 
fulfilment 

Inventory 
management 

Remote device 
configuration 

Policy 
management Security 

Reporting 

Expense 
management 

End of Life 
replacement 

services 
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The Challenge for Belgacom’s IT 
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 In May 2011, Belgacom’s Management Decides 

to Equip its Sales Force with Tablets ! 

 How to access corporate data & applications 
from a tablet, while being compliant with the 

corporate security policies? 

Internal IT Project Milestones 

• Refine corporate security requirements 

• These are needed, to decide how you will build the solution  

• These will influence costs and complexity of the solution 

• Build high level technical solution 

• Develop a test–bed solution 

• Validate solution from user experience point of view 

• Start implementation 

• Work in parallel on various technical  
implementation tracks 

• Assign a small cross functional dedicated  
team (Client, Security, Support engineers) 

• Build documentation and plan roll-out 

• Communicate and roll-out 
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How do you Protect your Data? 
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Only Works Online 

Online or Offline 
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Secure Portal 

SSL, Server Apps 

Email-PIM Policy 

(e.g. ActiveSync) 

Secure Container 

and Secure Apps 

Basic Portal 

Simple Web Apps 

• Data Remains on Server 

• Browser Certificates 

• HTML Cache Cleanups 

• PIM Data Replicated on Device 

• PIM MDM Policy and Encryption 

• Limited Policy Enforcement 

• Data Remains on Server 

• Browser Certs, Strong Auth., VPN 

• Real Time Device Security Check 

• PIM & App. Data on Device 

• VPN, Container, App Encryption 

• Business Apps Authorisation 

• Hacking Detection 

Source: Gartner, Security Summit Europe Sept .2011 

Belgacom’s Security Requirements 

• First type:  

• Protect access to corporate data on the device and access to corporate 

services from the device. 

• Example: PIN protection, Remote Wipe, Data Encryption of SD card 

• Second type: 

• Protect the corporate environment. 

• Example: Data encryption during connection, Managed Anti-Malware 

• Third type: 

• Remotely Manage the devices. 

• Example: Full management of settings/software (similar to corporate PC) 
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Two-Factor authentication is always required! 
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Belgacom’s Design 
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Internet 

 

Belgacom’s 
 Private Cloud 
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Junos Pulse Mobile Security Suite 

http://www.xcpus.com/wp-content/uploads/2011/05/juniper_logo.png
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Belgacom’s  Investment 

• Implementation efforts: 60 mandays (*) 

• Select & test Android software 

• Deploy dedicated Citrix infrastructure 

• Document installation procedure 

• Train Support staff 

• Deploy dedicated Citrix infrastructure for 80 users (50K€) 

• Android software licences 

• Touchdown : 15€/users 

• Junos Pulse subscription : 5€/month/user 

• Manual deployment :  30 minutes/device 
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* Exchange, PKI, and Juniper SSL infrastructure 
were already deployed 

Lessons learned 

• As the market is not yet mature, you have to adapt your solution as you 
build it 

• the solution you had first in mind might be impossible to implement 

• Management support is needed to force organisational, architectural or 
security decisions when needed (balance risks vs benefits)  

• A dedicated team of engineering, operation and close collaboration with 
your customer is also an essential key success factor 

• Do not try to automate everything, as solutions are not always available 

• but document everything and train your support people 

• Some of your users are not acquainted with basic tablet technology and 
usage, training will be required 
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Implemented  solutions will be reused as a basis 
for a BYOD program launch 
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Tablet Project Roadmap 
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• Implement new version of Junos Pulse SSL VPN with build in 
manager Anti-Malware 

Short term  

(1-3 Month)  

• Implement Mobile Device Management solution to allow 
üDevice staging- Remote configuration & support of devices - Device and users 

inventory - Device location through GPS - Deploy internal apps market - ... 

 

• Validate solution for other private cloud services            
(VMware VDI – Virtual PC’s) 

Mid -term  

(3 -9  Months)  

• Investigate virtualization (VMware) on the device : corporate 
image on a non corporate device  

• Service differentiation 
üCorporate Devices : use of native application on the tablet : Intranet, Business 

Intelligence tools 

üPrivate Devices – BYOD : Access to corporate resources through private cloud 
services 

Long term 
(9 -18 months)  
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10 Steps to Secure  
Mobile Devices 

1. Configure mobile devices securely.  

• Enable auto-lock, password and require complex passwords, Enable remote wipe.  

2. Connect to secure Wi-Fi networks and disable Wi-Fi when not in use.  

3. Update mobile devices frequently. Select the automatic update option if available.  

4. Utilize anti-malware programs and configure automatic updates if possible.  

5. Use a storage encryption solution and a VPN.  

6. Use digital certificates on mobile devices.  

7. Take appropriate physical security measures to prevent theft or enable recovery 

• Remember to back up data on your mobile device on a regular basis.  

8. Use appropriate sanitization procedures.  

9. Organisations should develop appropriate policies, procedures, and guidelines.  

10.Organisations should also educate users and IT.  

• Know what you're downloading. Make sure  
you download apps from reputable developers.  

Based on: Wiki.internet2.edu, information Security Guides, Nov 2010 
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Questions ? 


