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Sophosupdate

Protecting businesses for over 25 years, with unrivalled reputation for reliability and service

A First European-based vendor of security solutions for Businesses
AFastest growing of the three largest o N
endpoint security companies ’-;_’:\ r l ‘
APast four years, billings grew at hm e 0:"‘ ‘ /—_&; »
20% cumulative annual growth rate ™\ o ‘" TJ \ ANA T L o
ABillings in excess of $395m ‘

AGlobalwith a local presence T4 - .
A 100 millions users .
A 1700 employees in the world :tt:i:hdppn $
A 10 employees in Benelux " Globat esoatation support '

A Dedicatedto Businesses
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Endpoint Mobile Encryption Email Web Network
SOPHOS
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L eader Endpoint Protection & Data protection

- challengers leaders
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niche players visionaries niche players visionaries
S completeness of vision ————p» . | completeness of vision | >
As of December 2010 As of September 2011

Magic Quadrant Magic Quadrant
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Gartner SourcesGartner: Magic Quadrant for Endpoint Protection PlatfortitsDec 2010 and Magic Quadrant for Mobile Data Protection, 7 Sep 2011.
= The Magic Quadrant graphic was published by Gartner, Inc. as part of a larger research note and should be evaluatedixt thietice entire report.
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Problems of IT Securty today

Mobiles and BYQD fit right in the middle of these preoccupations

b 4
( Data
Threats everywhere,
changing, still " regulations
increasing | growing
Users
everywhere,
using
Y everything ;
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Huge growth in smartphone use

1.6

billion
mobile devices
sold in 2010

SOPHOS

Vay5a}lz C"z52vyj

iPhone traffic
responsible for

28% 4.5%

of tablet users use of all UK

the device as their website traffic
primary computer (not just mobile)
Source: Tecmark Source: Betanews

SOPHOS



Blurring the home -work boundaries

Whoever owns the device, with smartphones and tablets the boundaries between personal and work use merge.

AAccessing
personal
websites from
work devices

AReading work
emails on
personal devices

AAccessing
corporate
systems outside
the office

My life is in there

fi | $madphone lives up to what
it should be then it is something,
as human beings, we will have
an emotional relationship with
because it's there all the time, it's
our window on the world, it's our
mouthpiece, it's everything we
ar e an dMytifaig ie thered
you hear people

Stephen Fry
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Mobile security Which in turn lead to:

risks include:

Financial theft

Lost or stolen devices
Mobile malware (e.g. viruses)

Data=$ud5 e

Criminals can convert data to money in many different ways:

Bank details Company data

Steal money
Make fraudulent purchases

Sell to other criminals

Email addresses

Sell to spammers

Personal identities

Make fraudulent purchases

Sell to other criminals
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Mobile Malware: what we have seen so far
lkee/ Dutch Ransom

01:01

Aworm affecting 2008

jailbroken iPhones with zondag 1 november
default ssh passwords

all T

contacts

14 SOPHOS

Mobile Malware: what we have seen so far
Mobile vulnerabilities

APrivilege escalation
ARageagainstthecage
AExploid
AGingerbreak

APDF exploit to jailbreak the iPhone

Awebkit vulnerability first exploit
against the BlackBerry

AAndroid kernel vulnerabilities
ASMS of death

15 SOPHOS



Mobile Malware: what we have seen so far
Android malware

AOver 100 variants of malware known

Alnformation stealers (Andr/SMSRep) y
ASMS senders (Andr/AdSMS) . :
APhishing (fake mobile banking software) :
APrivilege escalation exploits (DroidDream)
ASpyEye for Android (Spitmo)

16 SOPHOS

There Is even FakeAV for Android!

Sa Ml & 6:40am
-

> m & E

Alarm Clock API Demos

OWSEr Calculator

m B

¢ Contacts Custom
Locale

0

Your Activation code = = E
ev Tools

Gallery Gestures
Builder

Market Messaging Music

v SOPHOS
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Theneedfor Control

AMobile OS are built on safer
foundations than workstations

Asandboxing

APermission systems
based on human access

AProblem exists between mobile

and capucino e
ADefault controls @ ‘2

not always secure
AReliance on
users edit permissions

18 SOPHOS

Widespread lack of awareness

89% P

unaware that smartphones can ’ Y

transmit confidential payment o2 0 ° (g

information such as credit card details W o @

without the user being prompted >

6 /% £ ==
0 “ — [

do not use keypad locks or ’% SS-=amje ﬁ.
passwords o

G
B5% o, AN
T A
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How to secure mobiles ...

devices, OS, versions
Deal with lost or stolen phones
Enable the user
to manage their own device
Create mobile security policy

Get visibility of connected
devices and data usage

Secure the device:
require passcodes, control
apps, remote management

SOPHOS

Deal with lost or

Allow email access stolen devices

Make life easier ) 4

> SOPHOS



Allow access and protect

Lightweight Client

Relies on native capabilities
and applications

Manages the whole mobile
Self Service Portal

Multi platforms
management

A Distribution of parameters
A Access control

A Over The Air Block and/or Wipe
A Notification of SIM change
A Localization

A Governance for password, access
control and installation of applications
A Manage Apps

A Authorized users can register their
SmartPhones themselves

A Users can block or wipe the data
themselves using the portal

SOPHOS

Manage mobile security Policies

Complance scttings

P

Baceby

Enable platform

SOPHOS

30/11/2011
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Manage Overthe-Air Provisioning

EEE

Sophas Mabile Control (adminaPM) - Mozilla Firefox
Dot Qearbefen dnsicht Chronk  Leseseichen Exires  Hilfe

SOPHOS 2 0 0 9

Sophas Mabile Cantrol

Edit task bundle * Required

nnnnnnnnnnn
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2 SOPHOS

Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve

Portal and registers his SmartPhone SOPHOS
Q) Sophos Mobile Control

User:

Password: | 1

% SOPHOS
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Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve

Portal and registers his SmartPhone SOPHOS
Q) Sophos Mobile Control

User: [tioped
Password: [esesesses

2 SOPHOS

Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve

P | isters his SmartPhon
ortal and registers his SmartPhone o= v ~ T

Company Policy

IT Acceptable Usage Policy

2 SOPHOS

30/11/2011
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Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

SOPHOS
PHOS ) e 9
2. The users access to the Self Serve O S e con
Portal and registers his SmartPhone Welcome to Self Service Portal

29 SOPHOS

Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone Note

20 SOPHOS

30/11/2011
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Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve sopwos o @ O
Portal and registers his SmartPhone —

st SOPHOS

Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

SOPHOS )
2. The users access to the Self Serve O
Portal and registers his SmartPhone Device Information
(B ()
32 SOPHOS

30/11/2011
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Enableend Users & make IT life easier

Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

33

| Call | Addto Contacts |

07.03.2011 22:22

Your cenfirmation code
for the Self Service Portal
is: 2914

@C L7 ]

SOPHOS

Enableend Users & make IT life easier

Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

34

QO S5ee i ontr e o

Confirm phone number

(Back ) (iem )

SOPHOS

30/11/2011
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Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

3. Aninstallation SMS is sent il Telekom.de & 20:23 o=
to the SmartPhone

Your confirmation code
for the Self Service Portal
is: 2914

enlat/wizard AutoGenerat
©)

@C D

35 SOPHOS

Enableend Users & make IT life easier
Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

3. Aninstallation SMS is sent ‘D oy 00 9
to the SmartPhone

Progress

4. The application or profile (I0S) Preparing the nes s, Pless waita moment

Task

is downloaded on the SmartPhone 10 instal agent

2 "% Configure Password Settings
3 nstall ESExplorer

36 SOPHOS

30/11/2011
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Enableend Users & make IT life easier

Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

3. Aninstallation SMS is sent
to the SmartPhone

4. The application or profile (i0S)
is downloaded on the SmartPhone

5. Configuration data are retrieved
from the SMS and applied

37

'® [ )

Progress

Preparing the next task. Please wait a moment.
Task

1 @ installAgent
2 © Configure Password Settings
3 % Install ESExplorer

SOPHOS

Enableend Users & make IT life easier

Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

3. Aninstallation SMS is sent
to the SmartPhone

4. The application or profile (i0S)
is downloaded on the SmartPhone

5. Configuration data are retrieved
from the SMS

6. The Smartphone may access emails

38

SOPHOS
O)) phos Mobile Contre 0ii@:0

Configuration finished

Device configuration finished. The device is now ready for use.
Task

1 ©  install Agent
2 O Configure Password Settings.
3 ©  Install ESExplorer

SOPHOS

30/11/2011
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Deal with lost or stolen mobiles

Self Service Portal

1. The SmartPhone user receives an
email inviting him to register

2. The users access to the Self Serve
Portal and registers his SmartPhone

3. Aninstallation SMS is sent
to the SmartPhone

4. The application or profile (i0S)
is downloaded on the SmartPhone

5. Configuration data are retrieved
from the SMS

6. The Smartphone may access emails

7. The user may access, update its
information and take actions

Dot Gesbeiten gacht Qvenk |sescwn Eymas b

SOPHOS
Sophos Mobile Control ° @

Welcome to Self Service Portal

‘The following devices are registered for you. In case of loss, you can lock your devices [Lock) or reset them to

their factory setrings {Wige]. When you wipe a device, 3l data on it are deleted.

Fngster e s

b Thomas 16 P50

= Mario's Pfone K55

Device name: tippert_2 State: Configuration fished
Device description: Marka's Phone 1055 Device Status: Not compliant

Phane number: +49170 s Ml acsess: Mal access allowed

Serl number 504636308 Last 0ct19, 2011 4:55 P

Lock dewice | Unluck || Wipe device || Reconfiguration

Comright © 3011 Soghos Lid Al
Powered by DIALDGS Soft

SOPHOS

(lock, unlock, wipe €) at any t1 me
39
Deal with lost tol bl
SOPHOS
(D e » 0009
Task view
Task archive Show device
T Name Thomas' BlackBerry Bold
T Description BlackBerry Bold 9700
B Device group: BlackBerry Device Group
) Operating system Blackberry 5.x
e Phone number +491739080123
; E-mail address thomas@company.com
ent mstalla Last synchronization:
sssbcina 2%p V@[ H
Properties.
Conbigurations Property Value
< sicwed
Command bundies
40

SOPHOS

30/11/2011
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L ocalize lost devices

O SOPHOS
Sophos Mobile Control

Task view

Task
archive

Inventory

Device
aroups

Provisioning
SMC dlient
packages

SMC dlient
installation

i0s MDM
dlient bootstrap

Applications

Show device

Name:

Description:

Device group:
Operating system:
Phone number:
E-mail address:
Serial number:

Last synchronization:

29

, Q

Thomas LG-P 500
ANDROID
Default

Android 2.3.3
+4915252491016

IMEI354043040717144
Nov 2, 2011 10:36 AM

@8 g

41

42

Software  Properties:
packages

Install Dot gesbeten Awcht Ovonk Lesemchen Exvas tife
MEL

Uninstall ActiveSyne 1D SOPHOS » 00 9
ActiveSyne traffic allowed Sophos Mobile Cantrol

Configurations AdtiveSync traffic auto per
Apple i0S Blustooth ensbled Yok
Profiles C2DM Registration 1D Task srchive as
frentory ° Refresh interval (in sec.)

State & ¥

Nov2, 2011 10:37AM @ Accepted

IEEEEE

displaying 1 to 2 of 2 entries

There i 3 position from 11/2/11 10:39 AM with
accuracy of +-60m. Do you want o request a new
posiion’

009%

i

€281 Googe - Hep doa 825 1 e Asas o of e X

[l Devicea~ Groupav Packnge o~ Crestedby s~ Scheduled o v
2% [] thoms 500 etaut & Locste tippert
» % [ Thomas Oefault Db SMC Client 2.01.0 tippert

Nov2,201110:25AM @ Instalied

SOPHOS
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Check compliance

43

Check Compliance

Datei  Bearbeiten Chronik

44
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SOPHOS

Lesezeichen  Extras  Hilfe

€ ) [Qd\a\ws‘de https: test-dsl.dialogs.de/sme/template Jayout.3sf

@ SOPHOS
Sophos Mohile Control

Applications
Software packages
Tnstall

Uninstall

sCoLO

Total number of devices: 21

Configurations
Apple iPhone
Profiles
Transfer
Android
Profiles
Transfer
Windows Mobile
Security
Profile templates
Frofiles
Transfer
Command bundles
Bundles
Transfer
Backup
Brofiles
Transfer

Task bundles

Status Count
Compliant 19
Mot compliant 2
Managed 18
Not managed 3
SSP configuration completed )
5P configuration pending 0
SSP configuration failed [
Platforms Count
Android 3
BlackBerry 1
ios 12
Windows Mobile 2
Device groups Count
Android Device Group 2
BlackBerry Device Group 1
Default 10
Internal Test Devices 3
i0S Device Group 4
iPhone Test Set - Korea 1

Core: 4.9.0 (dev), GUI: 4.9.0 (Dev)

SOPHOS

30/11/2011
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Check Compliance
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OD SOPHOS
Sophas Mobile Control

000

Task view

Task archive Devices

E— Hame Descri 2 G hron
R #rxcarcerass o | o [moms-s2ce osess D mmisan
» e o | o [oue androidza A apes 201
1 . . s Sep 13, 2011
- B4 % HTC HO Mini HTC HD Mini (mf) Monla 65,3  Default 500 M
# 7 % IPHONE @ o IPHONE 105 4. Default ey 3, 21
Awpications ey
e » 7 % hone test o | o |mows osan D iz
e RN . 22,201
f— » o o | o o o531 etk oF
e » 7 % Uopera o | o |moreswinioss osss s ORI
- P R (- ses  [oSpwes  maris o
varkus pain TG
» %Dt PR s hdrod 20 fpemele Mer1s 20s
{Android) e

ein , -
w0 | o |soson Androdza el Moy 15,20
g I nteral ot Mar 18, 3023
» 4 % ot e o | o |imoe intemal 18, 20
» %t o | o |esone fdeid | mpre L

B/ % pohl-1 o L iPhone ep 05435 Fault -
scurty P p— o | o |romensionne ose2r e O3ZEoN

SOPHOS

Manage your Enterprise App Store

47

SOPHOS
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