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Mobile Control 
in the age of BYOD 
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Michel av¤v©¦Ä°z  Security Consultant Sophos Western Europe 

Å First European-based  vendor of security solutions for Businesses 

ÅFastest growing of the three largest  

endpoint security companies 

ÅPast four years, billings grew at  

20% cumulative annual growth rate  

ÅBillings in excess of $395m  

ÅGlobal with a local presence 
Å100 millions users 

Å1 700 employees in the world 

Å10 employees in Benelux 

ÅDedicated to Businesses 
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Sophos update 
Protecting businesses for over 25 years, with unrivalled reputation for reliability and service 

Network Endpoint Email Web Encryption Mobile 
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Sources: Gartner: Magic Quadrant for Endpoint Protection Platforms, 17 Dec 2010 and Magic Quadrant for Mobile Data Protection, 7 Sep 2011. 
The Magic Quadrant graphic was published by Gartner, Inc. as part of a larger research note and should be evaluated in the context of the entire report.  

Endpoint Protection 

 
 Data Protection 

Magic Quadrant  
{¥¨5ćb¥w~¢z5Data e¨¥ªzxª~¥¤Ĉ 

Magic Quadrant  
for ćEndpoint Protection 

e¢vª{¥¨£©Ĉ 

Leader Endpoint Protection & Data protection 
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Threats 

changing, still 

increasing 

Data 

everywhere, 

regulations 

growing 

Users 

everywhere, 

using 

everything 

Problems of IT Security today  
Mobiles and BYOD fit right in the middle of these preoccupations 
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72% 
growth in worldwide 

smartphone sales in 2010 

400x 
ÅSeptember 2009 - 0.02% 

ÅJanuary 2011 - 8.09% 

increase in UK web traffic from a 

mobile device 31% 
of US cell phone users own 

smartphones 

mobile devices 

sold in 2010 

1.6  
billion 

Huge growth in smartphone use 

V¤y5ª}z¯Ċ¨z5ªv¡~¤|5¥¬z¨5{¨¥£5eX© 

28% 
of tablet users use 

the device as their 

primary computer 

of all UK  

website traffic  

(not just mobile) 

4.5% 
iPhone traffic 

responsible for 

Source: Tecmark Source: Betanews 
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Blurring the home-work boundaries 

ÅAccessing 

personal 

websites from 

work devices 

ÅReading work 

emails on 

personal devices 

ÅAccessing 

corporate 

systems outside 

the office 

 

Whoever owns the device, with smartphones and tablets the boundaries between personal and work use merge.  

 

ñIf a smartphone lives up to what 

it should be then it is something, 

as human beings, we will have 

an emotional relationship with 

because it's there all the time, it's 

our window on the world, it's our 

mouthpiece, it's everything we 

are and have. óMy life is in thereô 

you hear people scream.ò 

Stephen Fry 

My life is in there 
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Lost or stolen devices 

Mobile malware (e.g. viruses) 

Data loss 

Financial theft 

W«ª5~ªĊ©5¤¥ª5v¢¢5|¥¥y5¤z­© 

Which in turn lead to: Mobile security 
risks include: 

Lost or stolen devices 

Mobile malware (e.g. viruses) 

Data loss 

Financial theft 

Data = $ ú Ø5é 
Criminals can convert data to money in many different ways: 

 
Bank details 

Steal money 

Make fraudulent purchases 

Sell to other criminals 

Email addresses 

Sell to spammers 

Personal identities 

Make fraudulent purchases 

Sell to other criminals 

Company data 

Blackmail  

Sell to other parties 

Steal money 

Make fraudulent purchases 

Sell to other criminals 

Sell to spammers 

Make fraudulent purchases 

Sell to other criminals 

Blackmail  

Sell to other parties 
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Mobile Malware: what we have seen so far 
Ikee / Dutch Ransom 
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ÅWorm affecting 

jailbroken iPhones with 

default ssh passwords 

Mobile Malware: what we have seen so far 
Mobile vulnerabilities 
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ÅPrivilege escalation 

ÅRageagainstthecage 

ÅExploid 

ÅGingerbreak 

ÅPDF exploit to jailbreak the iPhone 

ÅWebkit vulnerability first exploit 

against the BlackBerry 

ÅAndroid kernel vulnerabilities 

ÅSMS of death 
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ÅOver 100 variants of malware known 

ÅInformation stealers (Andr/SMSRep)  

ÅSMS senders (Andr/AdSMS) 

ÅPhishing (fake mobile banking software) 

ÅPrivilege escalation exploits (DroidDream) 

ÅSpyEye for Android (Spitmo) 
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Mobile Malware: what we have seen so far 
Android malware 

There is even FakeAV for Android! 
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The need for Control 

18 

ÅMobile OS are built on safer 

foundations than workstations 
ÅSandboxing 

ÅPermission systems  

based on human access 

 

ÅProblem exists between mobile 

and capucino 
ÅDefault controls  

not always secure 

ÅReliance on  

users edit permissions 

Widespread lack of awareness 

89% 
unaware that smartphones can 

transmit confidential payment 

information such as credit card details 

without the user being prompted 

65% 
worry more about security on  

their laptop or desktop PC than  

their mobile device 

67% 
do not use keypad locks or 

passwords 
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Define whatôs OK: devices, 

OS, versions 

Get visibility of connected 

devices and data usage 

Secure  the device: require 

passcodes, control apps, 

remote management 

Secure email access 

Create mobile security policy 

Deal with lost or stolen phones 

Enable the user to manage 

their own device 

Define whatôs OK:  

devices, OS, versions 

Get visibility of connected 

devices and data usage 

Secure the device:  

require passcodes, control 

apps, remote management 

Secure email access 

Create mobile security policy 

Deal with lost or stolen phones 

Enable the user 

to manage their own device 

How to secure mobiles ...  

Allow access and protect 

22 

Allow email access 
Deal with lost or 
stolen devices 

Manage apps 
Make life easier  

for IT 
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Lightweight Client ÅDistribution of parameters 

ÅAccess control  

 

ÅOver The Air Block and/or Wipe 

ÅNotification of SIM change 

ÅLocalization 

 

ÅGovernance for password, access 

control and installation of applications 

ÅManage Apps 

 

ÅAuthorized users can register their 

SmartPhones themselves 

ÅUsers can block or wipe the data  

themselves using the portal 

Allow access and protect 

 Relies on native capabilities 

 and applications 

 

 Manages the whole mobile 

 

 Self Service Portal 

 

 Multi platforms  

management 

 

Manage mobile security Policies 
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Manage Over-the-Air Provisioning  

25 
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Enable end Users & make IT life easier 
Self Service Portal 
1. The SmartPhone user receives an 

email inviting him to register 

2. The users access to the Self Serve 

Portal and registers his SmartPhone 
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1. The SmartPhone user receives an 

email inviting him to register 

2. The users access to the Self Serve 

Portal and registers his SmartPhone 

3. An installation SMS is sent  

to the SmartPhone 

 

Enable end Users & make IT life easier 
Self Service Portal 
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1. The SmartPhone user receives an 

email inviting him to register 

2. The users access to the Self Serve 

Portal and registers his SmartPhone 

3. An installation SMS is sent  

to the SmartPhone 

4. The application or profile (iOS)  

is downloaded on the SmartPhone 

 

Enable end Users & make IT life easier 
Self Service Portal 
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1. The SmartPhone user receives an 

email inviting him to register 

2. The users access to the Self Serve 

Portal and registers his SmartPhone 

3. An installation SMS is sent  

to the SmartPhone 

4. The application or profile (iOS)  

is downloaded on the SmartPhone 

5. Configuration data are retrieved  

from the SMS and applied 

Enable end Users & make IT life easier 
Self Service Portal 
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Enable end Users & make IT life easier 
Self Service Portal 
1. The SmartPhone user receives an 

email inviting him to register 

2. The users access to the Self Serve 

Portal and registers his SmartPhone 

3. An installation SMS is sent  

to the SmartPhone 

4. The application or profile (iOS)  

is downloaded on the SmartPhone 

5. Configuration data are retrieved  

from the SMS 

6. The Smartphone may access emails 
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Deal with lost or stolen mobiles 
Self Service Portal 
1. The SmartPhone user receives an 

email inviting him to register 

2. The users access to the Self Serve 

Portal and registers his SmartPhone 

3. An installation SMS is sent  

to the SmartPhone 

4. The application or profile (iOS)  

is downloaded on the SmartPhone 

5. Configuration data are retrieved  

from the SMS 

6. The Smartphone may access emails 

7. The user may access, update its 

information and take actions  

(lock, unlock, wipe é) at any time 
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Deal with lost or stolen mobiles 
Management Console 
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Localize lost devices 

41 
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Localize lost devices 
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Check compliance 

43 
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Check Compliance 



30/11/2011 

21 

45 

Check Compliance 

Manage your Enterprise App Store 
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