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, Map Out Your Mobile Device Lifecycle

Configure
Wi-Fi, VPN, AD, PKI,
apps, user-owned vs.

company-issued

‘ Support ‘
Remote find, lock,
diagnose, troubleshoot
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ecurity
Question

What are your organization’s top challenges with regards to ensuring and maintaining the
security of mobile technology?

Data Leak Prevention :g% 64%
Preventing Data Loss Due to Lost Mobile Devices i 56%
Data Encryption ] 35% 56%
Patch and Vulnerability Management 45% 5206
Setting and Maintaining Security Policies ] oYkl
Maintaining an Active Inventory of Active Mobile Devices 7_ 25% 41%
Virus and Spam Detection/Prevention ] % 58%
Intrusion Detection/Prevention ] % 54%
Ensuring Technology Compliance 03706
BackUp and ReCoVery O e — 55%
Managing Access to Data ] 26% 54%
None of the Above ] B2
Not Sure ] %

1000+ Employees  m <1000 Employees
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Harden Servers Proxies, App Firewalls

” The enterprise
) infrastructure
EiFl,té:aT Filter / Content has been
hardened for a
Amivim* Malware / IPS Iegacy,
Firewall contained
HIDS environment.

QQ JoeUser  pata Loss Prevention

Secure PCs /
Standard Builds

. Whois this? <)
*  Whatis the device?

What resource is it

connecting to?
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Key Requirements

Let users get access to data

Give the enterprise control

Secure sensitive data

Integrate with the enterprise

Help me solve the “Dropbox issue”
Let us claw back sensitive data

...and don’t muck with the user
experience
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Avg. “best in class”
supports 3.3 devices
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VPN is all-or-nothing

WSJ study of 101 apps:

- 56 transmitted ID
- 47 location
- 5 personal info

lication Security Requirements @ ZENPRISE

Key Requirements

Grant app access one by one (no
VPN free-for-all)

Secure critical apps end-to-end

Protect my network from bad apps
Ensure and audit my transactions
Ensure app performance and QoS

Wb oo poorrens
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with Employee Privacy

Device Ownership Employee Employer

Government

Employer Type

Private sector

give notice ¢ explicit employee agreement ¢ tread carefully

ecuring Mobile Devices and Data@ ZENPRISE

Discover rogue or unmanaged devices

Set “table stakes” device lifecycle requirements

Articulate your strategy (BYOD and beyond)

- Supported devices, user classes, scalability, and availability requirements
- Mobilized apps (general, LOB, custom)

- Cost savings initiatives (TEM, support costs)

» Review your corporate and regulatory policies
- Compare to laptops and desktops
- Think through non-technical policies (e.g., broker on a trading floor)

 ldentify which data you want to protect
- And how users access it today

« Set a user policy and communicate it
- And gain explicit agreement

« Monitor
- And integrate with enterprise monitoring solutions such as SIEM
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bile Security Framework
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DEVICES APPLICATIONS NETWORK DATA
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Mobile Management

DEVICES APPLICATIONS NETWORK DATA

Manage Lifecycle

Manage and Control

Protect Data over

Protect Sensitive

« Configure and Apps Insecure Networks Data
Secure e Grant Secure Access Protect Corporate Synchronize
« Integrate with « Ensure Performance Network from Documents
Enterprise s Audit and Comply Threats Integrate with
«  Protect Against Bad Provide Mobile Enterprise Software

Apps

Security Intelligence
Integrate with SIEM

<° e e o0 0000 o DytaProtection/ Dynamic Defense / Compliance

Easy Integration with Existing Infrastructure
(VPN; Collaboration Tools...)

and Repositories
Wipe Sensitive Data
When User Leaves
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Your Enterprise Mobility...
» Manage and Secure Devices, Apps, Networks, and Data
« Partner with a Scalable and Proven Leader
» Start Your Mobility Business Transformation ... Today
Authorized Partner :
R
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Mobile Enterprise Applications
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~ crgioggpé%gp:ag(oo‘:g X IF I HELP YOU, EVERY
EMPLOYEE IN THE
FROM MY.IPAD. COMPANY WILL WANT

THE SAME THING!
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