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Wireless Everywhere  
 
 

 
 
 

Å The benefits 

Å  Convenient 

Å  Flexible 

Å  Mobility 

Å  Easy to use 

 
Å Some applications 

Å  Moving equipment while 
maintaining connectivity 

Å  Share data and applications 
in a network without any 
cables 

Å  Using services like wireless 
email, web browsing from 
everywhere 

Å  Wireless printing, presenting 

Å  Internet of Things : The 4A 
Vision 
Å  Any Time 

Å  Any Place 

Å  Connectivity for Anyone 

Å  Any Thing 
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Wireless Issues  
 

 
 
 

 
 

ÅWiFi  

ÅGSM 

ÅBluetooth 

ÅEDGE 

ÅGPRS 

ÅWiMAX 

ÅUWB 

ÅDECT 

Å3G / UMTS 

ÅZIGBEE 

 

 

 

Wi-Fi (802.11) is a suite of specifications 
for wireless Ethernet. GSM (Global System for Mobile communications) is 
the most popular standard for mobile phones in 
the world.. Bluetooth is a specification for “short” 
distance wireless communication between 
two devices EDGE (Enhanced Data rate for GSM Evolution) is a 
specification for data transfer on GSM networks. 

GPRS (General Packet Radio Service) is a 
specification for data transfer on TDMA and 
GSM networks. 

WiMAX stands for Worldwide Interoperability for 
Microwave Access. WiMAX is a broadband wireless 
specification. Ultra wideband is a unique type of wireless 
technology that uses an inconstant pulse 
transmission on a very wide bandwidth base to 
send a large amount of data over relatively 
small distances. 

DECT or Digital Enhanced Cordless 
Telecommunications a standard for digital portable 
phones, commonly used for domestic or corporate 
purposes. DECT can also be used for wireless 
broadband data transfers. 

Universal Mobile Telecommunications System 
(UMTS) is one of the third-generation (3G) cell 
phone technologies. 

ZigBee is the name of a specification for a suite of 
high level communication protocols using small, 
low-power digital radios based on the IEEE 
802.15.4-2006 standard for wireless personal area 
networks (WPANs), such as wireless headphones 
connecting with cell phones via short-range radio. 

Wireless Issues  
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Wireless Issues  
 

 
 
 

 
 

Intrusion 

No physical 
connection 
required 

Leeching 

Bandwidth use 

Exploitation 

Misuse of 
infrastructure 

Also against third 
parties 

 

architectural errors 
wrong trust assumptions 

default = no security 

protocol errors 
unilateral entity authentication 

weak entity authentication 

mechanism 

downgrade attack 

modes of operation errors 
no authenticated encryption 

wrong use of crypto 

cryptographic errors 
weak crypto 

implementation errors 
 

Wireless Issues  
 

 
 
 

 
 

ÅEavesdropping 

ïFingerprinting 

ïListening 

ïScanning 

 

ÅTraffic Analysis 

ïLocation privacy 

 

Devices can be identified by looking at 
their electromagnetic fingerprint 

Detect if somebody is home by checking if 
the wireless network is switched on 

Check broadcast message from all kinds of 
devices to detect unsecured networks 

Analyze data to locate people  
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Wireless Issues  
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addrA , data 

addrB , data 

Attack scenarios: 
Å Track persons 
Å Identify VIP 
Å Location based advertisements 

5ŀǘŀ ƛǎ ƻŦǘŜƴ ŜƴŎǊȅǇǘŜŘΣ ǘƘŜ ŀŘŘǊŜǎǎ ƛǎ ƴƻǘΧ 

Traffic Analysis 

Wireless Issues  
 

 
 
 

 
 

ÅSpoofing 
ïImpersonating an 

authorized client to gain 
access to a protected 
resource  

ÅRogue Access Points 

ÅDenial Of Service 
attacks 
ïRendering a network 

device or entire network 
unable to communicate 

Eg radio jamming, battery 
exhaustion, blacklist flooding 

 

 

ÅMalicious code 
ïCan infect and corrupt 

network devices 

ÅSocial Engineering 
ïUsing the weakness of 

humans and corporate 
policies to obtain access 

ÅMessage modification 
ïChange messages 
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Wireless Issues  
 

 
 
 

 
 

ÅInterception of data on the air interface 

ïdata confidentiality 

ïanonymity of user 

ÅIllegitimate access to a mobile service 

ïbilling 

ïmasquerading 

ÅSecurity services: 

ïsubscriber identity confidentiality 

ïsubscriber identity authentication 

ïuser data confidentiality 

ïsignaling information confidentiality 

 

Wireless Issues 
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Data Loss Issues 

Mobile Malware? 
 

© Leaders in Security – LSEC, 2011, Private & Confidential, p 14 Source : LSEC Infosecurity Theatre, 2011 

Mobile Malware Samples Detected 
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Symbian OS 

Java 2 Mobile Edition 

Symbian S60 3rd Edition 

Python 

Android 

WinCE 
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VBS 
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What : mobile  
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Mobile Issues  
 

 
 
 

 
 

 

Access 

Control 

Firewall 

Unmanaged  
PC 
(Home PC, Kiosk, etc) 

Managed 

PC 

Mobile & 

Traditional 

Devices 

Team  

Workspaces 

E-Mail 

Web & Video 

Conferencing 

Documents  

& Files 

Calendaring  

Instant  

Messaging 

LOB Applications 

Intranet Web 

Applications 

Microsoft Vision 
Anywhere Anytime 
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Mobile Issues  
 

 
 
 

 
 

Å Attacks against the device itself 

Å Attacks against data in transit (from/to the device) 

Å Attacks against data in storage (in the device) 

Å Attacks against the owner of the device 

 

Mobile Issues  
 

 
 
 

 
 

  

 
 

More than 200 different models  
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Mobile Issues  
 

 
 
 

 
 

Enterprise  
 

Protect corporate data 
Corp network security 
Device management 
Application management 

Device Owner  
 

User Friendly 
Fast 
Integrity of personal data 
Full access to needed resources 

Mobile Operator  
 

Fight Badly-behaved  network 
transmission 
Application management 
Branding 
Deploy rich apps / services 

Mobile Issues  
 

 
 
 

 
 

MDM according to Microsoft in 2009 

Security  

Management 

Active Directory Domain Join  

Policy enforcement using Active 

Directory/Group Policy targeting 

(130+ policies and settings) 

Communications and camera 

disablement* 

File encryption  

Application allow/deny  

Remote wipe  

 

*Part of WM 6.1 LTK requirement 

Device  

Management 

Single point of management for 

mobile devices in enterprise  

Full OTA provisioning and 

bootstrapping  

OTA Software distribution based on 

WSUS 3.0 

Inventory Reporting 

SQL Server 2005 based reporting 

capabilities  

Role based administration  

MMC snap-ins and Powershell 

cmdlets 

WMU On/Off control  

OMA-DM compliant 

Mobile 
VPN 

Machine authentication 

Automatic IPsec protection 

Session Persistence 

Fast Reconnect 

Internetwork roaming 

Dual-factor authentication 

Industry standard protocols 

support (IPSec, MobIKE, 

certificates) 

 

 

Management Workload  
Deployment: inside firewall  

Network Access Workload  
Deployment: in DMZ  
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Who? 
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http://www.csi-tools.com/
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Activities Overview 2010 a year in review 
1. Events 

1. 20.05 : Security Conference Lux 
2. 27.05 : Identity Fraud  
3. 09.06 : European eID forum 
4. 17.06 : Managing Identities 
5. 18.06 : Annual Meeting 
6. 26.06 : VICTOR Security Day 
7. 29.06 : Pôle TES – NFC Days 
8. 07.09 : ERP & SAP Security 
9. 10.09 : Future Networks 
10. 22.09 : Security Research Conference 
11. 23.09 : A2B 
12. 24.09 : BruCon 
13. 27.09 : RFID  
14. 09.10 : ISSE 
15. 14.10 : RSA Europe 
16. 21.10 : Total Security Day 
17. 25.10 : Security Management & Special 

Event 

2. Members & Partners 
3. Projects 

23 
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18. 03.11 : Infosecurity Netherlands 
19. 01.12 : Industrial Security Workshop 
20. 13.12 : PRIT Cybersecurity STIG 
21. 27.01 : CPDP  
22. 14.02 : RSA US 
23. 16.03 – 17.03 : EEMA eID Interoperability 

Conference 
24. 18.03 : Industrial Security EU discussion 
25. 23.03 – 24.03 : Infosecurity.be 2011 
26. (19.04 : Infosecurity.co.uk) 
27. 28.04 : LSEC Spring Break event 
28. 06.05 : LSEC Identity Panel Discussions 
29. 10.05 :  Identity Management & Cloud – 

preconference Kuppinger activity 
30. 10.05 – 13.05 : EIC (Kuppinger Cole) – 

Mobile Identity panel led by LSEC 
31. 12.05 : VICTOR day – ICT Security track 
32. 24.05 : Security Track & Trace  
33. (27.05 : Launch of B-CCENTRE) 
34. 06.06 - 07.06  : GRC Unravelled 

24 © Leaders in Security – LSEC, 2011, Private & Confidential 
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The European Security Innovation Network 

developing and implementing an 

infrastructure to support partnership 

building 

sector mapping and research 

creating a toolkit of support materials for 

SMEs to ready them for collaboration 

Improving the appetite of SMEs to engage 

in partnerships  

collaborative opportunities 

network of supportive experts 

Lessons learned in approach developed for 

partnership that could be applied in 

other sectors 

© Leaders in Security – LSEC, 2011, Private & Confidential 

Å more than 1350 companies registered 

Å reaching over 10.000 security 
professionals in Europe 

Å collectively representing over 10 billion 
€ market 

Å Professional services, products, 
solutions, engineering, contracting, 
outsourcing, … 

Å more than 10 leading universities and 
research centers involved 

 

6% 

18% 

22% 

21% 

3% 

6% 

6% 

3% 

3% 

3% 9% 

cloud & virtualization 

identity & access 

information mgt 

data protection, integrity 

phys / logical 

cybersecurity 

mobile  

resilience & critical 
infrastructures 

standards & certifications 

international trusted 
security services 

grc management 

Overview of the Membership 

© Leaders in Security – LSEC, 2011, Private & Confidential 



LSEC - Leaders in Security November 30, 2011 

Copyright LSEC 2010 14 

27 © Leaders in Security – LSEC, 2011, Private & Confidential 

Opportunities with a Unique 
  
IT Security Cluster 
Agoria ICT 20.12.2007 
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How? 
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Practical 
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What? 
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Security Management – Mobile Security 
 

 
 
09.45h : The perspective from a security platform, managing information 

security throughout the enterprise up to the mobile devices, by David Van 

Damme, McAfee 
  
10.15h : The changing mobile landscape and the impact on business, it 

and security management. Perspectives on dealing with mobiles, by Ulrik 

Van Schepdael Mobco 
  
11.00h : Mobile Device Management and BYOD, an insight in a mobile 

device management platform and market experiences from Airwatch, by 

Manu Luyten, On2It. 
  
11.45h : From Mobile Device Management to Fourfold Secure Mobile 

Device Management (Enterprise Mobile Data Lost Prevention). by John 

Ferguson, Zenprise & Gert Vanhaeght, Mobila 
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Security Management – Mobile Security 
 

 
 
13.30h : Managing security at all levels for all smart phones, by Fabrice 

Hatteville, Products Group Leader Thales Information Technologies 

Security 
  
14.15h : Data protection of end-user devices and reduced Total Cost of 

Ownership with a single management platform for mobiles and other end-

points such as notebooks, by Michel Lanaspeze, Sophos. 
  
15.30h : Integrating tablets Successfully in your Business Environment, 

The perspective from an operator using various mobiles, by Jean-Luc 

Delvaux, Belgacom. 

 

16.15h : Making all come together from a Security Management 

perspective. Closing Notes & Key Learnings of the day, by Steven Ackx, 

Ascure a full subsidiary of PWC Advisory Services 

 

17.00h : Panel discussion with the various speakers.& Networking drink 
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