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Define Data Protection
Data Types, Risk Areas, and Approaches
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Who should protect what?
Industries Most Concerned

Privacy Governance IP & Consumer
regulations & liability | confidential | pressures
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Source: Forrester Research
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Data protection
Challenges

AT LEASTITM NOT
RESPONSIBLE FOR A DATA
PROTECTION PROJECT..

The daydreams of cat herders...

Verizonbusiness
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Challenges
Misconceptions

* ‘Act first then think’
— A lot of DLP projects start without a clear goal
— Lack of a clear data protection policy
— Lack of internal awareness around data protection

* ‘Hey Dude, run a pilot first...’
— Pilots are beneficial to create awareness (but not really for real...)
— Deploying DLP technologies requires
* clear vision
* resources
« Skills

* ‘Sniff the network, add boxes and that’s it...’
— Network security = IT knows what is right or wrong
— Data security = only the business (data owners) really understands
the value of the information
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Data leakage
Typical scenario — “inside job”

Profile of the “leaker”
— Willing internal people, like:
+ Disloyal employee
+ Untrustworthy third-party contractor
— Unwilling internal people, like:
» Sysadmin or application power-user accidently leaking sensitive data

Timeframe
— Can go unnoticed for years
* Log files can be tempered, destroyed, replaced...
+ Based on human trust and natural social engineering

WELL, OBVIOUSLY I'D
HAVE TO WEIGH THE
BENEFITS OF SHARING
IT VERSUS THE RISK OF
GETTING CAUGHT.

/

I NEED YOU TO KEEP
THIS INFORMATION TO
YOURSELF. CAN YOU DO

THAT?

IT'S SORT OF A DUMB
QUESTION IF YOU
THINK ABOUT IT.
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Data leakage response
Some real case-studies

Leakage methods Some possible countermeasures

- Encrypt sensitive data (and do a proper key-management)

Data leaked to the “cloud” - Network DLP solution can monitor and alert on-line if
sensitive data are travelling on the network

Data uploaded to malicious web-sites
- Endpoint DLP to detect misuse of sentitive data on a
desktop / laptop (copied in RAM, stored in temp folders, ...)

Sensitive data printed and physically

- 0,
carried out of the company ERM (not 100% mature yet)

Sensitive data copied on removable

medias (USB sticks, external hard - Endpoint DLP solution can prevent having an external
drives, iPods ...) media mounted on the filesystem

Loss or steal of a mobile device - Mobile security best-practices (i.e. encryption of mobile
(Blackberry, IPhone ...) containing devices) should be implemented

sensitive data

Verizonbusiness

Case study

Example from the utility industry (electric and natural gas industry)

ErslsEm - Mainly concerned with past leakages of Intellectual Property files
- Distributed R&D laboratories over Europe and Middle-East

- Identify several “patterns” to be used as a search template

- Data Discovery mission in order to find where Intellectual Properties were
Siifslisie)fzlgles stored (willingly or not...)

lsccizllklilel | - Phased approach, a small subset of systems at a time

- Review and update the data classification policy

- In parallel, review user access rights to sensitive systems / data
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Exampl

Case study

e from the utility industry (electric and natural gas industry)

Data protection

enforcement

Phase 1:
« Deployed network DLP solution at network perimeter
« Deployed a host Endpoint DLP solution (integrating different vendor!)

Phase 2:

« Implemented white-listing and traffic inspection for https and e-mail
« ERM solution deployed for Autocad drawings and PDF documets

« Firewall and routers rules audit and review

Phase 3:
« Security hardening on all IT systems hosting sensitive data
« Define, document and fully test the Disaster Recovery Plan

OF INFORMATION
SERVICES.

MCRDAC, THE PREVENTER

SECURITY IS MORE
IMPORTANT THAN
USABILITY.

IN A PERFECT LJORLD., To complete the
NO ONE LJOULD BE log-in procedure,
ABLE TO USE ANYTHING. stare directly
at the sun.

j
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Data protection
Effective approach

Source www.adexchanger.com
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“Dude...you have data leakage.”
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http://search.dilbert.com/search?p=R&srid=S3-USCDR01&lbc=dilbert&w=Security&url=http%3a%2f%2fdilbert.com%2fstrips%2fcomic%2f2007-11-16%2f&rk=26&uid=236744566&sid=2&ts=custom&rsc=RegrUkgdLwNbyNoC&method=and&isort=date&view=list&filter=type%3acomic
http://www.adexchanger.com/comic-strip/adexchanger-the-quarterly-outlook-for-advertising/
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DLP Approach
Overall Strategy

Our proposed strategy for DLP axes on 3

p I I Iars : Business
* What data is critical to my business? Goal
Minimize total
. . cost of
* Where is my critical data? , et e
security

Technology

* How can | protect my critical data?

Strategy Planning Development Implementation
*Business Requirements *Discovery *Proof of concept *Policy enhancements
Definition *Gap Analysis *Configuration *Installation and
Current State Assessment  *Vendor Evaluation development Integration

*Roadmap *Implementation Plan *Plan Validation *Awareness & Training

usiness
11
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Data Protection Framework verizonbusiness
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Questions?
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