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“We’re wondering, do we have all risks identified?
...we're flying blind.”

(Global 1,000 CISO)
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Opportunity for More Effective Security
In Virtualized Environments

Today most security is enforced by the
OS and application stack. This is:

 wAppiand Vitiayer!
« Ineffective

* Inconsistent
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f Virtual and Cloud

Building in information security B |nfrastructuse
enforcement in the infrastructure layer
ensures:

» Consistency

« Simplified security management

Physical Infrastructure

* Enables customers to surpass the levels of
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Rethinking the Security Stack

Governance & Visibility Layer i
GRC | Intelligence | Context Risk &
Compliance team
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Control Management Layer . [
. ) Rich Security
Provision | Monitor Contextual team

Feeds

IT Operations

Security is
becoming built-
in and
automated

Control Layer

Detect | Enforce
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eGRC Platform for VMware
Environments

Authoritative Sources
PCI, HIPAA, SOX, CSA,

VMware Hardening Guide, etc.
“10.10.04 Administrator and Operator Logs”

Control Standard

Generalized security controls
“CS-179 Activity Logs — system start/stop/config
changes etc.”

CxO

Technology-specific control
“CP-108324 Persistent logging on ESXi Server”
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Control Procedure
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VI Admin
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Visibility into the Hybrid Cloud

cloud
CSA security

alliance

Cloud Architecture

Governance and Enterprise Risk Management AS Sess | n g Se rVi ce P rOVi d er
Legal and Electronic Discove! CO m p | | ance w | t h ArC h er
Compliance and Audit

Information Lifecycle Management

Aligns with CSA Consensus
Assessments Initiative Questionnaire
by automating 195 questions that
customers can issue to assess cloud
service providers.

Portability and Interoperabili
Security, Bus. Cont,, and Disaster Recovel
Data Center Operations
Incident Response, Notification, Remediation
Application Securif

Encryption and Key Management
Virtualization ” ‘ .
Identity and Access Manaﬂement 9" '

L

Consensus Assessments
. . A Initiative
Cloud Security Alliance’s 13 domains of
focus for cloud computing
) 20, (o8
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Use Case: Assessing Cloud Service
Rlﬂafgl\p-tde;r@ wrong service provider

Results: Benchmarking vendors based on CSA standards

CSA Cloud Assessment Initiative

196 of 196 Completed & Actions
*Questionnaire ID: 111221 Overall Status: ()
Target: lewCloud.com Submitter: [smith, bab =
Due Date: = Submission Status: | iy frocess v s
Progress Status: [ 1 00%, Reviewer: [smih, bob =)
History Log: | View History Loq | Review Status: | Auaiing Review vt
¥ Quantitative Summary
Category Correct Incorrect % Correct Inherent Score Residual Score Open Findings
Compliance 15 1 94 18 18 0
Data Governance 18 0 100 16 18 0
Facility Security g 0 100 g £l 0
General 1 0 100 1 1 ]
Human Resources Securty 4 0 100 4 4 0
Infermation Security 73 1 99 73 73 0
Legal 3 1 75 3 3 0
Operations Wanagsment 8 1 29 [ 8 0
Release lanagement & 0 100 B [ 0
Resiliency 11 1 92 11 " 0
Risk Management 13 0 100 12 12 0
Security Architecture 31 1 o7 31 31 0
TOTAL 190 [ 97 190 190 ]
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Securing the Infrastructure

RSA EMC
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VMware Hardening Guide

i 3

VMware vSphere™ 4.1

* Used as Authoritative Source in Archer for measuring
compliance with best practices

RSA EMC
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Visibility: Physical + Virtual

Help Reyward Search Cloud Complance

JRY Enterprise Governance, Risk and Complia

ecutive Dashboard |[ Poliey anagement | [ Compliance Management

Enterprise Management

Administration

Cloud Infrastructure Security

[ visveare controis compiiance ()| vmware Control Procedures

Display: [Overall ViiWare Device Compliance.

Display: [Combined Physical and Virtual Device Complance.

(1 B Compliant 1 [ Not Assessed | 3 [l Not Comp\ianl)

(s W Compliant | 5 [ Not Assessed & [ chomp\ianl)

VMware Device Compliance
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RSA/NMware/Intel Vision: Verify

Display: [Vilware bevcs Complance Overvew o]

| Compliance Ratin Combined Compi utomated Control Cor ss Unit
Esx0s0 v 100.00% [ooso  |w000% 2sa [Vitware Esx sz A
Esx 10 v 100.00% 100.00% North American Services Viware ESX 52
Esxoer v 100.00% 100.00% 100.00% ass Vitware £5% 5o
ESXi 001 L4 100.00% 100.00% 100.00% VMware ESXi Se
ESXi 002 F4 8283% 71.43% 85.29% VMware ESXi Se
GigE Switch 202 % 7268% £2.86% 91.67% VMware Networ =
HR DB 001 "2 100.00% 100.00% 100.00% [Vitware via
lew ESXiServer £y North Amencan Services [ Vitware £5X 5
\Center 001 3 ) EXr 100.00% Vitware veente
|Virtual Switch 201 v 100.00% 100.00% 100.00% [Viware Networ o
< I I >

ing the

Chain of Trust to control VM in the Cloud

Proof of Concept for Measuring and Monitoring Cloud
Infrastructure Security at RSA Conference

RSA
VMware enVision
VMware ESXi vCenter Server . B—
Cloud compliance dashboard
RSA
VMware D
e — Hardening ADML Archer I:;Aala Feed < »>| Data Lu_ss
S Guidelines apps apps anager Prevention
RSA
ADML
RSA Archer
Advanced Data Cloud provider compliance dashbo
Management . . N
Layer Security Hardening  Tunedfor  Trusted HW  Dedicated
Offering Guidelines PCI from Intel
Bronze ™M [x [
Intel Westmere 9
processor with Intel SIIver @ M E E
Trusted Execution
Technology Gold ™M ™ ™ X
Platinum ™M ™M ™M ™
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Geolocation Policy in Motion

Audit:
= Server B
Policy Audit: meet policy?
-Geo constraint
e
Generate audit Que,.y bl
dashboard S tforn, Pr
2Pertjes
Verify policy,

vMotion @
options VCenter

K ! . Migration to
Request: ~ Serve!' Bin
Migrate policy
workload

Initiate
VM1

vMotion to
server B,
Migrate
workload
VM1

Audit:
Server C
meet policy?

Server Cluster A (US) é

Server Cluster C (UK)

RSA
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RSA enVision;

* Collects logs from the VMware stack

VMware vShield VMware ESX / ESXi

VMware View Manager | VMware vCloud Director

* VMware Collector for RSA enVision leverages VMware

API’s via a single, secure connection to retrieve vCenter
and ESX/ E?g@ gque messages

normafized event categories

OJ‘T

RSA enVision

"wwwwm\mwwwu

v
Lol g i |

Can pull logs from
multiple vCenter
instances

Vibware nfrastruciure | VMware nfrastructure 1 Whware nfrasiructure

RSA
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RSA Solution for Cloud Security and
Compliance v1.0

Guided Remediation

Device Discovery + Configuration Measurement

Automated &
Measurement

Agent

VMMM M w
[ A
e e
RSA Archer
eGRC

alerts
VMware-specific

Controls
RSA enVision
2
RSA EMC
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Use Case: Reducing Risk of VM
Theft

RISK

Securing virtual infrastructure is often a check list of best practices.
Hardening VMware environment is complex and difficult to verify. What
can | do to limit the risk of VM theft from my datacenter?

Need to take preventative steps that limit access to VM file, such as:

*Disable Datastore Browser

*Limit Storage User Access

«Limit use of service console

»Use least privileged role concept for system and data access

© Copyright 2011 EMC Corporation. Al rights reserved. 16



Use Case: Reducing Risk of VM
Theft

SOLUTION

*Archer has built in control procedures to check for
VM file access and other best practices

*From a centralized console security and IT ops
can easily see if controls enforce policy

* Solution identifies VMware devices, assesses
configuration status, and informs responsible
administrator

*enVision monitors to ensure security events not
disrupting compliance posture

Results: Security and compliance best practices directly aligned with
regulations and company policies are implemented and verified

RSA EMC
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Ppive Patch to Production System -
Before

Production Datacenter Test Environment

HR Application Server VM HR Application Server VM

HR Database Server VM HR Database Server VM

HRDB - HRDB -

Name, SSN, DoB, etc Name, SSN, DoB, etc

Is this an Is the test environment Who accessed the data Was the VM
authorized sufficiently protected & in the test environment? destroyed after it
procedure? controlled? was used?

RSA EMC
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Scenario

Apply Patch to Production System - After

Production Datacenter Test Environment

HR Application Server VM HR Application Server VM
PATCH PATCH

HR Database Server VM HR Database Server VM

HR Databa- HR Datab’

Name, SSN, DoB, etc Name, SSN, DoB, etc

@ Ap p&?ﬁl@b‘ﬁﬁmmmmbnnment

& ual Machine
etion confirmed

VM Cloned s \“

Patch Applied RSA enVision
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Securing the Information

RSA EMC
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VMware vShield App: Built-in Data
Classification Through RSADLP

Content Aware Infrastructure

= Classify files within VMs

DMZ 1 DMZ 2 Secured = RSA DLP classification
technology embedded into

[@ o [ @ | @ !o | VMware vShield App with

Data Security

Y | |° R B |@|°|@ = No agents or 31 party

I - I
software
= @ = '0 = @ @ !o o = Includes 80+ expert RSA

VMware vSphere 5+ vShield App with Data ] policies out of the box
Security = Consistent classification

(e e N across both physical and
B R B e envionmenss

RSA EMC
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Building a Content-aware Cloud with
RSA DLP and EMC Atmos:
* Atmos metadata update based on DLP policy

» Sensitive data never leaves customer sites or is only sent to
trusted external cloud sites

* Build content-aware private storage clouds

Ve

Federate data securely

Store data

)

Scan-data

Update
metadata

Internal
storage External
Cloud DLP Storage Cloud

RSA EMC

© Copyright 2011 EMC Corporation. Al rights reserved.

22



VMware introspection: agentless detection
of Advanced Threats

Malware Detection

_ ) = No agents or 3" party
Production Security VM software

= VVMware Introspection
= RSA Risk Analytics engine

L | = VMSafe Network APIs
(network activities)

= EPSec APIs (file activities)

= When trained, detects Zeus
sub-variants

I{“ _________ “ ________ “ ____ \n = See video or Youtube
1
\

__________________________

VM VM VM VM VM VM

VM VM VM VM VM VM

M

[ VMware vSphere 5+ VMware Introspection ]

RSA

The Security Division of EMC

rsa.com/rsavirtualization
Thank you!
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RSA Demo_ Mobilizing Intelligent Security Operations for APTs.mp4
http://www.youtube.com/watch?v=nOB2UhR6v-A

