
7/10/2011

1

LSEC – Hardening Security
Hardening web applications against malware attacks

Erwin Geirnaert: CEO & Application Security Expert

Agenda

• Introduction

• Hardening applications?

• Malware attacks
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Who am I

• Founder of ZION SECURITY in 2005, an
independent Belgian security company

• Protecting financial organisations, software 
companies, cloud solutions, SMBs, … 
against latest threats:

– Application security services: testing, code 
review, consultancy and training

– Continuous vulnerability assessments

– Cloud security solutions: Trusteer, Qualys, 
Secunia, ScanSafe, ZION SECURED

Hardening applications
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What is hardening

• Definition of hardening: 

– Reduce the attack surface

– Eliminate vulnerabilities

– Mitigate the impact of a vulnerability
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Hardening books
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The GAP

• Hardening applications is not only:

– Hardening the architecture (DMZ, reverse 

proxy,..)

– Hardening the OS

– Hardening the web server

• Hardening applications is:

– Building and maintaining secure code

– OWASP Top 10 Application Security Risks
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Hardening applications?

• Hardening is eliminating vulnerabilities by:

– Disabling unneeded services/functions

– Limiting access to specific IP 

addresses/users…

• How can you harden an application?

– Disable admin access

– Disable CMS

– Do you know about the security bugs in an

application that was build during 1 year by 10 

people?

Hardening applications?

• Most used solution is web application

firewalls:

– Detect attacks

– Block attacks (if you have a WAF, are you

sure it’s blocking?)

– Alert and react

• But to be effective you need to know the 

vulnerabilities in the application = virtual 

patching
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OWASP Top 10

A1: Injection
A2: Cross-Site 
Scripting (XSS)

A3: Broken 
Authentication and 
Session Management

A4: Insecure Direct 
Object References

A5: Cross-Site 
Request Forgery 
(CSRF)

A6: Security 
Misconfiguration

A7: Insecure 
Cryptographic 
Storage

A8: Failure to Restrict 
URL Access

A9: Insufficient 
Transport Layer 
Protection

A10: Unvalidated 
Redirects and 
Forwards

Hardening OS and Network

A1: Injection
A2: Cross-Site 
Scripting (XSS)

A3: Broken 
Authentication and 
Session Management

A4: Insecure Direct 
Object References

A5: Cross-Site 
Request Forgery 
(CSRF)

A6: Security 
Misconfiguration

A7: Insecure 
Cryptographic 
Storage

A8: Failure to Restrict 
URL Access

A9: Insufficient 
Transport Layer 
Protection

A10: Unvalidated 
Redirects and 
Forwards

Exposure after hardening OS and Network
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Web application firewall

A1: Injection
A2: Cross-Site 
Scripting (XSS)

A3: Broken
Authentication and
Session Management

A4: Insecure Direct 
Object References

A5: Cross-Site 
Request Forgery
(CSRF)

A6: Security 
Misconfiguration

A7: Insecure
Cryptographic
Storage

A8: Failure to Restrict 
URL Access

A9: Insufficient 
Transport Layer 
Protection

A10: Unvalidated 
Redirects and 
Forwards

Exposure after virtual patching with web application firewall

Hardening OS, network and WAF

A1: Injection
A2: Cross-Site 
Scripting (XSS)

A3: Broken
Authentication and
Session Management

A4: Insecure Direct 
Object References

A5: Cross-Site 
Request Forgery
(CSRF)

A6: Security 
Misconfiguration

A7: Insecure
Cryptographic
Storage

A8: Failure to Restrict 
URL Access

A9: Insufficient 
Transport Layer 
Protection

A10: Unvalidated 
Redirects and 
Forwards

Exposure after hardening OS, network and WAF
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History of malware attacks

• Malware attacks against web applications

started years ago:

– Code Red in 2001: buffer overflow in IIS

– Santy in 2004: phpBB command execution

– Asprox in 2008: SQL Injection -Infected 6 

million URLs on 153.000 websites

– Lizamoon in 2011: SQL Injection – Infected 
1.5 million URLs

Malware vs hardening

• Hardening OS, infra & WAF will stop most 

mass malware attacks

• Can we go home now?

• What about: 
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Hardening the browser

• Weakest link today: the browser

• Easy to infect with drive-by-download

• This malware is not impacting the user: 

1. Observe: take screenshots, log HTTP 

requests, wait for instructions

2. Update: configuration to attack specific web 

applications (banking, cloud apps, remote 

access,..)

3. Attack: all infected machines attack 

Trusteer malware statistics
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Hardening the browser

• Hardening the user:

– One-time-password tokens

– Transaction signing with tokens (and

bankcard)

• Hardening the browser:

– Secure sandbox

– Patching/AV/FW

• Hardening the mobile (iOS, Android, Win):

– Secure mobile

APT against end-user



7/10/2011

14



7/10/2011

15



7/10/2011

16

Wrap-up

• Hardening web applications requires:

– Secure web applications running on hardened

network and infrastructure

– Hardened browsers

– Hardened mobile client

– Hardened user 
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Thank you

Contact information:

• erwin.geirnaert@zionsecurity.com

• www.linkedin.com/in/erwingeirnaert

• www.zionsecurity.com

• www.zionsecured.com

• www.buildingsecurewebapplications.com

• @ZIONSECURITY


