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“Leaktober”

“We expose a privacy leak every workday in October”

1. DigiD fraude easy. Digi[)
2. 7 municipalities vulnerable for DigiD fraude problem. Je cigon inlogeods vaor de hele overheid
3. Site NVVP (Netherlands Association for Psychologists and Psychotherapists) leaks privacy
data.
4. Hospital site leaks data. NVVP ﬂ
tergooi

http://webwereld.nl/nieuws/108052/lektober--iedere-dag-een-privacylek-op-webwereld.html
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We're FINE

Sony PSN hack

Diginotar fiasco
% DigiNotar’

17-year old member of Anonymous arrested for VVG-KLPD hack

pGLITIE
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FINE — What does it mean?

= Create awareness
- Do you need to comply?

= Measure exposure and determine what you need to mitigate
- Are you proactive or reactive?

= Efficient use of limited resources
- Whatis your budget?
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Detect Vulnerabilities

Vulnerability Management:
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Measure and Mitigate Vulnerabilities

| 8006 (Critical) Patch Report

8 Qualys, Inc. [US]] https://qualysguard.qualys.com fo/report/view_report.php?id=3210072

File ~ Help + i
@) UALYSGUARD'ENTERPRISE SUITE (Critical) Patch Report

| & Report Summary

Company: Qualys

. Total Hosts Requiring Vulnerabilties
SR EoE Patches Patches Addressed
Created on: 100052011

Includes hosts scanned since 03/05/2011.

View Report Targets...

PATCHES
Published NetBIOS | 0S
CPUOCT2010 5 Oracle Database October 2010 Securit... 358 days age 1 10.10.26.121 2kspd-26-1212ksp... 2KSP4-26-.. Windows 2000 1
KB824721 5 Microsoft Windows Server 2003 Senvic... 6 years ago 1 10.10.26.185 2K3sp2-26-185 2K3SP2-26... Windows 2003 Service Pac 1
KB891861 5 Windows 2000 Service Pack4 Update .. 6 yearsago 1 10.10.30.183 symim-30-183 SYMIM-30~.. Windows 2003 R2 Service 1
MS05-047 5 Microsoft Plug and Play Remote Code ... 5 years ago 1 10.10.31234 bugl12996-216 BUG11299... Windows 2003 Service Pac. 1
MS08-067 5 Microsoft Windows Server Service Coul... 2 years ago 4 u
KB936929 5 Microsoft Windows XP Service Pack3... 3 yearsago 1
i
4 pMy Multiple (.. 74daysage 1 -
. 14 4 | Page 1of1| ¥ bl || Filter X 1-18ef18 | (4 4 |Page 1)of1| b bl | Filter x 1-4of4 ITY

WebApp Vulnerabilities

Web Application Scanning:

Discover Web Application(s)

o

Review and
Report

(2}
Catalog and
J Organize

WAS Scan
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Find your Web Applications

Web Application Catalog:

[E] Web Application Mana nt | web Applications  [RE ]

TR (- LS

@ [] IP Address FQDN Port  NetBIOS Status Created -~
[7] 101028121 8080 PAT-UBU1010-U-3 Approved 13 Sep 2011
Status. ] 1010.28.121 80 PAT-UBU1010-U-3. New 13 Sep 2011
I New [[] 1010305 hp-30-5.vuin.ga.qualys.com 2381 Rogue 13 Sep 2011
[ Rogue
i [7] 10.40:31.108 80 New 06 Sep 2011
=
Ul ignorad [ 10.10:31.100 8889 New 06 Sep 2011
) In Subscription
[7] 101032149 win-32-149 a0 WIN-32-148 New 06 5ep 2011
Creation Date
[ 1020.30.58 0ra8208-win-30-56 443 ORAB20B-WIN-30- New 06 Sep 2011
Select a date
[ 10203056 0rag208-win-30-56 80 ‘ORA9208-WIN-30- New 06 5ep 2011
Last Update Date
] 101032148 win-32-148 8080 WIN-32-148 New 06 Sep 2011
Seectadale [7] 1010.32.148 win-32-148 80 WIN-32-148 New 06 Sep 2011
[7] 104032138 a0 New 06 Sep 2011
[ 1040.32.145 owaspbwa.ocakicmain 8080 OWASPEWA New 06 Sep 2011
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Measure Compliance

Policy Compliance:

Risk and Regulatory- 05 and Application Map to QualysGuard
Based Policies Security Standards Policy Compliance
Controls Library

Create Policies Based on . % Assign Policy To

Compliance Neaeds Relevent Assets

\ L—-—I—
o - ©
Create and Manage Compliance Scan

Exceptions M_-—,

Create Compliance
Policy Reports (per host, asset group)
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Automation is key

= easy deployment / agent-less
= collect data automatically so you can be proactive

= set up schedules for Network Discovery Scanning, Vulnerability
Scanning, Web App Scanning and Policy Compliance Scanning
= run the right report for the target audience: *“g'¢™
- trending
- technical
- top xx
= prioritize mitigation ol W
- business value/impact et
- CVSS LEa®
- exploitability of vulnerabilities | § & o
- (virtual) patch available

IT COMPLY LNERABILITY AND

VULNERABILITY
MANAGEMENT TEAM

Runs scans

Reviaw Reports

COBIT and 1S0 27001
Frameworks
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Integration
4 %Engolr.’ ITLG?C &* Archer c!:nem::mm:k
M A\ gress Jﬁk R-sam

QUALYSGUARD
sn“m ® k SMTP INTEGRATION
ys ecurity %
D cons=
MEOWMITY TEOmMMOLOT L]

RSA
@iIlVIPER\A ®Labs The Security Division of EMC Ar(5|gh1-%:
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Hardening

To make the hardening process efficient, create hardening guidelines and
measure their effectiveness.

Create a baseline system, derive the policy from it and measure against the
baseline (Golden image)

- Or -

Import CIS benchmark and measure against it.
- or -

Do detail checks, e.g on Windows systems:

= determine if AV is installed and up-to-date,

= determine which applications are installed,

= check file integrity,

= audit passwords,

= enumerate shares,

= audit security settings.
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Conclusion

Efficient use of resources requires automation.
Provide the right information to the right person.

Make it possible to have all security information in
one place.

Use Policy compliance to determine the hardening
status of systems.
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Q
Thank You

bbosma@qualys.com
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