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why control privileged users?

IT W_orker Indicted For ) 48% of internal breaches

Setting Malware Bomb At g are from privileged user

Fannie Mae . -
misuse; a 26% increase

IT contractor deployed highly malicious script before his(

administrative rights were terminated ! from the p rior yea r

Ex-TSA Employee Indicted __
For Tampering With Google fired engineer for privacy breach!
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Suspects «
- Google confirmed on Tuesday that itfired an employee earlier this year for g
Case servesasa Wak_E-I.IE call about the potentlal violating its policies on_accessing the accounts of its users.

dangers of malici to sensitive data | y.... e W
T —— Former Gucci Employee Indicted for IT Rampage ;

A network engineer at Gucci America was indicted on charges of illegally accessing the company's J
network and deleting documents shortly after he was fired. His IT rampage cost Gucci an estimated i
$200,000 in lost sales, diminished productivity, restoration and remediation expenses.

Sam Chihlung Yin was charged on April 4 with 50 counts, including computer tampering, identity

theft, falsifying business records, computer trespass, criminal possession of computer-related
material, unlawful duplication of computer-related material and unauthorized use of a computer. Thj_f

charges carry p jew.ixears in prison. w
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challenges

membership has its privileges and consequences

Privileged Users

— Al POWERFUL ACCESS to
resources

— Typically a SHARED ACCOUNT -
lack ACCOUNTABILITY

— NO SEGREGATION of duties
— Poor LOG INTEGRITY

— Lack of TRANSPARENCY on
access

— VIRTUALIZATION and CLOUD
amplify the challenges by
intruducing virtualization admins
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virtualization today
management “tipping points”

Enterprise Platform

Extensive Production

Limited Production .
Management and Automation
Develop/Test Tools become necessary

plementation
nt/test/dev

VIRTUALIZATION: PHASE 1 VIRTUALIZATION: PHASE2

The 451 Group; “Virtualization Survey Results”; January 2010
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“There will be more

“By 2015, 40% of the virtual machines
security controls used

deployed on servers
during 2011 than in
2001 through 2009
combined”?

within enterprise data
centers will be
virtualized, up from
less than 5% in 2010.”!

1Gartner; “From Secure Virtualization to Secure Private Clouds”; Neil MacDonald & Thomas J. Bittman; 13 October 2010

2Gartner; “Q&A: Six Mi: ions About Server Virtualization”, Thomas J. Bittman; 29 July 2010
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virtualization platform effects on security

Abstraction and Consolidation JdfF, AaF, A&F, AaF
‘@ Capital and Operational Cost
- Savings

™ New infrastructure layer to be |j‘
secured and subject to compliance

™7 Greater impact of attack or
misconfiguration

Collapse of Switches and Faster Deployment in
Servers into One Device Shared Environment

‘B Flexibility ‘@ IT responsiveness
‘B Cost-savings B_ Inconsistencies in
B Lack of visibility and control for EDE T

virtual network and storage B Physical change

B No separation of church and processesiinEicctive

state B Inadequate tenant
(network, security, storage segmentation
administration)
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virtualization containers effects on security

SAN Storage
)
v

RS

| snapsuor

(sunﬂ

Fuzzy Time Boundaries
Great availability / recovery
mechanism

B Security and audit events can
be lost

B Changes in time are not visible
from inside the virtual server

VM Mobility

‘B Improved Service Levels

B Identity divorced from
physical location

X policies may not follow
virtual machine

VM Encapsulation

‘@ Hardware Independence

B Outdated offline systems

| Unauthorized copy

m Reconfiguring virtual hardware
™7 and console access are over the
network operations
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CA Technologies Approach
CA Virtual Privilege Manager 2.0

A simple solution for managing access to virtual environments.
integrated, agentless and channel friendly

— Regains Visibility into The Virtual Environment

— Control The Dynamic Nature of The Virtual Environment

— Enforce Security Policies and Network Policies From a Single
Management Console

— Easy to Deploy and to Manage with vCenter Integration
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Main Features

@ Privileged Users Password Management Automatic privileged account management for each and every
component of the virtual environment

User Activity Monitoring Automatic log collection and reporting for each and every
component in the virtual environment

Hypervisor Hardening Best practice hypervisor hardening

Business Aware Network Isolation Business, rather network, oriented approach towards
achieving network segmentation

= . Flexible policy engine, including asset tagging, provides the
4| Advance POI'CV Management ability to control the privileges of the virtualization admin
Oa Seamless Deployment Easy deployment provided by a Virtual Appliance
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Privileged User Password Manager (PUPM)

manage all shared accounts automatically!

Challenge CA VPM

- Privileged/Shared accounts Fassword Vault

. Check Out
- Accountability for shared accounts
- Control Hypervisor shared accounts —
. . ) - Check in
- Administrative ID’s beyond OS Password
- Regulatory compliance Reset
Solution Login
- Automatic VM discovery
- Manage access to shared passwords Valida
- Manage emergency access passwords
- Automatic login for password security .
- Correlate privileged activity to the user ! \.
P _g Y 1 uﬂm @ i ;l ;l 1
- Agent-less architecture ! ) L £ B
- Session recording " bp  Router “;E"a APP  WindowsNIX/Linuy

- vCenter Integration
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User Activity Monitoring

ensure proper audit and control

Challenge

- Ensure proper audit controls while
taking into account the dynamic
nature of the virtual environment

Regain visibility and control on actions
being performed

Comply with regulatory requirements

Solution

- Automatic discovery and
configuration for both Guest and
Hypervisors

- Agent-less architecture

- Reporting and Alerting capabilities
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Hypervisor Service Console Hardening

Challenge iy T —

[r—

- Protect key system resources e
=
o~ .

- Protect VM images and VM
Configuration

- Detect and alert on configuration
changes

- Comply with regulatory requirements

Solution
- Automatic discovery hypervisors
- Agent-less architecture

- Enforce VMware security best
practices

Compatible with ESX and ESXi
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Business Aware Network Isolation

Challenge

- Have control on who access which
VMs based on business attributes

- Isolate sensitive VMs without
changing network topology

- Reduce scope of regulatory checks

Solution

- Granular policy based network
isolation

- Definition of business rules rather
then network rules
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Advance Policy Management

Challenge
. . . e = |
- Define and enforce security policies e
without being limited by hypervisor
. e
management constrains 2t o v zowzr «
el E Shome v % Compliance £ Last Status

- Allow SoD between VM owners,
Security Teams and Virtualization

& ez Wusl Machine | @ Yes
& 2z il Machne |8 Yes
&2t wrnt ache | @ ves
& ez il achie @ Yes

e r——
# Broat tes foider

Administrators T e
) =
Solution Gettiog Sates. Vil Machings Tasks & Evens i Permissions. ' ops. [T,

Folder Information

- Automatic Criteria-Based Tagging
(Network, OS, VM properties, etc.)

Summary

TagNeme:  Finance

- Cross-vCenters ,Data Centers and
Containers

- Controlled separately from the virtual
environment management
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Seamless Deployment

— Small footprint Virtual Appliances

— Fast and Easily deployed

CA Virtual Appliance Configuration

Customze e softwace s0k3cn fr s deplopment.
Computer Harme gerron6p.ca.com
Port
Catabase tame: e
Thee: oRACLE -
Panars =
cosyrant 82
= | Conce
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Solution Use Cases

— Privileged User Management
- Separation of duties
- PUPM

- Least privilege access
— User Activity Auditing and Reporting
— Secure Multi Tenancy
— Operational Transparency to vCenter users

— Compliance
- PCl/ SOX / FISMA / SAS70 / HIPAA control mapping

tochnalogies

Solution Architect

VMware vCenter

VPM
vCenter
Plug-in

VMware ESX/ESXi

Network Zoning o User Activity
Manager . . Monitoring

. . Virtual Appliance . " R
Virtual Appliance Virtual Appliance Audit Collection

CA Session
Recording

Hypervisor Password
Zoning Policies Hardening Lockdown
VMware ESX/ESXi
Network
Zoning Virtual Windows VM Linux VM
Appliance
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