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Defense In Depth

A well Managed Secure
Infrastructure is the key!
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¢ Cloud Hardened! by Default
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Multi-Layered Defense

Strategy: employ a risk-based, multi-dimensional approach to safeguarding
services and data

Threat and Vulnerability Management, Monitoring and Response

Access Control and Monitoring, File/Data Integrity
Account Management, Training and Awareness, Screening

Secure Engineering (SDL), Access Control and Monitoring,
Anti-Malware

Access Control and Monitoring, Anti-Malware, Patch and
Configuration Management

Dual-factor Auth, Intrusion Detection, Vulnerability Scanning

Edge Routers, Firewalls, Intrusion Detection, Vulnerability
Scanning

Physical Controls, Video Surveillance, Acc ontrol
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Hybrid Becomes the Norm

= Public Cloud(s)
« Many cloud previdersiandisenvices

¢ Private Cloud
« Withinithe enterprise erparntnerdata center

= Hybridiwilllbeithe default
« Mixture of private & public cloud(s)

Agenda

+ Microsoft Hardening

¢ Cloud Hardened!by: Default

= |dentity Is key

¢ Join the DL Authenticationrand
Cybercrime: pilot

¢ Conclusions

Privacy. Is a key:Preperty.
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Cloud is hardened by default

Identity is common between
Public or Privaie Cloud

« |dentity will play a'erucialirele

+ Can we still'have different identity;
management: systems for hybrid clouds?

« Different cloud providers
: Enterprise IDs
¢ Partner IDs

¢ Federation is the nenm

» What is the, attack surface when identities
get compromised?

All Right:

Claims-Based ldentities

» Federation|based on epenistandards

: Externalize authentication

« Support for different Levels ©ffAssurance
(multi-factor)

« Fine-grained autherization decisions
+ Build for scalability;


http://www.globalfoundationservices.com/
http://www.globalfoundationservices.com/
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+ Introduction
- Identity Architecture Principles
1. Composable Architecture
2. Technology and Standards evolution
. Attributes remain with the owner of the data
. User Consent
. Privacy
. Correctness and accountability
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TOL | Trustin

Digital
Life Trust in Digital Life shared vision

Trust in Digital Life is a i bringing ible trust in
digital services supporting new ways of living and working. Trust will become an
intrinsic property of any transaction. People should be able to recognize
trustworthy services, transactions and data.

TDL Promise

4 step action plan

2. Challenging i 4. Short term pilot
1. Consumer and 3. Innovation . Short term pilof
i Strategic Research 5 ! i
industry needs e project portfolio projects

TDL bundles

Short and long term Applied research & test bed
Ref!r!nce pl rms and
St L ojects n focusing on the ntroducton
use cases, White. papers ; " ‘consumer dom

cycle management.

Trustin
Digital
Life Storyline

Introduction
» Identity Architecture Principles
Claims-based Application Architecture
Architecture
— Learn about the different components of the architecture
— And how these components interact with eachother

— See the huge opportunity to turn legacy systems into
components of the architecture as e.g. Attribute Providers

TOL | Trustin

Digital
Life TDL Authentication & Cybercrime Pilot

+ Hybrid: Mixing public sector credentials/services with
public sector
+ Build the infrastructure and validation with user
groups
— Usability of identity, privacy and security
+ State of the Art authentication infrastructure
» Innovative cybercrime concepts
— How can we be sure of the identity when the device is
unhealthy?
— Produce Device Health Claims
+ Project is kicked-off
» Several “sprints” add new capabilities to the
infrastructure
+ Ronny.Bjones ->microsoft.com to join the project
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Conclusions

« Hybrid is the nerm
« Design for scaleiwithiClaims:based Identities
» Call tor Action: Fellew/erjein the TDL Pilot

Microsoft

Your potential. Our passion.”

Questions?
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