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The following is intended to outline our general
product direction. It is intended for information
purposes only, and may not be incorporated into any
contract. It is not a commitment to deliver any
material, code, or functionality, and should not be
relied upon in making purchasing decisions.

The development, release, and timing of any
features or functionality described for Oracle’s
products remains at the sole discretion of Oracle.
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NIST Definition of Cloud Computing

mputing is amodel for enablmg convenient, on-
etwork access to a shared pool of conflgurable
uting resources (e.g., networks, servers, storage,
applications, and services? that can be rapidly provisioned
and released with minimal management effort or service
provider interaction.

This cloud model promotes availability and is composed of:

, mnstlcs 3 Service Models 4 Deployment Models
p: . On-demand self-service * SaaS * ‘Public Cloud
» Resource pooling * PaaS  Private Cloud
» Rapid elasticity + laaS _ » Community Cloud
. Measured serwce ~+ Hybrid Cloud

s Al


http://csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc

. Fear, Uncertainty & Doubt: FUD . In the Cloud Threats do not Change

Security guru Bruce Schneier says that whatever

° ” . H ” 7
- "Cloud Computmg 's not Secure”.... % _ cloud computing is, the security issues and

* Can Cloud Co;nputmg be as Secure as on-premises conversations around it are nothing new. The key,
Data Centers * he says, always comes down to trust and

* What About:; “Cloud Computing cannot meet the

-

Common Needs Because Customers won't let their o
Data leave their Country.” ? v
* “We must move all to the Clouds or we won'’t be y
competitive anymore...”?!? By Dahna McConnachie «ON SECURITY
Technology & Business BRUCE SCHNEIER
... etc.... March 31, 2009

http://www.schneier.com/news-083.html
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. Security Concerns Don’t Change . Which is “Best” for which Context ?

Identification

Authentication Authorization

Integrity

Non-repudiation
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. Service Models and Transparency .Road To SECUI’ity Maturity

Cloud Infrastructure Cloud Infrastructure Cloud Infrastructure
Software as a Service :Gf:as?trucw re
Paas (Saas) aturity Governance
Architectures Performance Management
Automation
Cloud Infrastructure Cloud Infrastructure = End-to-end services
laas Platform as a Service (PaaS) ficarvkal LA, .y
PaaS PaaS i . . -
aa aa Architectures Virtualization

¥ Oneration Infrastructure virtualization
Management
Level 2 Al .
i | Industrialization
Management Standardization

Cloud Infrastructure i Consolidation

1aas Infrastructure as a Service (laaS) ot
. evel
Architectures
NIST .
| el H
Business Value
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. Oracle Cloud Computing Strategy

Our objectives:

» Ensure that cloud computing is fully enterprise grade
+ Support both public and private cloud computing — give customers choice

Oracle On Demand

Public Clouds

— 0, T H—

Oracle Technology
in public clouds
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Oracle Applications

(" Private Cloud \

—||'|'IZ)>;U—4IZA

PRV

Oracle Private PaaS

. Oracle On Demand - Security (SaaS)

» Compliance Rules are implemented Everywhere
« Example: HIPAA Service Provider for Healthcare
« Compliant with the Technical, Physical and

Administrative Safeguards

* HITECH Requires Business Associates (Services

Providers) to be Compliant
+ 1SO27000 Certificate 1/2
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Compliance Requirements

Data PCI-DSS

privacy laws

Student
Records

Most US states + Payment Card

foreign countries Industry-Data
Security
Standards

Federal
Educational
Rights & Privacy
Act
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Sarbanes-Oxley

HIPAA/
HITECH

Patient
Record

Health
Information
Technology for
Economic &
Clinical Health
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. Oracle Private Cloud Solution

Applications Cloud Management

Oracle Enterprise

L 3rd Party Apps Oracle Apps ISV Apps \ o 4 Manager

P
rformance Mgmt

Lifecycle
Managemen
Configuration

\ mm 4 Managemen
Application
Quality Mgm

Platform as a Service
Integratio Process Mgr Securit ser Interactio
SOA Suite BPM Suite Identity Mgmt WebCenter
Application Grid: WebLogic Server, Coherence, 2 ‘

Database Grid: Oracle Databasf®
IMDB Cache, Active Data

Infrastructure as
Oracle Solaris ! Ops Center

Physical & Virtual
Systems Mgmt

——
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Cloud Architecture — Logical View

2 Interfaces Nauvepmmcms- Portals . Custom Uls - Self-Service APIs .
8
< Facilities Proxy -pe..mm. mmy- Naming Balancing .
User Interaction / self service
Model Mgmt
P Applicati H Py -
usiness ProcessillBusiness Servicell Application Security Provisioning 2
/ Policy Customer info model g

» "

Service catalo, [}
§ Container Queue Mgmt 9 )
E # Mediation, Service Mgm H
] Policy Monitoring =

taas entorcementl  capacity momt. |
Metering & Billing 3
vDCs Resource mgmt.
)
Ll Logical Pools Compute Networks Storage External
5 Pool
H Managers
g Physical Pools Compute Networks Storage Other Partners
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Identify Roles and Interactions
Cloud Implies Changes in IT Roles

@ %lMd|s'
O

DevOps
App Owner Developer
Monitors & Creates Services Packages &
User Approves Services Deploys Services

aiancng

uses
service

’ Monitor/manages cloud

Cloud Operator
s EETE DT R

vDCs

$

Cloud Management:

i
LN oyt poors T BTN O o Cloud Builder
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Oracle Defense-in-Depth . Oracle Security Inside Out

Infrastructure Security

3 A « Hardware Accelerated Encryption
EnCl’ypt'IOI'l and Maskmg + Secure Key Management and Storage
A « Strong Workload Isolation
* Oracle Advanced Security - Secure Service Delivery Platforms
« Oracle Secure Backup

* Oracle Data Masking

Database Security

« Encryption and Masking
« Privileged User Controls

ﬁ ﬁ « Multi-Factor Authorization
- « Activity Monitoring and Audit
Oracle Database Vault > GrRENTG T
+Oracle Label Security ntrastun 5 ' c : Monitor and Block
Middleware
Auditing and Tracking Information > Vo o) Relo Mt
. * Access Management
E tion & Maski + Oracle Audit Vault * Virtual Directories
neryption asking + Oracle Configuration Management * Rights Management
- |dentity Governance
Access Control + Oracle Total Recall .
e ; Applications
Auditing & Tracking Blocking and Monitoring
Blocking & Monitoring « Comprehensive Compliance Mgmt.
+ Oracle Database Firewall « Centralized Policy Administration
« Access Management
« Track and Audit Content and Usage
ORACLE ORACLE
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. Bringing Infrastructure Security

Secure
Infrastructure
Matters !

ORACLE
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. Infrastructure Security Foundation

D))
%Sun

OPERATING
SYSTEMS

VIRTUALIZATION

SERVERS

STORAGE

Secure Workload Isolation ORACLE

Role-based Access Control

Process Rights Management SOLARIS

Unified Cryptographic Infrastructure
Fine-Grained Auditing
Trusted Extensions

Secure Data Protection

Cryptographic Acceleration

(intel)
ULTRASPARC: . M

Secure Workload Isolation

.?/Sun VDI - i% ORC';CLE “ "”1'

Secure Key Storage

Encrypted Tape Storage

Encrypted Disk Storage

Key Management

©2011 Oracle Corporation
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.Infrastructure and Cryptography

S
%Sun

OPERATING
SYSTEMS

VIRTUALIZATION

SERVERS

STORAGE

q

Secure Workload Isolation

Role-based Access Control

R —
:P'“e“ Rights Management  SOLARIS Trusted Extensions :

Fine-Grained Auditing

Secure Data Protection

@Suﬂ VDI -

Cryptographic Acceleration

(inteD)
ULTRASPARC . m

Encrypted Tape Storage

g > on IR

Secure Workload Isolation

Secure Key Storage

‘ Key Management

. Solaris Security

ORACLE
SOLARIS

Secure Service Containers

User and Process Rights
Management

Secure Network Access
Cryptographic Framework
Comprehensive Auditing
Solaris Trusted Extensions

Common Criteria Evaluated (EAL4+)
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. Solaris Zones: Immutable Service Containers

Public

Deployed Service Isolated From VM Management

Your
Service
Here

Hardened;
Restricted access
to kernel, raw
memory, and
devices.
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Service Configurable RO/RW
Storage | Storage for the Service

Storage Encrypted w/
Ephemeral Key for
Temporary Service Use

SWAP Encrypted w/
Ephemeral Key

Non-Executable Stack, Packet Filtering, NAT, Auditing

s|oquoD 82INosey pauyep-ald
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.Infrastructure and Cryptography

S
4 Sun
Secure Workload Isolation OR ACLE Unified Cryptographic Infrastructure
OPERATING Role-based Access Control Fine-Grained Auditing
SYSTEMS Process Rights Management SOLARIS Trusted Extensions
Secure Data Protection Secure Workload Isolation
VIRTUALIZATION hg orACLE m
NG > mm)
Cryptographic Acceleration Secure Key Storage
| intel)
SERVERS e ke
ULTRASPARC:"
Encrypled Tape Storage
STORAGE . -
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. How to Destroy Data in a Hurry

* Delete File: No

« Over writing the data: No

 Shoot the drive: No

 Security Erase: No

» De-Gaussing: No or at High Cost
» Melting : No or at High Cost
 Shreding : No or at High Cost
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. ZFS Hybrid Storage Pool Encryption

ORACLE

Solaris 11 Express brings Encryption to ZFS SOLARIS
Hybrid Storage Pools e '

+ DRAM/ARC is not Encrypted

— Butyou can protect swapped out pages (encrypted swap
ZVOL)

* L2ARC is always encrypted (ephemeral keys)
+ ZIL is always encrypted (on-disk or on-SSD)
+ On Disk data is always encrypted

ORACLE
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. Full Disk Encryption (FDE)? . ZFS Filesystem & Dataset Encryption

4 o
. Almost 100% transparent . No Access to Ciphertext * More Flexibility in Software : In'tegrate W'th .SSDS (HSP)
to the User . Isitreally encrypted ? » Easiest for Key Management « Ciphertext is visible
. You will probably to enter a . No known versions with data + Single multi-disk pool or per « Encrypt Snapshot and
password at boot time encryption key change dataset wrapping keys Clones
. 0% performance impact if | ° Ciirgztkeeg:;r(‘/a'gor'thm/ mode for ’ Eggﬁgare agnostic of Raid - Compression, encryption, &
encrypt/declryp.t in firmware A lot of data with same key . Wrapping and Data endryption deduplication work together
- Hardware is filesystem . Need HW change to change change « Integrating with the host &
agnostic algorithm - Algorithm/kelen/mode change operating system crypto
. No Enterprise SSD doing Crypto infrastructure (SW and HW)

. Not aware of Raid Volumes
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.Infrastructure and Cryptography

)
4Sun
ORACLE"
Secure Workload Isolation ORACLE Unified Cryptographic Infrastructure
OPERATING Role-based Access Control e Fine-Grained Auditing
SYSTEMS Process Rights Management SOLARIS Trusted Extensions

Secure Data Protection

VIRTUALIZATION

SERVERS

STORAGE

Secure Workload Isolation

Secure Key Storage

©2011 Oracle Corporation
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. Cryptographic Capabilities and Algorithms
T3 Processor

Cryptographic UltraSPARC T3
Capabilities Supported Algorithms

* RSA (Up to 2048-bit)
- DSA

ECC (ECDSA, ECDH)

DH (Up to 2048-bit)

AES (128,192,256 bits) with ECB, CBC, CTR, CFB, GCM
3DES/DES with (ECB, CBC)

* MD5

SHA-1

SHA-256, SHA-384, SHA-512
* HMAC

* Public Key Encryption

* Symmetric Key Encryption

* Message Digests

* API support PKCS#11 (Via Solaris Crypto Framework)

ORACLE
ORACLE
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.Infrastructure and Cryptography

S
4 Sun
Secure Workload Isolation OR AC[_E Unified Cryptographic Infrastructure
OPERATING Role-based Access Control SRR Fine-Grained Auditing
SYSTEMS Process Rights Management SOLARIS Trusted Extensions
Secure Data Protection Secure Workload Isolation
VIRTUALIZATION g sun | VoI ‘E ORACLE e f‘
) M n‘mo 4
Cryptographic Acceleration Secure Key Storage
] (intel)
SERVERS oty !.
ULTRASPARC:™ =
> Encrypted Tape Storage ‘ Encrypted Disk Storage Key Management
storace (| ¢
= b

N
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.Three Key Elements Needed for Data Encryption on
Removable Media

Token to
Transport Keys

Crypto-Ready
Tape Drive

ORACLE
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. Key Takeways

* Public and Private Clouds share the same Security
Requirements

* “Cloud Thinking” wrt/Security
— Increases security concerns from day one
— Involves all the stakeholders from day one

* Investing in “Cloud Technologies” Requires to Shift
Minds and Impacts the “Complete Stack”

» Whatever you think to do with “Cloud”, Infrastructure
Always Matter

ORACLE

©2011 Oracle Corporation

. Oracle Security is Complete

Applications

SECURITY

ORACLE

©2011 Oracle Corporation
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The preceding is intended to outline our general
product direction. It is intended for information
purposes only, and may not be incorporated into any
contract. It is not a commitment to deliver any
material, code, or functionality, and should not be
relied upon in making purchasing decisions.

The development, release, and timing of any
features or functionality described for Oracle’s
products remains at the sole discretion of Oracle.
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. Trust in Cloud Computing with
Transparent Security

+ Governance, Information Security
and Transparency are inter-
related concepts

» Security Governance: can rely on
an ISMS based (is027001/2)

* Transparency is related the
disclosure of governance
frameworks between cloud SP
and users.

Sources:
http://blogs barrons.com/techtraderdaily/
http://blog talkingidentity.com

ORACLE
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. Data Encryption Matters

» The Best Way to Destroy Data in a
Hurry is: Encrypt Your Data and
Destroy Only the Key

» The Best Way to Protect Data Efficiently
is: Encrypt Your Data and Protect Only
the Key

- Data in Creation, Data in Transit, Data
at Rest

* At All Layers of the Stack

ORACLE
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