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Cloud: Hype or Simply Buzz? 
“Exploring the Future of Cloud Computing”

• However Services in the Cloud are Nothing New !

• First Services Were Available more than 10 Years Ago

• SalesForce.com, Messagelabs, Postini, …. And of Course Belgacom

• After the “Appliance” Wave, Is this the Next Wave?

• Will the Security Appliance Market Die, to the Profit of the Cloud Services? 

Source: World Economic Forum Annual Meeting, 2010, Davos, Switzerland
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Measuring the Hype
Gartner Cloud Computing Hype Cycle 2010

Source: Gartner Hype Cycle for Cloud Computing, July 2010



3

Measuring the Hype
Gartner Cloud Security Hype Cycle 2011
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Source: Gartner Hype Cycle for Cloud Security, July 2011
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Cloud Drivers and Inhibitors

• Quick Deployment

• No (or limited) CAPEX Investment

• Easy & Fast Provisioning

• Dynamically Scalable

• Elasticity

• Flexible, Adaptable

• Eg: Spam Constantly Changing 
Attacks & Countermeasures 

• Access to Shared Expensive 
Expertise

• Cost Savings

• Sometimes Helps Decreasing 
Bandwidth Costs

• Privacy

• Contract Termination

• What Happens to my Data when I 
Cancel my Service? 

• Compliance

• Location of Service/Data

• Which Jurisdiction?

• Auditing Possibilities

• Business Continuity and 
Disaster Recovery

• Data Protection and Security

• Reports of Cloud Failures

• Monster.com, Ma.gnolia.com, 
Gmail, Hotmail, PSN …
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Comparing Traditional and Alternative Delivery 
Models (Security Controls Viewpoint)

On-Premise 
Infrastructure

InSourcing Managed 
Service

Housing 
Service

In-the-
Cloud 

Service

Security-as-
a-Service

Responsibility

Security Control 
Owned by

Customer Customer Customer or 
Provider

Customer Connectivity 
Provider

Provider

Managed & 
Monitored by

Customer Provider Provider Customer or 
Provider

Connectivity 
Provider

Provider

Implementation

Where Security 
Application Runs

Customer Customer Customer Provider Connectivity 
Provider

Provider

One-to-xx One One One/Many One Many Many

Financial Model CAPEX CAPEX CAPEX & 
OPEX

CAPEX & 
OPEX

Fixed Fee or 
Pay per Use

Fixed Fee or 
Pay for Use

Maintenance Separate Separate Separate or 
included

Separate or 
included

Included Included

Coupled to 
Connectivity 
Offering

Source: Based on Gartner’s Alternative Delivery Models
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Security: the #1 Cloud Challenge

• Cloud Computing & Security: 
a difficult marriage !

• Security and privacy is top concern

• Analysts Predict a Major Public Cloud 
Disruption in 2011 !

• The Cloud Security Market 
will represent $1b in 2013, $1.5b by 2015 

• The Underground Embraces the “Cloud Business Model”

• “Exploit-as-a-Service”, “Malware-as-a-Service”, …

• Pay-Per-Install (PPI)

• Renting a laptop which controls
botnet of 5,000~10,000 PCs: $100/day

• Rented computing resources to crack a SHA-1 
password for $2, cracking WPA for $1.68 in 6 Min.

• DDoS attack executed from Amazon EC2 for $6  
Project Demonstrated at DEFCON 18

Source: Gartner (April 2010)
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To-Cloud or Not-to-Cloud?
That is not the Question !

• Which Security-as-a-Service is Good for 
Me?

• “What do I Cloudify”?

• It is All About:

• Business Needs

• Risk Management

• Compliance

• And in some way: Culture

• Moving everything in the cloud rarely 
makes sense

• Some Companies already Moving Away 
from the Cloud

Accept the security 
breach, or clean a 

litter box.
Take your pick!?
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But is Security ITC (more) secure ?
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Which Security Technology/Solution 
as-a-Service ?

• Almost all Security Technologies Can be Serviced from the Cloud

• The More a Technology can be “Industrialised” and Shared, the More Attractive it 
will be in the Cloud

• Some Technologies are More Attractive than Others:

• E-mail Security: Anti-Spam, Anti-Malware

• Web Security : URL filtering, Anti-Malware

• DDoS Protection

• Others are Attractive in Special Conditions:

• FW & IDS/IPS 

• Strong Authentication, 

• VPNs

• EndPoint Security 

• DLP

• Backup & Restore

• Encryption

• Business Needs Answered In-The-Cloud

• Eg: Secured TeleWorking

E-Mail Security ITC
addressing Spam and E-Mail borne viruses

• Complemented 
with encryption
and dlp
functionalities
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Source: Symantec, July 2011
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Unlike many SaaS markets 
Messaging Security is Enterprise-lead

Adoption of Hosted Email Security Services in Belgium estimated between 5% & 10%

Source: Backchannel and Symantec, June 2009

UK

Germany

US

Norway
Sweden

Denmark

E-Mail Security
Vendor landscape
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• All of the leaders have a 
hybrid offering

• Tough integration is still ongoing

• Google offers ITC only

• 37% of market is SaaS

• Interest SaaS mainly with

• <1.000 seats

• >20.000 seats

• Growing Vertical/Horizontal 
integration interest

Source: Gartner Magic Quadrant, Augustus 2011
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• No dependency towards other solutions

• Only a remote configuration 

with local impact (FW config)

• No installation on the customer site 

Incoming mail passes through GW

Secure Mail GW treats the mail

GW forwards to the mail server

Internet

Mail
Server

LANLAN

firewall

Sending
Mail Server

Secure Mail
Gateway

Router allows mail traffic from GW only

Firewall allows incoming mail

Mail is delivered to destination user

Concept ITC E-mail Security Services

In 2010 on the Internet 
262 billion spams per day 
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Explore Secured Internet
UTM services in the cloud

Unified 
Threat 
Management

Shared IDP / IPS

Shared web filtering

Shared data anti - virus

Shared mail AV/AS 

Traffic control

Shared firewall

Internet access

DDOS
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security
in the cloud

1st layer of defense

Explore Secured Internet 
Concept & Topology

dedicated
security

2nd layer of defense
local control & DMZ

bad

good

stops unwanted traffic
blocks attacks & intrusions 

at Explore border

controls and limits
employee surf behavior

optimal use of 
network & access lines
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DDoS Wall
Protection scheme

DDOS

alarm

DDoS Wall on Explore
æprotects your network from DDOS
ñdonôt let attackers stop your business!ò

• pro-active protection against DDOS attacks
• 27 x 7 monitoring & protection
• notification & reporting towards customers

Traffic Flows are Analysed and compared to 
Normal traffic pattern

& triggers alarm to NOC/SOC

Only  cleaned 
data is 

Delivered
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Explore Teleworking
What?

Explore Teleworking:

• offers easy and secure remote access 
• from anywhere in the world 

ævia any Internet connection
• for your individual employees 
• to your Explore intranet

Authentication 
Server
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Hybrid Solutions

• The Future of Security isn’t Cloud, nor On-Premise Exclusively. It’s a 
Hybrid of Both. 

• Layered Defence Principle Widely Adopted.

• Same Old Debate Remains: Same Vendors or Different Vendors

Source: Infonetics, Hybrid Email Security, June 2010
Survey of 150 US Organisations with more than 1000 users

What Does Your Company Use for Email Security?ò ñWhy Did You Choose to Deploy Hybrid Email Security?ò
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The Challenge of Hybrid Models

Source: Websense at the 2010 Forrester Security Forum, London
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Examples of Email Security Hybrid 
Configurations

• Case 1: Actual Email Security Platform Cannot Cope Anymore with 
Increases of Volume of Email Traffic & Spam 

• Customer Solution can Remain and be Complemented by:

• An In-The-Cloud Solution Applying a Basic Filter (eg: Reputation Filter)

• Capture the Spam before it hits the Infrastructure of the Customer

• Customer Remains in Control for the Fine-tuning of its Spam Filtering technology

• Allows an extension of the Life of the Actual Email Security Platform 

• Postpones New Solution CAPEX in Favour of a Complementary OPEX Solution

• Case 2: Complete Email Security Project with Inspection of Outgoing 
Traffic (DLP)

• Combine A Service In-The-Cloud for the Incoming Traffic

• Capture the Spam before it hits the Infrastructure of the Customer

• With an OnSite Technology Applying Filters on the Outgoing Emails

• Customer Remains in Control for the Fine-tuning of its Outgoing Emails, 
Confidential Information Filtered Before It Reaches the Internet

• Enforce Email Encryption



13

You may think you buy a cloud service... 
...but it is a hybrid ! (1)
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Internet

Mail
Server

LANLAN

firewall

Sending
Mail Server

Secure Mail
Gateway

Dictionary attacks

User/group based policies
User/group based reporting
Userbased quarantine

E-mail Security

You may think you buy a cloud service... 
...but it is a hybrid !(2)
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Internet

Local 
proxy 
server

LANLAN

firewall

Web ServerSecure Web
Gateway

Bandwith
Latency

User/group based policies
User/group based reporting?

Web Security
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And, If All this was not Sufficient … !

• New Service Launched in Tokyo/Japan

• Protects PCs Against Malware and BSODs
(“Blue Screen of Death”)

Source: Blessing at the Kanda-Myojin Shinto shrine in Tokyo 
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Customer Case 1:  Service Industry

• Company Strategy is to Focus on Core Business

• <1100 Users in <170 Sites 

• Business Needs:

• Business Continuity, Disaster Recovery, Backed up by Stringent SLAs

• Rapid Scalability & Performance: 
Quick to Add New Satellite Offices and Home-Offices

• Adaptability and Flexibility: 
Implementing New Applications

• Productivity of Employees

• Solutions:

• Outsource IT Services (Mix of Hosting & ITC)

• Servers in Belgacom DataCenters with Backup Services

• Redundant Connectivity

• Redundant Internet Access Street 
(on 2 Separate DataCenters)

• Hybrid Email Security: In-The-Cloud + On-Site

• All Managed by Belgacom
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Customer Case 2:  Insurance Company

• Company Strategy is to Focus on Core Business

• Business Needs:

• “Implement Its Growth Strategy Based Firmly on a Robust, Secure and Future Proof
Environment”

• Encompasses Complete IT and Telecom infrastructure

• Business Continuity Backed up by Extremely Stringent SLAs

• Economies of Scale, Reduced Costs, Control of the IT Budget

• Simplified IT Governance

• Solutions:

• Secured Connectivity (Explore) 

• Workplace and Printing Management

• Hybrid Managed IP Telephony

• Server/Storage/Backup Hosting

• Internet Access Street

• Hybrid FW ITC + On-Site

• ITC SecureMail 900 MailBoxes

• In-The-Cloud Strong Authentication 
for 600 Users for Teleworking
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Customer Case 3: A Financial Institution

• Existing Anti-Spam Protection Collapsing

• Looking to Move All In-The-Cloud as Quickly as Possible

• Initiated Contact for Next Day Visit

• 40.000 Mailboxes

• Service Activated 24 Hours after first contact

• Buying Time !

• Gave the Organisation Time 
To Investigate, To Test 
and Implement On-Site Solution

• Transferred back to On-Premise 
Technology 9 Months Later

Slide 3209/09/2011
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BeCloud: Strategy BeCloud
Belgacom. Cloud. Services.

Onsite

Full 
Cloud

ÅάBeCloud Readyέ όvirtualization, storage,security,..) = future proof solutions
ÅCOR : project & tailor made approach for COR | SME : standard bundles or ICT 
Experts (Belgacom BridgingL/¢ύ μ ƻǾŜǊŀƭƭΥ ΨmanagedǎŜǊǾƛŎŜΩ aproach

ÅCOR : high SLA | highly competence driven
ÅSME : on demand | online | user experience |
Strong multi-channel support

Hybrid

“BeCloud – Cloud Choice”

ÅDisaster recovery
ÅStorage/Backup in the cloud
Åspecific apps in the cloud (on IaaS or SaaS) 

Connectivity leverage

Åprice advantages
Åunified SLA
ÅQoS
Å1 service-desk

IAAS SAAS
(app store)

DAAS

Sensitivity: Unrestricted Slide 34

Enterprise Security
Value Proposition

Your business needs Our security solutions & services

360° Security Services
ÅSecurity Assessment
ÅContinuity Planning
ÅSecurity Audit

ÅPenetration Testing
ÅSecurity Architecture
ÅTraining

Security Management & Monitoring

ÅFlashlight (Managed Security Services)

ÅSecurity Information & Event Management

ÅVulnerability Assessment Management

ÅSecure Core Network Services

ÅNetwork Forensics

ÅPolicy Management

Secure Connectivity & Mobility

ÅMobile Device Protection

ÅExplore Teleworking

ÅSSL VPN

ÅStrong Authentication

Inside Security

ÅData Loss Prevention

ÅEnd-Point Protection

ÅVirtualization &
Cloud Security

Application Protection

ÅWeb Application Firewall

ÅSecure XML-Gateway

ÅSecure Database Access

Perimeter Security

ÅInternet Access Street

ÅDDoS Protection

ÅIDS & IPS

ÅWeb 2.0 Protection & Control

ÅEmail Security

ÅNetwork Access Control

Determine & 
assess the 

protection of your 
business

Mobile 
employees

Smartphones, 
Tablets, ...

Teleworking

Virtualization

Confidential 
data

Servers

Internet 
Connectivity

Employee 
productivity

Web Access

Business 
Applications
(CRM, 
SCM,...)

e-banking

Web 
presence
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Welcome to Our Cloud !


