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CLOUD 
COMPUTING

SECURITY IN THE 
CLOUD 

AGENDA

• Setting the scene - Defining the Cloud

• 6 Predictions for the CIO

• Cloud Security Considerations
• Compliance and Risk Management

• Identity and Access Management

• Service Integrity

• Endpoint Security

• Information Protection

• Summary
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DEFINING THE CLOUD

Slide 3

HybridPublic Private

SaaS
Software as a Service

PaaS
Platform as a Service

IaaS
Infrastructure as a Service

MICROSOFT CLOUD SERVICES
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6 PREDICTIONS FOR THE CIO 
(ROBERT STROUD, ISACA)

• Prediction 1: Cloud computing is here to stay and will 

become business as usual. 

• Prediction 2: Virtualization will be a catalyst that drives IT 

modernization.

• Prediction 3: IT operations become service-centric and 

business value-focused, rather than process-driven and 

reactive.

• Prediction 4: Risk management will become the friend, 

rather than the enemy, of the CIO.

• Prediction 5: CIOs will automate everything, everywhere!

• Prediction 6: The CIO role will transition from managing 

operations to managing IT as a service value chain

CLOUD SECURITY CONSIDERATIONS

COMPLIANCE AND RISK MANAGEMENT 

IDENTITY AND ACCESS MANAGEMENT

ENDPOINT INTEGRITY

INFORMATION PROTECTION

SERVICE INTEGRITY
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TYPICAL COMPLIANCE/RISK FRAMEWORK 
ARCHITECTURE IN PLACE TODAY

Internal Control System

Business 

Processes
Applications Infrastructure

Data Privacy

Financial 

Compliance 

Sarbanes Oxley

Industry-

specific
Good Practice

Compliance Management 
Framework

Business Rules for protecting information and  

systems which store and process information

System or procedural specific  

requirements that must be met

Step by step procedures

A process or system to assure the 

implementation of policy 
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COMPLIANCE TECHNOLOGY STACK

MULTI-LAYERED DEFENSE

Security Management Threat & Vulnerability Management, Monitoring & Response 

Edge Routers, Firewalls, Intrusion Detection, Vulnerability 
scanning

Network perimeter

Dual-factor Auth, Intrusion Detection, Vulnerability scanningInternal Network

Access Control & Monitoring, Anti-Malware, Patch & Config 
Mgmt

Host

Secure Engineering (SDL), Access Control & Monitoring, Anti-
Malware

Application

Access Control & Monitoring, File/Data IntegrityData

User Account Mgmt, Training & Awareness, Screening

Facility Physical controls, video surveillance, Access Control

Strategy: employ a risk-based, multi-dimensional approach to safeguarding 
services and data
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EVOLUTION OF ONLINE SERVICES SECURITY

Portal Era Online App Era Web Services Era

First ISO 27001 
cert

1st Data 
Center

1989 1994-95 1997 2002 2004 2006 2008

Security Development 
Lifecycle

First SAS-70 cert

Trustworthy Computing 
Directive

Cloud Computing Era

2010

FISMA Cert

2012

COMPLIANCE AND RISK MANAGEMENT

• Compliance is a key concern to the customer

• Sound Risk Management encompassing the Cloud is 
needed -> translation into Business Risks rather than 
Technology Risks

• Collaboration between Customer and Provider is 
essential
• Need of a certain level of Process Transparency 

• Strong Internal Team needed

• Contract Negotiation

• Definition of Controls and Metrics

• Integration of Controls into own processes

Compliance requirements can be fulfilled by a 

skilled internal team and a certain level of 

process transparency by the cloud provider(s). 
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IDENTITY AND ACCESS MANAGEMENT

• Cross-Domain Collaboration requires secure identities
• People and Devices

• Based on In-Person Proofing or similar

• Claims-Based

• Based on interoperable standards

• Privacy vs. Authentication has to be balanced

• Processes have to be able to include several providers

Any digital identity system for the cloud has to be

interoperable across different organisations and 

cloud providers and based on strong processes.

SERVICE INTEGRITY

• Service Engineering and Development
• Strong and Transparent Engineering Processes Needed

• Requirements

• Design

• Implementation

• Verification

• Release

• Response

• Proofed

• Based on Threat Models or similar

The provider should follow a clear, defined, and 

provable process to integrate security and privacy in 

the service from the beginning and for the whole 

lifecycle. 
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SERVICE INTEGRITY

• Service Delivery
• Internal processes have to be able to cover multiple provider

• Security Monitoring

• Auditing

• Forensics

• Incident response

• Business Continuity

• Etc.

• Requirements depend on application and information needs

The service delivery capabilities of the provider and 

the security management and auditing needs of the 

customer must be aligned. 

ENDPOINT INTEGRITY

• Is part of the delivery chain

• Often subject to social engineering attacks (and similar)

• Review todayõs processes and policies

It is very important to include the end point in any 

security consideration for cloud-based services. 
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INFORMATION PROTECTION

• Data Classification is the foundation
• Requirements

• Legal Needs

• Persistent Data Protection needed
• Encryption/Rights Management

• Has to cover the whole transaction
• Data in transit

• «New» Challenges
• Data Sovereignty

• Access to Information

• Data Partitioning and Processing

Implemented Data Classification helps to 

decide which data is ready for the cloud, under which

circumstances, and with which controls.

SUMMARY RECOMMENDATIONS

• Well-Functioning Risk and Compliance Programs are a must

• Data classification is the base

• Choose the right Deployment Model (Private, Community, or Public)

• Strong, cloud trained, Internal Team still needed

• Process Transparency, Compliance Controls, and Auditability by the 
Provider

• Implement a Secure Development Lifecycle and evaluate the 
Provider and their vendors as well

• Stronger federated identity and access controls 

• Information Lifecycle Controls

• Access controls to operate across organisational boundaries without 
surrendering identity ownership
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