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On the Road to the 
Enterprise Ready Cloud
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9 September 2011 

Security for the Cloud Connected World

Agenda

— 2 minutes of my perspective on Cloud in general

— Some security concerns of the cloud

— Why identity is key

— CA’s Cloud security strategy with examples of it in  action

— Recommendations
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When I Say “Cloud” I Mean Everything
Public/Private/Hybrid/Community

3

SPI (SaaS, PaaS, IaaS) Too

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009
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Competitive market for EVERY aspect of IT

5

IT architectures of the Future – Hyper-
Distributed
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Security concerns in the Cloud
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#1  “I am Losing Control”
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Public Cloud is about Losing Direct Control

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009
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#2  Where the Heck is My Data?
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Controls Ultimately Need to Transcend Location
Like Perimeter Security Location-Based is Unworkable
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#3  If This is the Enterprise Data Center of Future am I 
needed?
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Enterprise IT Must Respond by Moving up in Value to the 
Organization

13

#4  Who is Responsible for Making the System 
Secure?
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Security Responsibility is Unclear -> Unacceptable
Business Selects Acceptable Risk & IT Security Advises/Enforces

Security of Cloud Computing Users – A Study of US & EMEA IT Practitioners, Ponemon Institute, May 12, 2010
http://www.ca.com/files/IndustryResearch/security-cloud-computing-users_235659.pdf

Use of Shared Controls is a Must
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The right answer is “shared responsibility”
Why doesn’t the world see this yet?
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Security of Cloud Computing Providers Study, Ponemon Institute, November 22, 2010

#5 What are my User’s Doing in the Cloud?

18



10

Need Appropriate Access Controls & Logging
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#6  What are their Privileged Users Doing?
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Warning!
Cloud Providers as a Group Do Not See Security as High Priority…Yet
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Cloud Providers are not highly concerned about 
security…yet

Security of Cloud Computing Providers Study, Ponemon Institute, December 31, 2010
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http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf

http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
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http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
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Why Identity is Key?
Security Glue for the Cloud
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Cloud Security Alliance Document
Security Guidance for Critical Areas of Focus in Cloud Computing
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“While an enterprise may be able to leverage 

several Cloud Computing services without a 

good identity and access management 

strategy, in the long run extending an 

organization’s identity services into the 

cloud is a necessary precursor towards 

strategic use of on-demand computing 

services.”

http://cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf
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How are user’s 
SaaS accounts & 

their access 
managed?

How to collect & 
analyze SaaS
security logs?

IAM & SaaS

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009

How to Enable 
SSO?

25

How are 
application 

access policies 
created & 

enforced in PaaS
applications

IAM & PaaS

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 200926
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How do I control 
privileged users 

in IaaS…both 
theirs & ours?

IAM & IaaS

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 200927
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Competencies

Enable the delivery of more flexible IT services

Services, Education and Support

Physical

Private Public Hybrid

Virtualized

 Service Assurance

 Service Automation

 Service Management

 Project & Portfolio Management

 Storage & Recovery Management

 Energy & Sustainability Management

 Control Identity 

 Control Access 

 Control Information

 Compliance

Cloud

Mainframe Distributed

CA Technologies - what we do:
manage, secure and deliver more flexible IT services

28 Copyright © 2010 CA. All rights reserved.

Content Aware 
Identity and Access Management
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CA Technologies: our focus on Security

Service

Security

Infrastructure

Security

Enablement & Visibility 
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Security of KNOW
Goal: Enabling good things

• Know User
• Know Access
• Know Data
• Know Activity
• Know Compliance

Security of NO
Goal: Preventing bad things

• No Viruses
• No Spywares
• No Vulnerabilities
• No Holes
• No Intrusions

Buying center is now often the business!

our security strategy and vision 

CA’s Security Software
Controls identities, their access & how they can use the  

information they access – That’s Context & Content Aware IAM!
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Control
Identities

Control
Access

Control
Information

The control you need to confidently drive business forward across physical, virtual 

and cloud environments

Context & Content Aware Identity and Access Management
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Extend on-premise IAM to cloud applications

SaaS Apps
& Web Services

Partner 
Users

Customers

Mobile 
employees

Internal 
Employees

Enterprise
Apps

Cloud Apps/Platforms
& Web Services

Identity Manager

Role & Compliance Manager

Siteminder Federation

Identity Management & Provisioning
Identity Compliance

Identity Federation and Single Sign-On

Identity & Access Management to extend 

the 

Enterprise to the Cloud

1

We log in to the CA Internal Portal
Protected by CA SiteMinder & CA Federation Manager1

http://www.terinea.co.uk/blogs/terineatechtips/wp-content/uploads/2007/07/image45.png
http://images.google.com/imgres?imgurl=http://blog.protectwebform.com/images/microsoft_logo.jpg&imgrefurl=http://blog.protectwebform.com/p/category/ocr&usg=__QAcezF51rme7VC65VTQcoL_ZK54=&h=360&w=450&sz=35&hl=en&start=1&um=1&tbnid=MiRo0V9oQGxE8M:&tbnh=102&tbnw=127&prev=/images?q=Microsoft&hl=en&rlz=1T4GGIH_enUS278US278&um=1
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After pushing a link we go to Salesforce.com1
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Cloud service providers need IAM capabilities for
their various cloud services

SaaS Apps
& Web Services

Partner 
Users

Customers

Mobile 
employees

Internal 
Employees

Enterprise
Apps

Cloud Apps/Platforms
& Web ServicesIdentity Management

Identity Federation
Web Access Management 

Log Management
Privileged User Mgmt
Virtual Server security

Identity & Access Management for the Cloud

2

http://www.terinea.co.uk/blogs/terineatechtips/wp-content/uploads/2007/07/image45.png
http://images.google.com/imgres?imgurl=http://blog.protectwebform.com/images/microsoft_logo.jpg&imgrefurl=http://blog.protectwebform.com/p/category/ocr&usg=__QAcezF51rme7VC65VTQcoL_ZK54=&h=360&w=450&sz=35&hl=en&start=1&um=1&tbnid=MiRo0V9oQGxE8M:&tbnh=102&tbnw=127&prev=/images?q=Microsoft&hl=en&rlz=1T4GGIH_enUS278US278&um=1
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Cloud service providers need IAM capabilities for
their various cloud services

— Example – MEDecision

−Provides SaaS-based health management applications

• Case, disease, & utilization management

• Strong security controls are central to their mission

• Controls access to them with

– CA SiteMinder, CA Federation Manager, CA SOA Security 

Manager

— Interoperates with customers using identity federation standards

— Cloud providers are investing in security systems to attract more 

sensitive applications

2

35
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Identity Services from the Cloud

SaaS Apps
& Web Services

Partner 
Users

Customers

Mobile 
employees

Internal 
Employees

Enterprise
Apps

Cloud Apps/Platforms
& Web Services

Delegated 
Administrator

Access

Identity
Governance

Identity 

Identity
Assurance

Cloud based solutions for 

the cloud based enterprise

Interoperability with existing on-premise 

identity and access mgmt solutions 

(Provisioning, WAM, eSSO)
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http://www.terinea.co.uk/blogs/terineatechtips/wp-content/uploads/2007/07/image45.png
http://images.google.com/imgres?imgurl=http://blog.protectwebform.com/images/microsoft_logo.jpg&imgrefurl=http://blog.protectwebform.com/p/category/ocr&usg=__QAcezF51rme7VC65VTQcoL_ZK54=&h=360&w=450&sz=35&hl=en&start=1&um=1&tbnid=MiRo0V9oQGxE8M:&tbnh=102&tbnw=127&prev=/images?q=Microsoft&hl=en&rlz=1T4GGIH_enUS278US278&um=1
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CA announces acquisition of Arcot Systems
Provides multiple security services from the cloud

37
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Recommendations

— Do not be bypassed!  IT Security must continue to own 
security

−Define a cloud adoption best practice for your organization

−Be part of early cloud experiments to bring security/audit perspective

−Become less technologists & more process, governance, policy, audit 
owners

— Position your current IAM program as an enabler to both your 
private & public clouds

−Many orgs. are building private clouds – IT & security management 
needs to be part of this

−Do simple things like federated SSO to cloud applications

38



20

Recommendations

— Do not accept cloud provider lack of transparancy on security
−“Trust us we are doing the right things”…doesn’t cut it

−But be realistic, cloud providers are not yet enterprise ready with SLAs

— Consider using security services from the cloud
−Strong authentication services are a typical starting point

— Push hard on security standards adoption to enable security 
interoperability
−SAML, WS-Security, SPML…

— Join & leverage the work of related consortia & standards bodies
−Kantara Initiative, Cloud Security Alliance, OASIS
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Part of the Answer is to “Trust but Verify” Your 
Cloud Provider
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http://www.youtube.com/watch?v=As6y5eI01XE
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Questions?


