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— 2 minutes of my perspective on Cloud in general

— Some security concerns of the cloud

— Why identity is key

— CA’s Cloud security strategy with examples of it in action

— Recommendations
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When | Say “Cloud” | Mean Everything
Public/Private/Hybrid/Community

Rechnalogies

SPI (Saas, PaaS, laaS) Too

Services

nization shares control {
gfmh service provider

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009
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Competitive market for EVERY aspect of IT

IT architectures of the Future — Hyper-
Distributed
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Security concerns in the Cloud

Figure 3 Data Security, System Integrity, And Availability Are Top Security Concerns With Cloud

“Why isn’t your firm interested in pay-per-use hosting of virtual servers
(also known as cloud computing)?”

Data protection

Access controls

Network and system vulnerability management
Service availability

Application security

Monitoring and auditing

Potential personal issues within cloud provider

Regulatory compliance

Independent validation of provider’s security
practices

Physical security of infrastructure

Provider's operational and risk management
practices

Base: 1,059 North American and European enterprise and SMB IT decision-makers
(multiple responses accepted)

Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009

56885 Source: Forrester Research, Inc.

#1 “l am Losing Control”
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Public Cloud is about Losing Direct Control

Services
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Controls Ultimately Need to Transcend Location
Like Perimeter Security Location-Based is Unworkable
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Enterprise IT Must Respond by Moving up in Value to the
Organization

#4 Who is Responsible for Making the System
Secure?

G
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Security Responsibility is Unclear -> Unacceptable

Business Selects Acceptable Risk & IT Security Advises/Enforces

Bar Chart 8
Job functions most responsible for ensuring a safe and secure cloud computing environment
Combined US and EMEA results

End-users 69%
Business unit management 64%

Information technology™

No one person is responsible

Compliance

Legal

0% 10% 20% 30% 40% 50% 60% 70% 80%
Security of Cloud Computing Users — A Study of US & EMEA IT Practitioners, Ponemon Institute, May 12, 2010
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http://www.ca.com/files/IndustryResearch/security-cloud-computing-users_235659.pdf

Use of Shared Controls is a Must

a
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The right answer is “shared responsibility”

Why doesn’t the world see this yet?

Bar Chart 11: Who is most responsible for ensuring the security of cloud resources by
cloud providers?
100% -
90% -
80%
70% -
60% -
50% -
4% | L % 2% 3% 33%

30% -

20% -
T

69%

16%

Cloud user Cloud provider Shared responsibility

10% -
0% -

¥ Cloud providers = Cloud users”
*Data from cloud user study

Security of Cloud Computing Providers Study, Ponemon Institute, November 22, 2010
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Need Appropriate Access Controls & Logging
\ /4
U
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Warning!

Cloud Providers as a Group Do Not See Security as High Priority...Yet

2 |
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Cloud Providers are not highly concerned about

security...yet

Bar Chart 2: Concerns about cloud computing security

Q. IT leaders of my organization are concerned about the security of cloud computing resources provided to
customers

Strongly agree & agree response combined

100% -
90%
80%
70%
60% |
50%
40% |
30% | 23%

20%
10% |
0% -

us Europe

Security of Cloud Computing Providers Study, Ponemon Institute, December 31, 2010

http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
s
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http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf
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http://www.ca.com/~/media/Files/IndustryResearch/security-of-cloud-computing-providers-2010.pdf

12

Why Identity is Key?
Security Glue for the Cloud

e

Cloud Security Alliance Document

“While an enterprise may be able to leverage
several Cloud Computing services without a
good identity and access management
strategy, in the long run extending an
organization’s identity services into the
cloud is a necessary precursor towards
strategic use of on-demand computing
services.”
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http://cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf
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IAM & SaaS

App

Services

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009

IAM & PaaS

26 Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009
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IAM & laaS

App

Services

27 Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009

CA Technologies - what we do:
manage, secure and deliver more flexible IT services

Enable the delivery of more flexible IT services

Physical Virtualized Cloud
Mainframe  Distributed Private  Public  Hybrid
Competencies EHEE LL
() = Service Assurance
?'9 = Service Automation
c = Service Management
© ® Project & Portfolio Management
E = Storage & Recovery Management
= Energy & Sustainability Management
) = Control Identity
S = Control Access
Q = Control Information Content Aware
& = Compliance Identity and Access Management

Services, Education and Support

28 Copyright © 2010 CA. All rights reserved.

eechnalagies

technologies



15

—aa

CA Technologies: our focus on Security
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Security of KNOW

Security of NO
Goal: Enabling good things

Goal: Preventing bad things

Know User

Service Infrastructure o Noviruses
inow gciess ¢ No Spywares
now Data s
. . ¢ No Vulnerabilities
Know Activity Securlty Securlty . No Holes

Know Compliance No Intrusions

Enablement & Visibility

Buying center is now often the business!

2
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our security strategy and vision

CA’s Security Software
Controls identities, their access & how they can use the
information they access — That’s Context & Content Aware IAM!

Control Control Control
Identities Access Information

J

ontext & Content Aware Identity and Access Management

f C

The control you need to confidently drive business forward across physical, virtual
and cloud environments

eechnalagies
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o Extend on-premise IAM to cloud applications

Identity & Access Management to extend
“ the
Enterprise to the Cloud

Partner
Users

i

[N
Customers

& Web Services.

salesforee.com
E s

Mobile
employees

(E:t:rprise\

Apps

)

Internal
Employees

ederation and Single Sign-On

31
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We log in to the CA Internal Portal
Protected by CA SiteMinder & CA Federation Manager

searchca | search people ) Matthew Gardiner <no status>
Edit

B 2 sharepoint -

(CANetwork Securlty Status
home departments resources v

mysite communities + help

Site Actions v

corporate headlines

North America news and info

view: [APJ| [Emea| [(a] TR
NA HEADLINES [0 iois @ MyOffice News
- q [selectofiice |
Business Practices £ Ca Technologies voted one of Florida’s Best to Work SelectOffce
i For in 2010
S EmlEITG Florlda Trend magazne rates Tampa Office No. 12 In the Sunshine State,  °-'° %% "™ o<feul®s
Team Launches . —
New Quarterly feadline =
Welcome to Office *Select
Newsletter ofiee
North America Top Stories CA Employee Bulletin Board

Free Classified Ads

US. Only ~ Wellness Incentive Points Program Expanded
IXTUSE 4 Stnck Drica 4773 1400 BM ET an San 11 August 25,2010 12:00 AM
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http://www.terinea.co.uk/blogs/terineatechtips/wp-content/uploads/2007/07/image45.png
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o After pushing a link we go to Salesforce.com

E Ideas | Accounts | Contacts | Opportunities | Reports DucumemsTDashbnardsTCA ServiceDesk | »

R ‘Setup- Help & Training - Logout . COm™
technologies Soroecom Tcasues ]

Prepare for Chatter

‘The new Outlook Plug, available for download from the CA Software Catalog, provides simple synchronization of Gontacts, Events, Appointments, Tasks and Email between SFDC and your inbox, making it easier than everto
manage your account details and activities.

Review this training documentto learn how to access, install and use the Plug.

Salesforce.com

Communications

»  Salesforce Learning Solutions

My Accounts
When logging into SFDC, the defaultview for accaunts is "Recently Viewed Accounts”
To view your FY10 accounts:

1. Click the Accounts tab. The Accounts home page appears.

2. Usethe Accaunt Views drop-down listto select by Accounts. Alist page appears with a set of columns representing certain standard account fields and a list of your account records. If na account records appear, you
currently don't own any in Salesforce

Calendar

Calendartien ) |
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Cloud service providers need IAM capabilities for
their various cloud services

Identity & Access Management for the Cloud &

Iou{m;/Plata'

& Web Services

*;'amazon
 Webservioes™

o

Identity Management
Identity Federation

Partner
Users Web Access Management
Log Management qugle
=
P— Privileged User Mgmt m
Virtual Server security
salesforce.com
s
Mobile
employees
(:t:rprise\
Internal Apps
Employees \
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Cloud service providers need IAM capabilities for

their various cloud services

MEDECIS.IOH'

— Example — MEDecision
— Provides SaaS-based health management applications
« Case, disease, & utilization management
« Strong security controls are central to their mission
« Controls access to them with
— CASiteMinder, CA Federation Manager, CA SOA Security
Manager

— Interoperates with customers using identity federation standards

— Cloud providers are investing in security systems to attract more

sensitive applications

Rechnalogies
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a Identity Services from the Cloud

m(ud(;ps/makr

D Cloud based solutions for
% S the cloud based enterprise Sweb Sonices )+ dmazon
Delegated r i )

Partner Administrator G % Identity M‘Ln

Users ‘Assurance
B Google

Saa$S Apps
Customers & Web Services m
i silegforez.com

@ Governance

Mobile
employees

@ ‘Enterprise\
p:

Er'::;;:'es Int‘eropgrability with existing on-pr_emise \
identity and access mgmt solutions
(Provisioning, WAM, eSSO)
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a CA announces acquisition of Arcot Systems

Provides multiple security services from the cloud

Support | Contact Us Search ()]
408-969-6100 twitter

3 €A Tochnotoglos comaany

ARCOT
PRODUCTS S SAAS PARTNERS RESOURCES

The Indus y's
3 (=) R
Largest L { & ) Arcot Systems
Cloud based Ach|red by technologies
Authentication System ~ CEEIZE®, CA TechnGiSy
Fraud Detection & coGreen  Secure Mobile All the news you can use
W  Strong Authentication Electronic Authentication The Arcot Advisor!
......... Service Nohfucanon & Solutions mr
o De"vefv O NEW ore _— o
News: Arcot Systems Wins Morgan Stanley's Innovation Award » Press Releases
Security Executives Discuss Solutions to Identity Theft and Fraud at Arcot’s User Conference 2010 » Events
Online Fraud Prevention Strong Authentication e-Document Security
-
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Recommendations

— Do not be bypassed! IT Security must continue to own
security
— Define a cloud adoption best practice for your organization
— Be part of early cloud experiments to bring security/audit perspective

— Become less technologists & more process, governance, policy, audit
owners

— Position your current IAM program as an enabler to both your

private & public clouds

— Many orgs. are building private clouds — IT & security management
needs to be part of this

— Do simple things like federated SSO to cloud applications

™
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Recommendations

— Do not accept cloud provider lack of transparancy on security
— “Trust us we are doing the right things”...doesn’t cut it
— But be realistic, cloud providers are not yet enterprise ready with SLAs

— Consider using security services from the cloud
— Strong authentication services are a typical starting point

— Push hard on security standards adoption to enable security
interoperability
— SAML, WS-Security, SPML...

— Join & leverage the work of related consortia & standards bodies
— Kantara Initiative, Cloud Security Alliance, OASIS

»

Part of the Answer is to “Trust but Verify” Your
Cloud Provider
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http://www.youtube.com/watch?v=As6y5eI01XE
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Jr
Questions?
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