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webksense*

Securing the social enterprise

Make your business safe to be social

Philippe Michiels
Territory Account ManageBeLux
Twitter:@PhMichiels

TRITON™
Web security
Email security

Data loss prevention

YouTube is the 29 largest search
engine in the world

80% of companies use social media for
recruiting 95% are found on LinkedIn

34% of bloggers post opinions about
products and brands

78% of consumers trust peer recommendations
Imagine what this means for bad customer experiences
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Social Networks are big websense-

Facebook M ﬂ Twitter
750 million users "/ 200 million users
KCreate & maintain connections AQuickly update those that care Google
Aree to use about your business
KCreate highly targeted ads MIlows people
business
Google+
- = 25 million users
Foursquare You[fl[j YouTube Still in Beta
7.5 million users 50 million users
??7? Future ???
Koffer promotions based on AJpload commercials for free
geographic location Aanother place your company can
ASee who is in the area be found

Social Networking websense'

We dondt have a choice in whether we DO
-EricQualman

A Social networking is about YOlI
one thing: connections B
®cbo %

has 195 friends. LS Technorati

A > 1 Billion people who use USTREAVE . I )

social networkin flickr
J a del.icio.us

A The average social user

QWORDPRESS
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Mc Donal dos F O U I websghset

AMcDonal dés cr FREE WiFi
marketing campaign with ( :
Foursquare

i Offered chances to win gift
cards by ochec
selected McDoné¢

A Campaign increased foot
traffic by 33% in one day

A The whole campaign only cost
$1,000

U Follow ﬁ Like

Southwest and Social Media websense’

A Southwest Airlines
utilizes Facebook
Twitter, YouTube,

ﬁ SouthwestAir

and FIiCkr above to let us know!
S5 9,593 1,052,340 7,088
Check-In Early, Save a Birdie! Read folowing folowers  isted
more about our donation efforts to the ieets S
National Wildlife Refuge Association: Eortes
http://cot.ag/cgdWO0e =
Tweet Ists
A T h ey p OSt : S B @Soutnweswmrzvel-wmers
@SouthwestAir/airports
Southwest Airlines to donate $1 for every Early Bird Check-In N
'I' Tr av e | d e I ay S purchase to the National Wildlife Refuge! htip//cot ag/aNL1wx @Southwestairlemployees
ab sag a CoT View all

T Weather alerts
I Airfare Specials

Y@ flickr
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My Starbucks Idea websense-

A Starbucks started a new

I TiesFacebookand Twitter to
their own personalized blog

Rt I(\:/Iamsp‘grgbrllj:cks Idea

e ~ A More than 92,000 ideas
Chockowt — 1 = have been submitted

A Over 90 ideas have been
adopted

The Power of Social Networking websense-

b,

Heather Armstrong Dooce

T Author of a New York Times Bestseller
(2009)
i Has over 350,000 followers per month

Problem: ) . So that you may not have to suffer like
A New washing machine that does we have: DO NOT EVER BUY A
not work . MAYTAG. I repeat: OUR MAYTAG
A After two months of repairs, it still EXPERIENCE HAS BEEN A
doesndt wor k NIGHTMARE.
Action:
A Turns to Twitter to vent about o) dooce
her problem Heather B. Armstrong

A Whirlpool (parent company) monitors
social media and sent a more

competent person to fix her machine MAY IA‘G
the next day
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Zoeken

Vlaanderen Vandaag

Community pagina over Nisuws ° Zaventem

Prikbord

Vlaanderen Vandaag

755

m 17:56 * Delen

NIEUWS

Vlaandere
vandaag

e vind ik leuk

Viaanderan Vandaag * Tedereen (Top Berichten) ~

Zo meteen om 1855 in Vlaanderen Vandaag: e2n in memoriam over Tony
Corsari, en 2200 rechtszaken op de helling door gebrek aan meubels.

The Risk of Social Networking

Een pagina maken

DIT ZET

Vlaanderen Vandaag

hittp:/ft.co/d33iaHV :
2 days age * reply * retweet + favorite

vl_vandaag Zo meteen om 18u55 in
#Vlzanderenvandzaag: esn in memorizm
over Tony Corsari, en 2200 rechtszaken
op de helling door gebrek aan meubels.
2 days ago - reply * retwest - favorite

lalyvndenberghe @VL_vandaag over
scenario van de politie van Antwerpen en
Gent om in te grijpen bij situaties als in
Noorwegen. http://t.co/K7maKyi

2 days ago - reply * retwest - favorite

StarBelgium @vl_vandaag f{f NUL =
tolerantie , creert banen voor prive
chauffeurs voor CEQ's die vaak vit eten &
whatever ze ook doen Alcohol hoort

erbyi!

yestarday - reply * retwest * faverits -

Join the conve

Quoted out of
context

Mixing personal
with
professional

Sharing too
much company
information

Common errors that
users make with social

Engaging in
Tweet/
Facebook/

Linkedin RAGE_)”_{

networks

Actumulating
friends or
connections with

Clicking on
every email link
[advert that
comes their way

Password
laziness across
all networks
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OFri end rattatctkh e mi d d | e @dvebsense

A Look at how scams take place in Facebook.

Q -4 Social networking session

Q Q Q Friand <® Spam & phishing emails . _

Friend
in the Middle Firesheep

OFri end rattatkh e d d | e dvebsense
eno Mozilla Firefox =)
\_l (Untitled) l't

GCooaqle '.J ()

‘)\' "
..__, 1 o &l

Firesheep 1]

jjfacebook ol s

lan Gallagher ] News Feed
n Edit My Profile

What's on your mind?

('. Stop Capturing

eric+google@codebutler.com
"' Google
™ |an Gallagher
& _f Facebook

neg9
News F
)sTwitter Ej gl rend

q cdine (&7 Messages Ashley Wintert
AP Flickr Events realized i really

&4 Friends for some fake r

=

indeed.

A& | Create Group...
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Introducing the? CNA Sy R A aftacki F

1. Seed infection on hacked friends

ﬁg and fan page connections

|ﬂ$ A
Payload

I-'I User
) Fan

Introducing the? CNA Sy R A aftacki |

iﬂf E
5& E 2. Fans/Friends see
T promotion on wall
Payload _E and click on it.

. g
i &

) Fan
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Introducing theW CNRA Sy R A aftacki K

B iﬁrﬁ
Q —E 3. Scam spreads to
— ﬁ _ﬁ other walls.
o User %ﬁ ﬁ
& 2

L JFan

Payload

Payload

q
o User

L JFan
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How easy is it to create and distribute scams &
malware onFacebooR

Buy hacking Host kit on Create App
toolkit: $25 web server on Facebook

If you want to see more of this feel free to view the Speak Up Live recording at
http://www.websense.com/content/regional/unitedkingdom/ProductResources.aspx

17

777,381 € . EE



http://www.websense.com/content/regional/unitedkingdom/ProductResources.aspx
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Harry Flashman # Edt profie

Education and Work 7% wekome to Your Profile, Harry

ers Bntish Army Your profile helps your friends feam
- about the people, experiences and

activities that matter to you most.
Get Inspired: 500 Alan Smehee's
Frofle

High School Aooby School

‘Sponsored Creste an 2d
Got the need for speed?

Friends (2)

31—

.
AN

20 Chat (0) v
Don @ trternat Ga- Rl -

Harry Flashman # Edt profie

Share: [ Status (3 Photo €1 Link % Video B Question Welcome to Your Profile, Harry
Your profile helps your friends leam
about the people, experiences and
activities that matter to you most.
Got Inspired: Se Alan Smebe's
#rofi

Aleksandr Orlov - Founder of Compare the Meerkat b

peccie ke the

People You Hay Know Soe a
Harry flashmon

E Hamza Lomu Disbs:
oy, s Saleiman
& b
ohmy word, sacriege
‘ How Chuma spends its new wealth
! e S ok

a .
Harry flashman
77 -

Ay The Cybercrime Tove' Part Two: Hacktivist
Ul | eblne niohes

Friends (2)

AT | =2
=

Worry flashman
Higel Holesworth True g1t and determenaton i the foce of mkry

/I | BBC Sport - Tennis - Live - French Open day 11

T o 0023

£5 completely free

Harry ashman

o ks ek e et
y . Wine Review: Rosé
44 i

o

&

Horry fiashmon
Eacabook safe, cong same ressarc todsy? 29 Chat (0) v

@ Treeenet.

10
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Mome Profle Findfrends Account ~

Aleksandr Orlov — Founder of Compare the Meerkat

Co o=

Aleksande Orov - Founder of Compare the Heerkat
£ relax i oy outdosr Jacuzs and pece of ash e on my . What 5 st o “Like Seth Godm?"
boss? o

¥ 3,037 peosie e the,

tods n Essex
before ya de. Ore
e coupon anaded

i MeecCat Creper 1 s w ats
profie - you we "any Vongooses 1o

London Bocket Lst
Fumen rbenad forbesrions erih oo
Y

365 Things t0dain
More e

777,381 1 . oe

pecple e ths

Sk 15~ fommde of Compars e Mont
iy Morgose hve o Phkos, o s Sy 10 g o) ks e ot
fhosfctopripirdyrditoim Ayl iirbtor

ahé
A dadk

r

7 pecple e the.

0 view 8l 71 comments

Nckoande Orow —ounder of Comparethe Meerat

29 Chat (0) =

Mome  Profle fmdfreads  Account ~

facebook

Request for Permission

Meerkat Creeper i requestng permsssn b do

u Access my basic information

T
[ Post to my wat MEERKAT CREEPER
E) \ioecian Creopar KA A A

Access posts in my News Feed

Access my data any time
Meerkst Creepe

R Access my trend requests
R] Manage my pages
-+ Access my profie information

(] Access my phiotos and videos

Logged n s Harry Fasenan 0t You')

11



HOW TO:

Use MeerKat Creeper to check your stalkers!

See which Meercats havebeen checking out
your profile - you wouldn’t want
any Mongooses looking at you would you?”

STEP 1: CLICK THIS BOX AND PRESS CONTROL + C

(THIS WILL COPY THE SECRET CODE TO YOUR CLIPBOARD)

javascript:
b

B Copy to clipboard

STEP 2: GO TO FACEBOOK.COM

(CLICK THE BUTTON TO THE RIGHT)

Get a FREE

le iPad 2

Participation required, Click for details.

Enter your email:

harry@flashman.com

CONTIN o

We have hundreds of these
must have gadgets to give away

Two cameras.
FaceTime, HD video and
ots more to smie about.

In order to receive your gift you must (1) meet the ligibility criteria
(2) complete the rewards bonus survey (3) complete a total of 13
sponsor offers as stated in the gift rules (4) follow redemption
instructions. Sponsor offers may require a purchase

Find us on

Facebook

Dual-core AS chip.
s fast,times two.

iPad Smart Cover.
One great idea
on top of another.

9/7/2011
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Please complete a survey

Please fill out one of the following surveys. You will not be allowed to continue until you
have completed a survey.

Tell us what you think of Facebook and get a gift!

Get a $1,000 Walmart Gift Card!

Mome Profle Findfrends Account ~

facebook

2 st profile

Welcome to Your Profile, Harry
Your profie helps your friends learn
about the people, expeniences and
activities that matter to you most.
Get Inspired: Sea Alan Smehes's
Frofle

5 796 pecgle e i & ik 3 e

9 View s 38 comments

okt Harry Flashman
37—
The Cybercrime Tive’ Part Twa: Hacktivist
- .

Websense Incight

Friends (2) a

P o

N
a..«

our e a

Harry Flashan
True gt and cetarmnaton n the face of raey

BBC Sport - Tennis - Live - French Open day 11

R orry Flashman
PR o mon shoc e one

. Wine Review: Rosé.
Tlegrach <o,

V]| N

s

Warry Flashaman
15 Paceook safe, dorg some research tody?

& rery

&5 ey s
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How easy is it to create and distribute scams &
malware onFacebooR

Buy hacking Host kit on Create App GetFacebook
toolkit: $25 web server on Facebook to deliver App

to thousands

SIMPLE

A Social media is
a part of your business

AYou candt shut of_f

T To succeed with empowered customers,
you must empower your employees to
solve customer problems

(Empowered 7)

A Security must enable business, not
hinder it

A Who better to secure the social web
than Websense

14
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Social Media & Malware defence

websense’

Real-time
security
protection

Cross vector
attacks

How should modern day
security solutions
protectagainstthis new

threatlandscape?

Inbound
defense

Cutbound
filtering against
data leaks

engineering

Static Solutions to Dynamic Problems

websense
Static URL Databases
Traditional / OEM AV
Reputation Systems
NGFW- Application Control
DLPLITE

Cloud Classification

15



