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Make your business safe to be social

Securing the social enterprise

Philippe Michiels
Territory Account Manager BeLux
Twitter:@PhMichiels

Social Networking

YouTube is the 2nd largest search 

engine in the world

80% of companies use social media for 

recruiting  95% are found on LinkedIn

34% of bloggers post opinions about 

products and brands

78% of consumers trust peer recommendations
Imagine what this means for bad customer experiences

The biggest shift since the industrial revolution
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Social Networks are big

ÅCreate & maintain connections

ÅFree to use

ÅCreate highly targeted ads

Facebook
750 million users

Twitter
200 million users

ÅQuickly update those that care 

about your business

ÅAllows people to òfollowó your 

business

Foursquare
7.5 million users

ÅOffer promotions based on 

geographic location

ÅSee who is in the area

ÅUpload commercials for free

ÅAnother place your company can 

be found 

YouTube
50 million users

Google+
25 million users

Still in Beta

??? Future ???

We donõt have a choice in whether we DO social media, the question is how well we DO it.

-Eric Qualman
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ÅSocial networking is about 

one thing: connections

ÅThe average social user 

has 195 friends.

Å> 1 Billion people who use 

social networking

Social Networking
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ÅMcDonaldõs created a 
marketing campaign with 
Foursquare
ïOffered chances to win gift 
cards by òchecking inó at 
selected McDonaldõs

ÅCampaign increased foot 
traffic by 33% in one day

ÅThe whole campaign only cost 
$1,000
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McDonaldõs and Foursquare

LikeFollow

ÅSouthwest Airlines 
utilizes Facebook, 
Twitter, YouTube, 
and Flickr

ÅThey post:

ïTravel delays

ïWeather alerts

ïAirfare Specials
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Southwest and Social Media
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ÅStarbucks started a new 
campaign:

My Starbucks Idea
ïTies Facebookand Twitter to 

their own personalized blog 

ÅMore than 92,000 ideas 
have been submitted

ÅOver 90 ideas have been 
adopted
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My Starbucks Idea

Heather Armstrong (Dooce)
ï Author of a New York Times Bestseller 

(2009)

ï Has over 350,000 followers per month

Problem: 

Å New washing machine that does
not work

Å After two months of repairs, it still 
doesnõt work

Action:

Å Turns to Twitter to vent about 
her problem

Å Whirlpool (parent company) monitors 
social media and sent a more 
competent person to fix her machine 
the next day 
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The Power of Social Networking
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Social Networking and live media

The Risk of Social Networking
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ÅLook at how scams take place in Facebook.
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ôFriend in the middleõattack

11

Firesheep
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ôFriend in the middleõattack
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Introducing the ΨCǊƛŜƴŘ ƛƴ ǘƘŜ ƳƛŘŘƭŜΩattack

Payload

Fan

User

1. Seed infection on hacked friends 
and fan page connections
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Payload

Fan

User

2. Fans/Friends see 
promotion on wall 
and click on it.

Introducing the ΨCǊƛŜƴŘ ƛƴ ǘƘŜ ƳƛŘŘƭŜΩattack
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Payload

Fan

User

3. Scam spreads to 
other walls.

Introducing the ΨCǊƛŜƴŘ ƛƴ ǘƘŜ ƳƛŘŘƭŜΩattack
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Payload

Fan

User

Introducing the ΨCǊƛŜƴŘ ƛƴ ǘƘŜ ƳƛŘŘƭŜΩattack
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How easy is it to create and distribute scams & 
malware on Facebook?

Buy hacking 
toolkit: $25

Host kit on 
web server

Create App 
on Facebook

If you want to see more of this feel free to view the Speak Up Live recording at
http://www.websense.com/content/regional/unitedkingdom/ProductResources.aspx

http://www.websense.com/content/regional/unitedkingdom/ProductResources.aspx
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How easy is it to create and distribute scams & 
malware on Facebook?

Buy hacking 
toolkit: $25

Host kit on 
web server

Create App 
on Facebook

Get Facebook
to deliver App 
to thousands

SIMPLES!

ÅSocial media is more than a fad, itõs 
a part of your business

ÅYou canõt shut off 80% of the web 
ï To succeed with empowered customers, 

you must empower your employees to 
solve customer problems

(Empowered 7)

Å Security must enable business, not 
hinder it

Å Who better to secure the social web 
than Websense
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Why Enable Social Media Sites?
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Social Media & Malware defence

Static Solutions to Dynamic Problems
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Static URL Databases

Traditional / OEM AV

Reputation Systems

NGFW - Application Control

DLP-LITE

Cloud Classification

Do not address web 2.0 and dynamic web

Cure versus prevention and 

huge volume problem

Lacks  Web 2.0 content scanning

False positive and false negative problems 

with no context

Limited access to properties, detectable, 

and very slow (500MS +)

Do not address web 2.0 and dynamic web


