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Agenda of Presentation

= Social Media Today
= Mechanism of Privacy Breach in Social Media

= Social Media and Employees: Keeping Controls,
Preventing Privacy Breach
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Social Media Today
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If Facebook were a country?
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WTF! Dad joined Facebook!
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Where else would you find?

= 75% global Internet users
= 15% of total time spent online worldwide
= Average visitor spending (The Nielson Survey)
- 66% more time than a year ago
- Almost 6 hrs in April, 2010 than 3 hrs 31 mins in 2009
= Forrester Analysis

- Americans spending as much time on Internet as TV

www.cyberoam.com (¥ © Copyright 2011 Elitecore Technologies Pvt. Ltd. All Rights Reserved.



7/09/2011

Cybe‘rom / Securing You

Corporate use of social media

= 57% of Fortune 500 companies into some form of social media
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The flip side?

= Breach of organizational privacy...unwanted or unexpected
events which threaten disclosure of sensitive information

= Power of the organization’s Eco System
= Undesired consequences

- Premature broadcasting of launches, conferences, quarterly
earning calls, financials

- Employees posting from their own Facebook & Twitter
accounts

- Wrongful marketing tactics can cause negative publicity
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An example of wrongful marketing tactics

= Habitat, a UK-based furniture store
= 2900+ followers of Twitter account
= The blunder?

- Misuse of Twitter’'s trend hashtags (#) to piggyback on the
popularity of Iran’s elections

- Hashtags are considered spamming and inappropriate for
corporate use

HabitatUK{ #MOUSAVI Join the database for free to win a £1000 gift card http:/bit.ly
2wPLO Now!!

4 days ago
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What happened next?

= Within moments, Habitat receives several online complaints for
spamming tactics

me Profile Find People Settings Help Sign out

Home Profile Find People Settings Help Sign out

Agree with @drewm & @roshorner, sad
day when a reputable brand resorts to
using trend hash tags to advertise.
Technically Spam @HabitatUK

.‘ raymosley

@HabitatUK Spamming news of
important events.You must be so proud.

GrrAargh

Phil Waters

Home Profile Find People Settings Help Sign out

@cimota Its hard not to label
@HabitatUK as a spam-bot. Terrible
thing to do to a premium brand.

mattfarrugia
L

Matt Farrugia
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The tip of the iceberg!

= Keeping corporate information
private has become increasingly
difficult with the rising use of
social media

= Do you want to prevent?

- Anti-competitive practices
- Industrial espionage

- Costly litigations due to data
breach

= Do you want to avoid
disclosing?

- Future plans and activities
- Client and trade secrets
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Mechanism of Privacy Breaches in
Social Media
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Research objectives

= What we did?
- Monitored randomly selected 20 companies with active social
media presence

= Research objectives

- To verify the extent to which employees and organizations can
breach their privacy on social media

- To map the DNA of selected organizations.
= What constitutes the DNA of organizations?

- INTANGIBLES: Core values, hierarchy, communication styles,
industry environment, employee morale

- TANGIBLES: Intellectual property, financial information, trade
secrets
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The four building blocks of DNA...

Information

Decision Rights

What metrics are used to
measure performance? How are
activities coordinated, and how is

knowledge transferred?

The underlying mechanics of how
and by whom decisions are truly
made, beyond the lines and
boxes of the organization chart

The overall organization model,
including the “lines and boxes” of
the organization

What objectives, incentives, and
career alternatives do people have?
How are people influenced by the
company'’s history?

vyt
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How we did it...

Identify as many

Pick an employees as
organization X possible from X’s
Linkedin profile

Identify the
structure and
hierarchy
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Go through the Monitor the
Twitter and information
Facebook profile feed from these

of employees sources

Sketch decision-
makers and key
employee
motivators

Chart the
organization X's
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Key demographics and distribution

Singapore, Australia, 1,
1,4% 4%

Germany,
2

www.cyberoam.com

PR Agency,
BFSI,2,9% 3,13%

Consultancy
,3,14%

Media &
Entertain, 3,
14%
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Example 1. Company A

= Singapore-based multimedia company
= Reason for selection?

- Asian corporation with impressive clients list
= Employees monitored

- Sales director, department head, designers
= Methods used

- Private tweets of all mentioned individuals
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Social media profile = Company A

still gotta wait 2 wks & not even 100% sure if I'd be
getting my sept + oct pay. Then Nov pay how? Dec gotta chase &
worry again?
e Well, my compamyhoss owe me my salary. | haven't
gotten a single cent since | started in mid-sept. % angry &
disappointed

# e & precisely if already facing
cashflow prob then still hire me & DH for wat. Boss promise again to
pay on Nov1g

about § hours ago via web

BUT!II he can't even pay me salary since |ast sept, | still continue
forwhat? Later i spend time and do liao stil dun get & single cent!
ahout 10 hours ago via web Reply

my DH & 50 packed up and left. Only left me & the
programmer...DH said boss might get me to be freelance to finish
up current project

about 10 hours ago via vweb

I+|+I+|
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Social media profile = Company A

sigh... bad feeling abt this. Yid morning hoss announced abt coy

cashflow problem, all paycheck bounced, today he not in office, no
jiao dai
ahout 11 hours ag via web Reply

this 15 not good... ['was given pay check 1ast thurs. It bounced back

today! My 1.5mMth o salary!ll +

2:41 PM Mov Sth via web

AfmOsphere in office very tense & guiet cos all of us wil be going Sales director resigned?
aut of jab (again! for mel SIGHI) soon | have to ook for jobs

agaire
1:08 PM Mov 8th via web

+
wa | started in mid Sept, not even 2 mths boss
come and break the news. He said got cashflow difficulties and
inform us
+

it happened again... boss just told us that he might wind up

business. | am barely 2mths in this company... how come I'm such a

suay lang?
. 2 §ganization isa subsidiag

tion Technology and Services industry
Gepternber 2008 — February 2010 (6 monthsy
“Raspansible for marketing of and its subsidiary compan

produicts, including market research, brand developrment, product and

brand differentiation, using Direct Marketing Channel and Electronic Marketing Channel with
relationshin based marketing
*Respansibla far devaloping product for L the & marketing and &
commerce business solutions for SME
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Company A DNA results

= Structure

- Organization is a subsidiary of another “Parent” company.

= Decision rights

- Parent company, not evident from website.

= Motivators

- Organization is about to close down business. General sense of
apathy and panic.

= Key information

- Loss-making organization. Serious crisis underway.

- Clients outsourcing their projects to Company A might reconsider
their commitments due to this privacy breach
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Example 2: Company B

= Based in USA
= Reason for selection?
- Manufacturing example
= Employees monitored
- Accounting manager, CEO, CEQO’s son, minor employees
- Facebook accounts monitored
= Methods used
- Dummy female Facebook profile, monitoring Facebook posts
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Social media profile = Company B

= Employee leaks company’s financial revenues on Facebook
chat, confidential by his own admission

ttend Broadway
iwil

is it a big organization? what is the
company's revenues like?

1 was married 20 yerrs

m thats why i like experienced men l
yau might want to eventually move m imi can i ask you some
here

1 am .Where did yo usee my facebook
page?
I cannot disclose financial information

ok T wil keep you happy and content

thanks
1 hope you visit in December

MY city is all decorated for the holidays

how much will & & me?

we can party on new years eve lots of PR work in NY city

ElL L]

together - Imet a manhattan Ad agency woman
for luncy a few weeks ago =
ea b £ . $6.5 million
=
=
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Company B DNA results

= Structure
- Company's hierarchy, major business concerns
= Decision rights

- Key decision-makers identified. Organization type: military
precision with conservative hierarchy.

= Motivators
- Accounting manager’s psychological profile created
- Went through divorce, looking for single women

= Key information
- Company’s financials at risk from disclosure
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Example 3: Company C

= Large retail chain
= Reason for selection?
- Large company with distributed network
= Employees monitored
- VP, Operations
= Methods used

- VP’s personal twitter account, corporate twitter account and
VP’s LinkedIn account
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Social media profile = Company C

is actlvely pursuing new YP of Operations opportunities in the

© and open to relocation throughout the South
Eastern us.
Thu Aug 12 2010 19:07:11 (India Standard Time) via Linkedin

o " Profitability, lease terms, etc.
Thu Sep 23 2010 21:32:15 (India Standard Time) via TweetDeck in reply to

# 4 we're stlll open for husmess \l\/hether specific
stores stay open is W
Thu Sep 23 2010 20:41:15 (India Standard Time) via TweetDeck in reply to

"l don't know what to say, except it's Christmas and we're all in

Seeking VP or Senior Operations Leadership Opportunities
Area | Retail

Current « VP of Operations | i i i
« Zone VP of Opwe o« M0 Mt fye ™

5
2
==
I+|+I+I
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Company C DNA Results

= Structure

- Large retail company with nationwide chains
= Decision rights

- Outgrown.
= Motivators

- Employees looking to change job. Major restructuring
underway

= Key information

- Company files for Chapter 11 two months after its account was
monitored by Cyberoam
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Summary of sample disclosures

Negative Sentiments by internal/external sources | 00%
Issues internal to the organization | 5%
Complete Company Profile — 70%
Top Management Personal Profile _ 70%
Client Details | 70%
Company Confidential Information _ 0%
e T A S

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%100%
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Summary of sample disclosures

100%
100%
90%
80%
70% 55%
60% E 50% 50%
50%
40%
30%
20%
10%
0%

Structure Motivators Decision Information
Rights

At least, 50% companies in chosen sample were fully decoded
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Sources of information

M CEO, VP
LI Other Employees
M External Party (Customer, Partner, Media)
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Social Media and Employees: Keeping
Control, Preventing Privacy Breach
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Solving the jigsaw puzzle for privacy breaches
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What you need to know...

Information tidbits that you may not consider private in isolation,
together build up a strong privacy breach scenario

“Anyone knows how ATX technology
works? On SAP?” 29t jan

“Busy...working on new project!”
2 Feb

“@svengel excited about the next launch.”
4th Feb

“Looking for sales people with experience

“Looking for partners.” 14th Feb in SAP.” 4th Feb

“In Taiwan right now.” 11th Feb
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How to protect your organization’s privacy interests...

Identify sources of potential embarrassment/leaks across social media

= Make interactions with analysts, stockbrokers and media full public events
simultaneously with social media disclosures

= Attach press releases in company websites to avoid discrepancy
Pursue best corporate interest policies on social media behavior

= Choose official spokesperson to blog or tweet on behalf of your company

= Set up an online/social behavior policy for employees to ensure they know
what can be communicated, and when?

= Avoid discussing project plans and other business-critical information under
the supposed anonymity of social media
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Conclusion: Solving the social media jig-saw puzzle

Tidbits of information across the Web unravel the very

DNA of an organization

Take corrective and preventive actions

Set up policies on social media behavior

Finally Educate your employees

www.cyberoam.com (¥ © Copyright 2011 Elitecore Technologies Pvt. Ltd. All Rights Reserved.

17



7/09/2011

Cybe‘rOarn / Securing You

Q&A
If any??
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Thank you

abhilash@cyberoam.com
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Current security solutions mainly focus on malware

= Why limit our facebook
knowledge and
understanding of

the |mpact Of Facebook chat
. . message leads
to phony
social media to e
i d malw
security alone? rdmaniars
[rrp— =1
fon )
To
<
Suect s mynetworkon nken
Linkedin invitations || Linkedin
and reminders lead
to malware and || M Ciusiarsn bas dcaid you e aCateagee 2
pharmacy sites || fdiketo sdéyouto my plvsson tvrk oo Lkesin
. From: AV Turiel |
REGOB  Viaw ivstaion from Marcys Chistansen To: A Turel
@
Subject: Fwd:
| Linkedin
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