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Our Products

Unified Threat Management SSL VPN

Data Protection & Encryption

Device Management

Application Control

Asset Management

Cyberoam – Endpoint Data Protection

Privacy Disasters in Social Media –

How Vulnerable is your Organization?

Abhilash Sonwane

Sr. VP- Product Management (Cyberoam)
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Agenda of Presentation

 Social Media Today

 Mechanism of Privacy Breach in Social Media

 Social Media and Employees: Keeping Controls, 

Preventing Privacy Breach
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Social Media Today
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If Facebook were a country?
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WTF! Dad joined Facebook! 
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 75% global Internet users

 15% of total time spent online worldwide

 Average visitor spending (The Nielson Survey)

- 66% more time than a year ago

- Almost 6 hrs in April, 2010 than 3 hrs 31 mins in 2009

 Forrester Analysis

- Americans spending as much time on Internet as TV

Where else would you find?
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 57% of Fortune 500 companies into some form of social media 

activity

Corporate use of social media
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 Breach of organizational privacy…unwanted or unexpected 
events which threaten disclosure of sensitive information

 Power of the organization’s Eco System

 Undesired consequences

- Premature broadcasting of launches, conferences, quarterly 
earning calls, financials

- Employees posting from their own Facebook & Twitter 
accounts

- Wrongful marketing tactics can cause negative publicity

The flip side?
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 Habitat, a UK-based furniture store

 2900+ followers of Twitter account 

 The blunder?

- Misuse of Twitter’s trend hashtags (#) to piggyback on the 

popularity of Iran’s elections

- Hashtags are considered spamming and inappropriate for 

corporate use

An example of wrongful marketing tactics
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 Within moments, Habitat receives several online complaints for 

spamming tactics

What happened next?
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The tip of the iceberg!

HACKED ?

 Keeping corporate information 

private has become increasingly 

difficult with the rising use of 

social media

 Do you want to prevent? 

- Anti-competitive practices

- Industrial espionage

- Costly litigations due to data 

breach

 Do you want to avoid 
disclosing?

- Future plans and activities

- Client and trade secrets
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Mechanism of Privacy Breaches in 

Social Media
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 What we did?

- Monitored randomly selected 20 companies with active social 
media presence

 Research objectives

- To verify the extent to which employees and organizations can 
breach their privacy on social media

- To map the DNA of selected organizations. 

 What constitutes the DNA of organizations?

- INTANGIBLES: Core values, hierarchy, communication styles, 
industry environment, employee morale

- TANGIBLES: Intellectual property, financial information, trade 
secrets

Research objectives
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The four building blocks of DNA…
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How we did it…

Pick an 
organization X

Identify as many 
employees as 

possible from X’s 
Linkedin profile

Go through the 
Twitter and 

Facebook profile 
of employees

Monitor the 
information 

feed from these 
sources

Identify the 
structure and 

hierarchy

Sketch decision-
makers and key 

employee 
motivators

Chart the 
organization X’s 

DNA
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Key demographics and distribution
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 Singapore-based multimedia company 

 Reason for selection? 

- Asian corporation with impressive clients list

 Employees monitored

- Sales director, department head, designers 

 Methods used

- Private tweets of all mentioned individuals

Example 1: Company A
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Social media profile – Company A

Employees not getting salary

Cashflow problems in organization

Bounced salary checks





Employees looking for new jobs


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Social media profile – Company A

Department head resigned?

Sales director resigned?

Owner likely to wind up business





Organization is a subsidiary


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 Structure

- Organization is a subsidiary of another “Parent” company.   

 Decision rights

- Parent company, not evident from website.   

 Motivators

- Organization is about to close down business. General sense of 

apathy and panic. 

 Key information

- Loss-making organization. Serious crisis underway. 

- Clients outsourcing their projects to Company A might reconsider 

their commitments due to this privacy breach

Company A DNA results
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 Based in USA 

 Reason for selection? 

- Manufacturing example

 Employees monitored

- Accounting manager, CEO, CEO’s son, minor employees

- Facebook accounts monitored

 Methods used

- Dummy female Facebook profile, monitoring Facebook posts

Example 2: Company B 
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 Employee leaks company’s financial revenues on Facebook

chat, confidential by his own admission

Social media profile – Company B
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 Structure

- Company’s hierarchy, major business concerns

 Decision rights

- Key decision-makers identified. Organization type: military 

precision with conservative hierarchy. 

 Motivators

- Accounting manager’s psychological profile created

- Went through divorce, looking for single women

 Key information

- Company’s financials at risk from disclosure

Company B DNA results
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 Large retail chain 

 Reason for selection? 

- Large company with distributed network

 Employees monitored

- VP, Operations 

 Methods used

- VP’s personal twitter account, corporate twitter account and 

VP’s LinkedIn account

Example 3: Company C
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Social media profile – Company C

VP looking for new job

Company about to close shop

Chapter 11 filing





LinkedIn profile reflects 
changing job status


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 Structure

- Large retail company with nationwide chains 

 Decision rights

- Outgrown. 

 Motivators

- Employees looking to change job. Major restructuring 

underway  

 Key information

- Company files for Chapter 11 two months after its account was 

monitored by Cyberoam

Company C DNA Results
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Summary of sample disclosures
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Summary of sample disclosures

At least, 50% companies in chosen sample were fully decoded
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Sources of information 
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Social Media and Employees: Keeping 

Control, Preventing Privacy Breach
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Solving the jigsaw puzzle for privacy breaches

“Caught up with Ken 
at the club today.”

Sr.Exec.

HR Mgr.

CEO
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 Information tidbits that you may not consider private in isolation, 

together build up a strong privacy breach scenario

What you need to know…

“Busy…working on new project!”  
2nd Feb

“Anyone knows how ATX technology 
works? On SAP?” 29th Jan

“@svengel excited about the next launch.” 
4th Feb

“Looking for sales people with experience 
in SAP.” 4th Feb

“In Taiwan right now.”  11th Feb

“Looking for partners.” 14th Feb
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 Make interactions with analysts, stockbrokers and media full public events 

simultaneously with social media disclosures

 Attach press releases in company websites to avoid discrepancy

How to protect your organization’s privacy interests…

Identify sources of potential embarrassment/leaks across social media

Pursue best corporate interest policies on social media behavior

 Choose official spokesperson to blog or tweet on behalf of your company

 Set up an online/social behavior policy for employees to ensure they know 

what can be communicated, and when?

 Avoid discussing project plans and other business-critical information under 

the supposed anonymity of social media
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Conclusion: Solving the social media jig-saw puzzle

Tidbits of information across the Web unravel the very 
DNA of an organization

Take corrective and preventive actions

Set up policies on social media behavior

Finally Educate your employees
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Q&A
If any??
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Thank you
abhilash@cyberoam.com
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Current security solutions mainly focus on malware

 Why limit our 

knowledge and 

understanding of 

the impact of 

social media to 

security alone?  


