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computers,

takes aim at banks, phone
companies, even Hollywood.
He's in for the fight of his life.
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Person of the Year
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the age ofappanduserenlightenment

OYLX 28S5SaQ dzi
browserbased file sharing

75% 96%
2009 2 O 10
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5) saley‘brce web‘ _ SharePoint

(a.k.a."Skypeerto-peere 0
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96% of businesses
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the next-generationfirewall

A next-generation firewall extends
network security from web browsing
and email to all applications
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App and User ID are at the NGFW’s core

Not on a

NGFWs have a single access-control policy

Not one portbased and applicationbased

11



NGFWs control unknown applications

A just lets them through

NGFWs control functions within
applications

Not just blindly allow oi

9/7/2011
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NGFWs scan for threats and datain IM,
SharePoint, Google Docs, etc.

do not

NGFWs run all functions without
slowing down

Each further reduces throughput

13
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securityinnovation

Application Usage and
Risk Report T Key Findings

7th Edition, May 2011
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Methodology and Demographics

A Methodology
- Analysis is based on live customer traffic | not a survey

- How are networks being used?
- What applications are running on enterprise networks?
- What are the risks associated with the existing application mix?

A Demographics ] SARCEE T

- 1,253 organizations
worldwide, up from 723

- 1,042 applications found, ]
up from 931 g
95 o
- 28 Exabytes of bandwidth V2500 0 2108 Mar 2009 O, 209 W 2010 Oy 2510 May 20y
Page29 | palo nnnnnnnn

Just for your information

Amount : 28 exabytes
Equals : 32 281 802 129 079 996 416 bytes

Source: http://convert-to.com J

Page 30 | palo nnnnnnnn
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A Organizations are blind to hidden application traffic

- More than 40% of the applications can use SSL or hop ports

- SSl encrypted apps consume roughly 36% of the overall bandwidth

A'Work is more social
- Social networking and webmail use shows 5X growth
- IM use doubled

A File transfer applications: will history repeat itself?

- Browser-based filesharing adapting same characteristics as P2P

Page 31 | palo nnnnnnnn

Worldwide: Many Hidden Applications

Summary: Applications That Can Use SSL or Hop Ports by Technology (All Countries)
SSL on 443 or other port (215) 65 3
SSL on 443 Only (29) 14
SSL on Any Port but 443 (18) [ 114 (3
Dynamic/Port Hopping (171) 85 [}
¢} 75 150 225
= Browser-based (188) Client-Server (178) =P2P (58) Network Protecol (9)

SSL and Port Hopping Application Bandwidth
Consumption (All Countries)

Hidden application traffic

A 41% of the applications (433) found g
can use SSL or hop ports - Oniy (14%)
A Consuming roughly 36% of overall sstusor
bandwidth

A Only 43% use the browser

Page 32 |
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Work Has Become More Social

-asa fTotal A Social Networking and webmail show
0% nearly 5X growth; IM use almost
doubles
1o A Facebook, Linkedin, Twitter make up
- , top 3
0.0% += = z - )
instant Messaging Webmai Social Networking A Facebook extends dominance; usage
s Mz remains fApassiveo
( Social C Social Networking Bandwidth Consumption )
Breakdown (October 2010) Breakdown (May 2011)
Facebook
Apps (1%)
oot Boogin Posing (15%)
(4%) '\ Fanebook
:acehook Social Plugin
PPS (4%)—__| (5%)
P::fi:gm(’?"’;e) Linkedin (8%)
Twitter (3%)_—" Twitter (3%)
LinkedIn (2%). Orkut (1%)
s:un(ﬂ::pon Netlog (1%)
Myspace (1%). AI?:I)«:‘:'SN

Page 33 | © 2011 Palo Alto Networks. Proprietary and Confidential paloa[to

NETWoRRS

Social-Networking - Filter

Application Filker Name: | Social-Networking | [3¢) Clear Filters 76 matching applications
Category a | subcategory = | Technology = | sk | Cheracteristic = |
76 collaboration 76 ial i 69 b based 5 11 Evasive
7 client-server 20 6 Excessive Bandwidth
30 3 1 Prone to Misuse
20 (8 41 Transfers Files
1 10 Tunnels Other Apps

27 Used by Malware
65 Vulnerability
69 Widely used

Name Category Subcategory Risk Technology
ameba-now —
E@ameba-now-base collaboration sodial-networking En browser-based m
Eameba-now-posting collaboration sodial-networking = browser-based
badoo collaboration social-networking browser-based
bebo (2 out of 3 shown) -
Ef bebo-base collaboration sodial-networking [=n browser-based =3
10 | Page| 1]of3| b BB | Displaying 1 - 41 of 58

| ok |
y and Confidential paloalto

NETWoRRS

Page 34 | 011 Palo Alto
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Facebook and Hyves

Name Category Subeategery Risk Technology

facebook
R facebook-apps collabaration sodial-networking (] browser-based
[ facebook-base collabaration sodial-networking (] browser-based
[ facebook-chat collabaration instant-messaging (= browser-based
[z} facebook-mail collaboration email browser-based
R facebook-posting collaboration social-networking [ 4 ] browser-based
[E& facebook-social-plugin collaboration social-networking = browser-based

A Facebook has subcategories
A Not all of them are purely categorized as social-networking

A Hyves, a Dutch variant, is categorized similarly

Name Category Subcategery Risk Technology
hyves.
ERhyves-base collaboratien social-networking 51] browser-based
ERkhyves-chat collaboratien instant-messaging client-server
ERkhyves-games media gaming browser-based
ERhyves-mail collaboration email (=] browser-based
ERkhyves-music media audio-streaming browser-based

Page 35 | palom.wuuw

What makes up the Risk of an application?

Name: facebook-posting
Description: This app detects when users on facebook edit their profile, update their status, post comments, write on walls, click
‘Like! ete.
Additional Information: Facebook Wikipedia Google Yahoo!
Standard Ports: tcp/443,80
Depends on i e T, chat, web o
Characteristics Classification
Evasive: no Category: collaboration
Excessive Bandwidth Use: no Subecategory: social-networking
Used by Malware: yes Technology: browser-based
Capable of File Transfer: yes Risk: [Z3] Custormized...
Has Known Vulnerabilities: yes
Tunnels Other Applications: no st
Prone to Misuse: no Session Timeout (seconds): 30 Customized...
Widely Used: yes TCP Timeout (seconds): 3600 Customized...
UDP Timeout (seconds): 30 Customized...

Page 36 | palom.wuw
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How to control Social Media in your network

paloalto

Objects

Read Only Facebook  Soclal Networking 7y trust  any any any (7% untrust | any. [5 facebook-base  any & BIIIFR @
Allow facebook posting | Data loss Py st any €8 impressive\marketing | any R untrust | any (5 faceboak-pasting | any e A @
Social Networking

App: facebook-base

A Base access to Facebook is allowed for everyone

- From any IP in the trust zone and by any User
« Content inspection can be granularly or fully be enabled
u SSL-decryption is done, when required

- Note: this has nothing to do with Web Filtering!!!
Page37 | © 2011 Palo Alto Networks. Proprietary and Confidential paloa[to
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How to control Social Media in your network

palozlio

Objects

Read Only Facebook  Soclal Networking 7y trust  any any any (7% untrust | any. [ facebook-base  any ¢ BFIPIFS @
Allow facebook posting | Data loss Py st any €8 impressive\marketing | any R untrust | any (5 faceboak-pasting | any e A @
Social Networking

App: Facebook Posting

A Only Users in marketing and from the trust zone are
granted access

- Data Filtering inspection is enabled

Page38 | © 2011 Palo Alto Networks. Proprietary and Confidential paloa[to
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Filesharing: Will History Repeat Itself?

File SharingiFile Transfer Frequency Over Time

—4 ga%
- 1%
a80% B2%

Mar  Oet  Mar Ot ar. et ay
2008 2008 2009 2008 2010 2010 2011

—+—Browser-Based —@—Peerto-Peer  —u—Client-Server

A Browser-based filesharing; increasingly
popular; more than 60 variants

A New business and security risks
introduced through differentiation

AAPremium serviceo Vi a

A Repurposed technology: peer-to-peer,
RTMPT (RTMP encapsulated into HTTP)

Top Application C:

N
=

Email {5.4%)

Infrastructure (8.9)

Enci ry'pted Tu.‘
’ S
(0.8%)

(All Countries)

All Other
Applications
(17 0%)

Sh-rhgt‘l'mnsfer

Page 39 | 2011 Pa to Networks. Proprietary and Confidential

Web based File Sharing

%+ Dropbox
box

S RAPIDSHARE

EASY FILEHOSTING

docstoc

MEGALISLOAL

&

YOUSENDiIt

L ESONIC conm .

THE MNEXT GEMNERATION OF FILE STORAGE

EASY SHARE
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Browser Based File Sharing i minimal risk = 3

Application Filter Name: | Browser Based File Sharing | () Clear Filters 73 makching applications
Category = Subcategory = Technology = Risk & Characteristic =
73 general-internet 23 audio-streaming 73 browser-based 15 [= 62 Evasive
1 auth-service 42 (X 64 Excessive Bandwidth
1 database 16 33 Prone to Misuse
47 email 72 Transfers Files
2 encrypted-tunnel 1 Tunnels Other Apps
14 erp-crm 16 Used by Malware
73 file-sharing Y 57 Vulnerability
15 gaming = 52 Widely used
Name Category Subcategory Risk Technology
4shared generakinternet file-sharing [ browser-based m
51.com (1 out of 7 shown)
[ 51.com-webdisk general-internet file-sharing (74| browser-based
PR general-intemet file-sharing s ] browser-based
aim-express {1 out of 2 shown) r
e e e et e e general-internet file-sharing (= browser-based v
Pagel 1|of2| [ DB Displaying 1 - 40 of 80

. =R

Page 41 | palo nnnnnnnn

A Organizations are blind to SSL

- and the amount of SSL in use is forecast to continue growing

A Social networking is making the workplace MORE social
- Itisn't replacing other modes of interaction
- In fact, it may be helping them

A Browser-based filesharing is rapidly evolving

- many now have the same characteristics as P2P

« Clients have been developed and configured

- Will they introduce the same types of risks?

Page 42 | palo nnnnnnnn
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Application Anatomy

#2 paloalio
Applications Have Evol vg4

A No longer adhere to port = protocol

A Use port 80 but are not web browsing i sometimes even client-server
A Hop from port to port

A Use encryption

A All types - both business or personal

paloalto
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