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the age of app and user enlightenment
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browser-based file sharing
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(a.k.a. "Sky peer-to-peerέύ
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96% of businesses
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the next-generation firewall
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Not on a Blade

Not one port-based and anotherapplication-based
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A bladejust lets them through

Not just blindly allow or block



9/7/2011

13

Blades do not

Each bladefurther reduces throughput
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security innovation

Application Usage and 
Risk Report ïKey Findings

7th Edition, May 2011
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Methodology and Demographics

ÅMethodology

- Analysis is based on live customer traffic ïnot a survey 

- How are networks being used?

- What applications are running on enterprise networks? 

- What are the risks associated with the existing application mix?

ÅDemographics 

- 1,253 organizations 
worldwide, up from 723

- 1,042 applications found,
up from 931

- 28 Exabytes of bandwidth

Just for your information

Amount : 28 exabytes

Equals : 32 281 802 129 079 996 416 bytes 

Source: http://convert-to.comJ
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Key Findings

ÅOrganizations are blind to hidden application traffic 

- More than 40% of the applications can use SSL or hop ports

- SSl encrypted apps consume roughly 36% of the overall bandwidth

ÅWork is more social

- Social networking and webmail use shows 5X growth 

- IM use doubled

ÅFile transfer applications: will history repeat itself?

- Browser-based filesharing adapting same characteristics as P2P

© 2011 Palo Alto Networks. Proprietary and Confidential.Page 31 |   

© 2011 Palo Alto Networks. Proprietary and Confidential.Page 32 |   

Hidden application traffic

Å41% of the applications (433) found 
can use SSL or hop ports

ÅConsuming roughly 36% of overall 
bandwidth

ÅOnly 43% use the browser

Worldwide: Many Hidden Applications
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Work Has Become More Social

ÅSocial Networking and webmail show 
nearly 5X growth; IM use almost 
doubles

ÅFacebook, Linkedin, Twitter make up 
top 3

ÅFacebook extends dominance; usage 
remains ñpassiveò

Social-Networking - Filter
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Facebook and Hyves

ÅFacebook has subcategories

ÅNot all of them are purely categorized as social-networking

ÅHyves, a Dutch variant, is categorized similarly
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What makes up the Risk of an application?
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How to control Social Media in your network

App: facebook-base

ÅBase access to Facebook is allowed for everyone

- From any IP in the trust zone and by any User

ü Content inspection can be granularly or fully be enabled

ü SSL-decryption is done, when required

- Note: this has nothing to do with Web Filtering!!!
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How to control Social Media in your network

App: Facebook Posting

ÅOnly Users in marketing and from the trust zone are 
granted access

- Data Filtering inspection is enabled
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Filesharing: Will History Repeat Itself?
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Å Browser-based filesharing; increasingly 
popular; more than 60 variants

Å New business and security risks 
introduced through differentiation

ÅñPremium serviceò  via a persistent client 

Å Repurposed technology: peer-to-peer, 
RTMPT (RTMP encapsulated into HTTP)

Web based File Sharing
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Browser Based File Sharing ïminimal risk = 3
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Summary

ÅOrganizations are blind to SSL 

- and the amount of SSL in use is forecast to continue growing

ÅSocial networking is making the workplace MORE social

- It isn't replacing other modes of interaction

- In fact, it may be helping them

ÅBrowser-based filesharing is rapidly evolving

- many now have the same characteristics as P2P

ü Clients have been developed and configured to run and share óautomaticallyô

- Will they introduce the same types of risks?
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Application Anatomy

Applications Have Evolvedé

ÅNo longer adhere to port = protocol

ÅUse port 80 but are not web browsing ïsometimes even client-server

ÅHop from port to port

ÅUse encryption

ÅAll types - both business or personal 

ÅFor exampleé.


