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Introduction Introduction

Involved in the industry since 1989

Worked as consultant for several CERT-organisations and commercial * Established 1985 in Germany (Bochum): over 25 years old

enterprises like Westcon (NOXS) and Kaspersky Lab * Privately owned

Security Evangelist at G Data e Security-Pioneer: first antivirus solution in 1987 ... Atari

Co-founder and Director Security Industry Relationships of EICAR * Security solutions for end users and companies based on

Press officer at AMTSO dual engine, cloud security, etc

¢ Available worldwide in more than 90 countries

EICAR Director (g W i
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Some History: The old days !

TIME
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Some years ago

GDATp

Go safe. Go safer. G Data.

GDATp

Today’s Threats G
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What are the real GDAGTA
threats? W

Data Theft -

Viruses
“" Worms  Spyware
PeerToPeer
attacks
Adware External i
Internal Hacker i
Hacker Spam ’
_ Mailers
Exploits i *
Identity Theft o DoS ..~
User Phishing .
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The Number A=)
Game?

New unique samples added to AV-Test's malware repository (2000-2010)
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o
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New threats per day 60.000 ... Signatures are lower (malware also)

Counting every threat or just families of threats ...
I
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The Good
Social networks?

= Working together, Socialize,

Friends
. . = Fast, News, Gossip, Applications,
EHP Fﬁovie combination Games
= Question: Who' Facebook,
..... Yo m@buhti/( Question: Who's on Facebook: e
SC% @I Networ S

e flexibility
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The Bad: Twitter The Bad: Youtube

BN Broadca: rself
YlJll Tllhe Worldwide | English 0@ & v | Account | QuickList (0) | Help | Sign Out
Home = Videos ‘ Channels ‘ Community | || Search Upload  w

Mame of location seaich Home Find & Follow Seftings Help Sign out

Subscribe

=

About

miChelle1 - Nmnem\challe‘\-
Webh hnp._

Following

Check out my new website v
ot/ A .. o :

2days agn from weh

Embed [<object

» More From: cata0
¥ Related Videos
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Following

» . 003723 | 8| €9

@ 2008 Twitter AboutUs Contact Blog Status Downloads AP Help Jobs TOS Privacy
Rate: 0ratings Views: 1,962

& Share @ Favorite =) Playlists /® Flag

(4 Send Video & MySpace Facebook more share options
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The Bad:

Facebook

(] Posts by Everyone

total facebook views c

w B E

"

My total facebook views are: 5714

Find out your total profile views @ http://bitly/e1iCS8

4 seconds ago via Real Friends V4.5

—-—
My total facebook views are: 12035

Find out your total profile views http://bit.ly/gslect

7 seconds ago via Read The Words

S
My ot facebook views are: 862
Find out your total profile views http://bit.ly/g6lect

14 seconds ago via Read The Words

- =
My total facebook views are: 1245

Find out your total profile views http://bit.ly/g6lect

a few seconds ago via The FreshMen

-_—-
#y et facebook views are: 25406

Find out your total profile views http://bit.ly/g6lect
a few seconds ago via Read The Words
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Request for Permission

Pro Check+ is requesting permission to do the following:

™ Access my basic information
Includes name, profile picture, gender,
networks, user ID, list of friends, and any
other information I've shared with
everyone.

Post to my wall
Pro Check+ may post status messages,
notes, photos, and videos to my Wall

Access my data any time
Pro Check+ may access my data when I'm
not using the application

Report App

Logged in as Sl (Not You?)

Pro Check+

m Don't Allow

Go safe. Go safer. G Data.
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The Bad: LinkedIn

Jessica Alba naked
Jessica Alba naked at Company Net
Albany, New York Area

Current
Industry

Websites

® Jessica Alba naked at Company Net
Aviation & Aerospace
® Jessica Alba naked PART 1

® Jessica Alba naked PART 2
® Jessica Alba naked PART 3

D Jessica Alba naked’s Experience

Jessica Alba naked

Company Net

(Privately Held; 11-50 employees; Aviation & Aerospace industry)
Currently holds this position

@ Additional Information

Jessica Alba naked's Websites:

Jessica Alba naked PART 1
Jessica Alba naked PART 2

Jessica Alba naked PART 3
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07.09.2011




GDATp

Vulnerabilities/
Problems

* Human behaviour
* Social engineering
* Curiosity, naivety
* Trust in friends
* Lack of awareness

e Technology problem
* Zero-day vulnerabilities
* Lack of patches
* Unlicensed software

Go safe. Go safer. G Data.
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Technology
problems

Critical vulnerabilities:

It is NOT only the OS like
Windows

It is pdf’s, flash, Java, etc ... -

o)

Rank  Name
1 Adware.dgent NGZ
2 GemaratAdwe Fottard
3| WormAdkorun VHG

4 | Tregan.AutorsrddF.Gen

6 | Explot.Cplink.Gen
7 Mware dgest 1T

§  JavaTrojan Explsit Bytverfy.Q

§ | JavaTrojan.Downicader.OpenConsecton Al

I5:Downisader-20Y [7r]
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Human GDATA
vulnerabilities
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Human problems

Example: Humans and Kido/Conficker
P P

and

l Removable Disk (G2)

[7] Always do this for software and games:

Install er run program

Open folder to view files
: l Publisher not specified

General options

Open folder to view files
] using Windows Explarer

7% speed up my system
éw“ using Windows ReadyBoost

Set AutePlay defaults in Control Panel
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How does a web 2.0 )

attack work?

Malicious
Ynu- website

&

[ Victim

Go safe. Go saici. G Data.
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Social networks
and success rate

* Social Network attacks — very similar to how
email worms used to spread

* Success rate of infection:
* Rate factor 1 when spreading through email
* 10 times higher when spreading through social networks

* Problems with social networks are not limited to
malware

* Risk of personal information leakage which can

be misused
. Go safe. Go safer. G Data.
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Social networks
and privacy
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Today’s Networks goara
Lack Boundaries

¢ Internal/External network

* Individual Users connect from multiple
locations

* Managed/Unmanaged devices

* Individual devices operate both inside the
network, and on public networks

* New Devices on the Network eg. L
Netbooks, Mobile devices, etc /
Internet

Go safe. Go safer. G Data.
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http://www.linksys.com/servlet/Satellite?childpagename=US/Layout&packedargs=c=L_Product_C2&cid=1115416822341&pagename=Linksys/Common/VisitorWrapper

Social Media
... Clouds

Go safe. Go safer. G Data.
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¢ A CyberCrime &
Botnets y
= Profitability ¢
Botnet used for:
. DDOS's = Easy to do
(technically and morally
= Spam, gathering data for Spam
* Phishing = Low risk business J
= Stealing private data
= Ransoming = New services that are ¢
profitable to attack

= Botnet renting

= Click fraud, BH SEO poisoning, etc
Go safe. Go safer. G Data. Go safe. Go safer. G Data.
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That's what
we say?

Go safe. Go safer. G Data.
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The survey and other

related problems

- G Data worked together with SSI a global
provider of sampling solutions with an
international staff of 400 people
representing 50 countries and 36
languages with 6 million research
respondents in 72 countries

- Ourresearch was done online in 11
countries: Austria, Belgium, France,
Germany, Italy, Netherlands, Russia,
Spain, Switzerland, UK, USA

- Around 16.000 respondents in 2011

- Survey questions= Brainstorm result of
some brilliant minds inside G Data

Go safe. Go safer. G Data.
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One of the questions:

Do you click on links on social networks?

70,00%

60,00%

50,00%

40,00%

30,00% -

20,00%

10,00%

Yes, fromall Yes, only from friends

Question 4B : Do you click on links on social networks?

= World
[ Austria
= Belgium
| France
W Germany
mltaly
ENL

W Russia
m Spain

H Swiss
BUK
BUSA

Survey results copyrighted by G Data

Go safe. Go safer. G Data.
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Do you click on links on social networks?

m Yes, from all

M Yes, only from friends

= No

Go safe. Go safer. G Data.
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Another question:

How do you know Sites you visit are Safe? How do you know sites you visit are safe?

60,00%
s0.00% | World =1 am alerted by fire wall
g [ Austria
m Belgium
40,00%
W France
30,00% ® Germany  1assume my AV protects me
o Italy
20,00% mNL
M Russia
10,00% H Spain M | assume | only visit safe sites
B Swiss
0,00% UK
I am alerted by fire wall 1am alerted by AV product | |assume my AV protects me | | assume lonly visit safe sites | o
Question 5 : How do you know sites you visit are safe?

Survey results copyrighted by G Data

Go safe. Go safer. G Data. | Go safe. Go safer. G Data.
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The last question:

What happens when your PC is infected?

W World

© Austria
H Belgium
B France

W Germany
mitaly
ENL

B Russia

® Spain

B Swiss

PCcrashes | Somethings [Strange pop-ups| PCbecomes | Nothing special
stopworking | and sounds

B UK

WUSA

Question 6 : What happens when your PC is infected?

Survey results copyrighted by G Data
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THE FUTURE
3

* Continued human behaviour attacks and social media attacks
* More programs and apps related malware => mobile malware
* 64Bit Malware (eg. TLD4 rootkit), Java/pdf based malware
* More targeted attacks driven by hackitivism (visible), cyberespionage or
cybersabotage

=>» The real problems will stay under the radar of the public ...
' Go safe. Go safer. G Data.
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Thank you!

Eddy.Willems@gdata.de
Find me at G Data, Twitter, Youtube, etc ...

Go safe. Go safer. G Data.
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