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Creation of a European IT leader "Siam | ORP

- 2009 Europe MS revenues (€ bn)

1.1BM
—> New Company
2.HP-EDS
3. T-Systems
4. Capgemini

5. Fujitsu

10. Accenture
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The Olympics environment (Beijing) A, | OR9

.
Olympic Venue Distribution

.
[l
Oympic Green A
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The Olympics environment ASam | OR9

230.000 accreditations (Beijing)

A X

40 Venues / 70+ Competition venues (Beijing)

ATHENS 2004
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The Olympics environment ASam | OR9

Outdoor
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The IT Project ASnam | OR9

+ Highly visible and critical, no second chances

+ Complex project management
* Leading a consortium of partners and suppliers

* Company integration with no hierarchical control
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Q
OMEGA

Timing, Scoring Systems

Kodak Lo lenovo

Film/Photographics A Hardware & Servers

& Imaging

Panasonic. < Atos [ @

AVITVIVideo Orlgln Wireless communication
Equipment equipment

8 \ 4
Sevoon dOae

S@HU.com
PE¥RE Telecommunications
Internet CHINA MOBILE

E % @ B ¥ XK
Telecommunications

(Beijing 2008)
u

The IT Project ASnam | OR9

+ Highly visible and critical, no second chances

+ Complex project management
* Leading a consortium of partners and suppliers
* Company integration with no hierarchical control
» Integration of cultures, ways of working

* Understand -> Measure/Analyze -> Design -> Build / Test ->
Run / Analyze

» Change control — change management

» Complex systems - Massive testing program
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The IT Project

Atos il &
Origin | QQ

» A robust Information Security strategy

* Huge deployment task

in a short period of time

* PC Factory

« Software Distribution

A complex mix of
technology,
processes and people

A risk-management
driven project

» High level of dependency on volunteers

* Recruiting

* Training

* Knowledge capture, management and transfer
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The Scale of IT

Sports Events

Venues / Comp V.

IT Team

PC Workstations

Servers

Printers

Accreditations

Network devices

.'l'
!
.
Re-d

.

o)

"Siam | O
S
Ty

)

301 302
26 /36 40/ 70+
3,400 4,000
10,500 10,000
850 1,000
4,000 2,000
200,000 230,000
2,500 1,000
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Objectives Sl | 0P

Protect the Games IT infrastructure from any undesired
and/or uncontrolled phenomena which can impact any parts of
the result chain and associated services

Timing and Scoring Information Diffusion Games Management
Systems Systems Systems

Modial Encourters

‘SportEntres
Protocal &Athltas
uaiication
GAMES
o MANAGEMENT
a
oo SYSTEMS Transportation

Near real time
Feed to the Olympics Resource
Press & Broadcasters Planning Applications

Remote Services

Real time
applications
(Scoreboard)

Availability
Integrity
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End-to-end Information Security

UNDERSTAND ANALYZE

Understand Business Identify Evaluate the Risk Implement
Requirements “normal” Behavior (based on ) Architecture
Define Define criticality Ll G
Security Metrics of Systems and Data (based on scenario) Enforce

Security Controls
Using Technology

Assess Vulnerability Enforc_e
L Co'\:l\(t)rnollt: TJI;?n
Security Posture 9
Technology

Respond Monitor for I. Use adopted Real Time
to the Incident

“abnormal” Behavior Risk Management Technology
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Risk Modeling *Sim |09

Scenarios: “What — How — \What for”

* What: describes the threat

* How: defines which vulnerability is exploited to break into
the target

» \What for: describes the purpose of the attack

Example of scenario:

Aworm is released in the CIS VLAN through
OS vulnerability to disturb the commentators

Validation of the scenarios:

* Penetration Testing (TR1 & TR2)
+ Security Reviews (Internal AO project team)
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Risk Mitigation Strategy S | OR9
Qualitative risk measurement
Top down (scenarios) and bottom up
approach (from IT) N Preventive
Consider the following g Detective
controls for each scenario: £ scs Corrective
* preventive W sc17 /sw /.
+ detective Sc7  sco
* corrective Wscil @sc12
ik Sc 10
These controls become the -scs
building blocks for: ®sc1 /':fm
+ security policies @i Wsc1s
« procedures Wse0 e C°
+ architecture Wsc1 Wscrs
« monitoring ooz Wees T e

Likelihood of Occurrence
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Integrated Security

Information Security

Atos i
Origin

QP

I Service Desk Training

I Configuration Management Egz:‘g::”?my B * Information Secu rlty
Incident Resp IS not an extra

| Incident Management Handling Process

Problem Management

Release Management

Security Monitoring

Vulnerability-and Patch

' N §F B N & N B N ON O

domain

Information Security
is a transversal

[ Change Management Member of the CCB activity

[ Service Level Managemert E&: %:“.f:s‘iﬂ:;"“’ + Information Security
[ Financial Management Secunty Rl I(Se :2;2% rdaetg)dWI th

| Capacity Management the rest of IT

[ T Services Continuity Management Iputto Security Risk Operations

[

Availability Management

Input to Sgcumyﬁisk
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Testing and Training Ao | 009

Origin

» Applications go through exhaustive integration testing
programs.

» Systems undergo technical
tests where performance,
load and fault performance
are tested to their limit.

» Teams are trained following
comprehensive programs to be
ready to operate the systems and react to different
scenarios according to the defined policies and procedures.

a
Operations i | 0RP
» How to understand over 20,000 12000000

security event types?

10.000.000

» How to recognize real threats in 8000000
12,000,000 security events / day? 6000000

4.000.000

The solution:
Real Time Security Risk Management

* Implement a Security Information and Event
Management (SIEM) solution

+ Perform Intelligent Event Processing
* Active Filtering
« Aggregation & Correlation
* Prioritization

2.000.000

* Real Time Auditing
Predefined Incident Management Process
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No Business Impact
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The trend in Information Security at the S, | OR®
Olympics

24 ADVANCE YOUR BUSINESS >

Atos, Atos and fish symbol, Atos Origin and fish symbol, Atos Consulting, and the fish symbol itself are registered trademarks of Atos Origin SA.
© 2006 Atos Origin. Private for the client. This report or any part of it, may not be copied, circulated, quoted without prior written approval from Atos Origin or the client.
June 11

12



Atos@m
Origin

Security Monitoring ST | OQ9

SIMv 2
- Correlation with business rules

Security monitoring per - Improved reporting

environment

- Improved performance

SLC Athens Turin Beijing
1 e 1 1 1

2002 2003 2004 2005 2006 2007

2008

Security Information Management SIM v3

providing: Collection, Filtering, - Auto Audit integration
- Auto learning rules
- Multilayer processing

Aggregation, Correlation,
Prioritization across the different
environments

* Speed: As close as possible to real-time: from minutes to seconds

» Relevance: from 3 million events logged to 3 attempts prevented
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Identity Management ST | OQ9

- Active Directory for Windows environment

- [dM system implemented
- LDAP for UNIX environment

) ) - Access control based on job description
- Radius for Network environment

- Oracle and SQL authent. for Apps and DB

- Approval based on organizational structure

SLC Athens Turin
o 1 1
T T

2002 2003 004

Beijing
1

2005 2006 2007 2008

- Directory synchronization:
Active Directory to LDAP

1dM workflow fully integrated with

- Application authenticating

L Operational procedures
against AD and LDAP

Increase consistency: from environment based to job description based

Decrease account creation time: from days to hours
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Future plans: “Intelligent SIEM” ASnam | OR9

Identity Management
1

Intelligent SIEM
1
)5 2006 2007 2008 \London

Security Monitoring

-t - -

)5 2006 2007

Security Event information in real
time enriched with “intelligence”
from ldentity Management

When we send a Security Guard to investigate,
they are no longer looking for an IP address,
they are looking for a face
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Atos il ~
If we can do it for the Olympic Games, Grgin | QR

imagine what we can do for you!

= Se S5

Innovation is about ‘turning new ideas into real business value’
Download our briefing pack from:

http://lookout.atosconsulting.com/static/downloads/ate 10-10315 oo
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