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See more, Act faster
and Spend less

Using a GRC solution in your
compliance domain

René Pieéte, RSA, the Security Division of EMC
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RSA, The Security Division of EMC

mﬂastructu,»e

EMC2 is a world leading

information infrastructure company
enabling org.anizations.to brin_g the Add Y ialize
power of their information to life Intelligence & Automate

VMWare is a world leading

Virtualization company Virtualize, Information
Optimize & Energize

RSA is a world leader in

securing information infrastructure
ensuring that information is always an
asset and never a liability
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Agenda

ARSA Archer Overview

AContent - Authoritative Sources (example PCI
DSS)

ACustomer Cases

AEMC CIRC

ASecurity Incident Management
AArcher in the Cloud

AQ&A
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GRC Situation in Enterprises
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Source: Corporate Integrity/OCEG
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Archer Overview

Archer Solutions

N 4

e e &

Archer SmartSuite Framework
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RSA Archer

What does Archer do?

oy ———T

Ascher Community

Provider of Enterprise
Governance, Risk and Compliance
(eGRC) software solutions

RSA
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Archer Exchange
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What is GRC?

MGovernance 8 The culture, policies,
processes, laws and institutions that
define the structure by which companies
are directed and managed.

Risk Management & The process for
ensuring that important business
processes and behaviors remain within the
tolerances associated with those policies
and decisions, going beyond which
creates an unacceptable potential for loss.

ACompliance 8 The process of adherence
to policies and decisions. Policies can be
derived from internal directives,
procedures and requirements or from
external laws, regulations, standards and
agreements.

EMC
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The GRC Law Enforcement Analogy

3’ AGovernance = Setting the rules

ARisk = Ensuring the correct controls are in
place and functioning

ACompliance = Measuring the effectiveness of
the rule

T Understanding the process used to define the rule

T Understanding how well people adhere to the rule

RSA EMC
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Before Archer

How We Get Work Where We Keep Our Work
& @ L P m AP xw
R Access
Phone Call Email Postdt  Help Desk Tickets Applicalions Databases Spreadshests Word
Docs
B = & S, L e
Service Requests  Meeting  Tap on the Shoulder MotePad  Intranet  File Drawer File Share
How Others Know the Status of our Work How We Prioritize Our Work
B = € & ‘7 &
Help Desk Tickets Meetings Phone Call Post-It
Phane Call Deadiine f
Tap on the Shoulder ~ Share Point Service Requests @ Status
Our Brains To Do List
Tal-‘.kl-‘.
2
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After Archer

How We Get Work

Self Service

Where We Keep Our Work

Archer

How Others Know the Status of our Work

Self Service

RSA
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eGRC Ecosystem

Archer Solutions

How We Prioritize Our Work

|

Dashboards Archer
A

Tasks

Our Brains Reports

) 29, (o

Archer SmartSuite Framework

Archer Community

RSA
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Archer Exchange

G Archer |

EMC
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RSA Archer eGRC Solutions

The Foundation for a Best-in-Class Governance, Risk and Compliance Program

Compliance Management Policy Management

Evaluate the design and operation of your Centrally manage policies and control standards,
internal controls, and respond to policy and map them to objectives and guidelines, and promote
regulatory compliance issues with awareness across your enterprise to support a
remediation or waivers. culture of corporate governance.

T Policy
Audit Management Management | Management Threat Management

Centrally manage the planning, Track threats through a customizable
prioritization, staffing, procedures - early wamning system to help prevent
and reporting of audits to increase Managemant attacks before they affect your
collaboration and efficiency. enterprise.

Threat
Management

Enterprise

Vendor Sanras Management
Management

Vendor Management Enterprise Management

Centralize vendor data, manage Manage relationships and
relationships, assess vendor risk, Incident Risk dependencies within your enterprise
and ensure compliance with your e s et hierarchy and infrastructure to support

m:.’?:; &£ risk and compliance initiatives.

Contin.
Management

policies and controls.

Soy,, w B ’
Incident Management Fnance, RIS Risk Management }
Report cyber and physical Identify risks to your business, evaluate
incidents, manage their escalation, them through online assessments and
track investigations and analyze metrics, and respond with remediation or
resolutions. il Continui acceptance.

Automate your approach to business
continuity and disaster recovery
planning, and respond quickly when
crises occur to ensure your ongoing
operations.

RSA EMC
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GRC Da§hboard and Reporting
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Authoritative Sources
(example PCI DSS)

Content Library

A17 Policy Templates

A80 Authorative Sources
A960 Control Standards
A5600 Control Procedures
A10000 Questions

RSA
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The Giant Spreadsheet

PCIl to GRC - Beyond the Giant Spreadsheet

g
&
Giant spreadsheets are a common tool that 3 2| . -
i X = ]
companies use to map technical and = 2 = 2 = R
. -] 8 2
procedural controls across the various 2 2 © @ § z % S = ;% =
regulations that require or suggest them. S(E(8|¢g Ele|% |z 3 § g &
. E 5 B £ b=
They are useful in highlighting overlaps, but 22 8s 3 % H § 53 B E
they should be used to drive controls fEnsfEzd&feies 23
R . s g = w x5 = E
automation, not replace it. > =22 3|2 T E = 2T Sl
g P2 58 8 2 86 3 & g ©
E £ g = B8¢&8f E F - -
2512 3 5uy 8k sy 2l
Harmonized Control Title R R N N L e e e A
Conduct an economic feasibility study 1
Information architecture
Farmulation of acquisition strategy x X
Third-party service requirerments x X X X
Risk Analysis report and decision approval. 1x x| X X
Procurement Control X ®

The use of personal devices will be appraved only in

extremne cases and only if the owner signs a forfeiture

statement in case of a security incident x|
Document the software product acquisition methadology

Contract for and manage escrowed documentation

Software licensing

Establish third-party software maintenance agreements

P of facilities, . and technology

senvices

Examine received software for vulnerabilities

ine received far iti

A
®
B3

e
E KX X

Source: ffied Compliance Framework, 2009

RSA EMC
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Archer Authoritative Source - PCI

Topic: nclude Requirement 01

Source Name: Payment Card Data Security Standard v1.2

S ‘The Payment @ developedto nd data securty and facitate i i globaly. This document,
PCIData Securty i Assessment Procedures, uses as ts ton the 12 PC i 0 i testi into t
is designed for use by nducting for i Who must npliance with the PCI D!

Topic Name:  Reaurement 01

data
Firewals are computer devi G networks (external), as wel as traffic into and out of more sensiive areas within a
“The cardhokder i fa t a company. A i
that do i tera.
Allsyst I ized access . whether % 3
business connections, via wireless networks, or via other sources. Often, seemingly can
y . Firewals are a key protection mechanis: ly computer network.
Section Name: 01.01 Firewall and Router Configurations
Section Estabiish i i i i 11

Sub Section Name: 01.01.01 Firewall and Router Change control

Sub Section Description: Establsh a for approving and testin and changes
Sub Section Name: 01.01.04 Fir 2 Roles
Sub Section Description: Estabsh a description of groups, roles, and es for og

RSA EMC
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PCI source is linked to Controls

Archer Policy Management includes seven core components.

a Application
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Controls are linked to Assessments
and Tests

Archer Compliance Management includes eleven core components.

Question Control
Library Procedures

Configuration
Checks

Configuration
Check Results

Exception Remediation
Requests Plans - Application

B Questionnaire

The RSA Archer SmartSuite Framework

Application Builder

Build and tailor on-demand applications
and package them into solutions to solve
business problems.

Integration
Seamlessly integrate cross-

departmental and enterprise
data systems with the Archer
SmartSuite Framework.

Web API/ Applical
integration B

Reports and Dashboards

Define and automate business Gaina _real»tlme view .Of your
processes to streamline the we 3 - enterprise through_acuonable
management of content, tasks, & Dashboard reports and graphical dashboards.
statuses and approvals.

Business Workflow

Nouficasons B cees
Cantrol
Appearance :
Access Control

Enforce access control at the

system, application, record and field

level to ensure a streamlined user

experience.

Notifications

Automatically notify users via

email when content changes, task

enter their queue or deadlines Appearance

approach. Brand the interface with your
corporate colors, graphics, icons and
text to facilitate end-user adoption.

RSA EM!
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The Archer Community

Sharing ldeas, Driving Innovation and Empowering Success

o

Idea Exchange

Blog Downloads

A 5,435 Members*

A Orffhédeetial network that
A stippdrsedatsoration
A afhéiPelientdspartners and
A p?amﬁﬁwiﬁé?ts
3 MerRBErs ?1£re ideas, vote
8 lefere t Qt ?]
for, product enthancements
A N, q,|§9yss GRC trends
A IT, Finance, Operations and Legal
*) as of 16th Jan 2011

f%Archer Community

Ay prene v Sae ) Avens Excraope |
Sharing iawon, Driving innovation.
Empowaring succes.

ey reem— ||

Sharing Ideas. Driving Innovation. Empowering Success.

2292 Community Users e 2133 Forum Posts e 25340 Downloads e 1501 Ideas | o7,

¥ Archer Blog
T echer 1o v news an sy e ana 3 ety of
Ao (g Fom g0 arnancemicts o upcome
Ve, Mearsofthe Arche Cammendycanpost commantey
Tonesios

& Archer Discussion Forums
A ———
e Conmet s st ks 1
hNange B4 BacHCHS S s G0

@ Archer Downloads

R ea———
Communty mamoas This Yoy inchoses an ara ot Ao
aring matetls, b and efrence des rodud cvrdews
ans satton corent

- Archer Idea Exchange
TheAecher e Exchange s n eaey-use ol o uteing
ant dscussig produc ssnancamant eauaits. Communty
e My cas s ot atnancerets it wuld ki
organzaties soccass

VIEWA
ARCHER CHAT pirids
onune | | oeMo

Tramng || widsos

2009 Archer National Summit
Videos Are Available Now!

| Archer Coruncason Traning
Juky 731, 208
Asat, G4

Archar Cartitcaton Traming
Aagunt 37209
Overand Por

Acnar Carttcaton Trani
Rogust 3644, 3003
Chicage, &

Archer Cortificaton Trsning
Augunt 3438, 2608
e York, ¢
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The Archer Exchange

Enabling Enterprise Governance, Risk and Compliance Initiatives

b
Content

3 Online marketplace for on-
demand applications,
services, content and
integration solutions

3 Dedicated to supporting
enterprise GRC initiatives

RSA
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@Archer Exchange

P T — )

Enoting Enwron GAC mitoten

Comteot | integraton || abost || Dastbosra | admnstrsvon

prvem)

(3 accenture
I Application Exchange

ARCHER CHAT

&7 onume

Your Online Marketplace for Enterprise GRC

The possibilities are endless,

fEdifico  @shadik  Accutant 2 ot

\dontify your kay controls, avaluale
their effectveness and demonsirale
complance lo key stakehoxders.

@
ucm

| cersarm now |
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Archer Exchange
examples of new applications

A Anti-Money Laundering

A Anti-Bribery

A Fraud Incident Tracking

A Firewall Change Requests

A Privacy Program Management
A Site Security

A Document Repository

A Asset Risk Scoring

A External Data Review

A Governance Board Reporting
A Security Event Analysis

A Vulnerability Analysis

RSA
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A User Termination

A Offshore Suppliers

A PCI Compliance

A Application Issues Tracking
A Service-Oriented Architecture
A Treasury Management

A Company Initiatives

A Security Strategy

A Project Management

A Regulatory Examination
Management

A Key Controls
A Compliance Matrix

) 20,Y (04
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Enterprise GRC Realized

The Power of the Framewaq

Document
Library

Governance
Board Reporting

Audit
GRC Strategic
Roadmap

Vendor
Management
Compliance
Matrix

Incident
Management

Metrics
Reporting/
Dashboards

Key
Controls

RSA

Compliance
Management

Management

| Management

Company
Initiatives
SLA
l Management

Policy < Business
)} Management Hierarchy

Threat
Management

Enterprise

S Management |

FRAMEWORK

Fraud Risk
| Assessments
Risk
Management

Business |
Continuity
Audit Issue
Management

Project
Management

Regulatory
Examination
Management
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Customer Cases

2009 Sales by Industry

Enorgy

23

Archer Customers

Sample Clients

Who uses Archer Technologies?

3 1lin 4 Fortune 100 companies

% &Mh"‘“‘@ HSBC <» 3 36 of the top 40 US financial services
) institutions
3 5of the largest US telecommunications
@ @ Walmart >.< firms
y e 3 14 of the leading insurance providers
3 12 of the most prominent technology
%M&T Sprint‘)’ - companies .
= verizon 3 Essential go%g%g?&mgmn g{;}([)les

Prtessntsarvias
™

amercantiines | | FedlEx @a
Alistate. . f
GUARDIAN HTLI;'?EOKD
eh’ NOKIA | | Microsoft’
= (onnecting People

RSA
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BEFORE AFTER
4 N/ N
NEEDS
Identify high-risk systems Reduced effort for
information security
Improving visibility of risk Monitor compliance officers, resulting in $1.5
and compliance across a through periodic million annual savings
global pharmaceutical assessments
company Reused assessment
AWedve seen a huge I r rycpu Ic tei '81@ n -Btopa A _queStionnaires' resu_lting
in resourcing [for compliance]. sho p 0 for r i s in$250k annual savings
What d to take literall . f
to two monthe. . it fQ@“‘Er@EQn of Comp"ance )
reduced down to a day or two requirements, continual Reduced time to track
at most.o assessments and assessment completion
Information Security Manager ongoing remediation from 2 months to 1 day
RSA EMC
© Copyright 2011 EMC Corporation. Al rights reserved. 25
BEFORE AFTER
4 Y4 N
NEEDS

Tracking lost packages
across a Fortune 100
transportation company

Al RSA] RSA's sol u
us to track incidents impacting
millions of packages moving
throughout our supply chain

on a daily basis.o

Director of Global Incident Response

RSA
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tion

Automated incident
reporting

Investigation
management for incidents
reported worldwide
enabl es
Dashboards that enable
the organization to
expand research to all
claims and missing
shipments

13

Substantial reduction in
lost packages

Ability to identify failed
controls to eliminate
certain loss incidents
altogether

Replaced a homegrown
solution, resulting in
$250K annual savings

EMC
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Customer Cases

Financial Services

Fortune 500 financial services firm relies on Archer for their
enterprise GRC program to consolidate processes, key metrics and
workflow into a unified system

Retail

Fortune 100 retailer utilizes Archer to automate, manage, track
and report on their global risk and compliance program for all
stores and distribution centers

Objectives:

+ Enable managers to actively own and manage risks
+ Provide an intagrated view of how risk is managed across the S e

oreanizstien . o Conduct thousands of audits each year—at least one per
Inform strategic, operational and financial decisions and ot

investments in risk mitigation and control activities
Help management and the board satisfy governance
responsibilities

Objectives:

* Evaluate li and overall

Enable subject-matter experts to identify and prioritize risks
Deliver real-time dashboard reporting for executives,
divisional and regional

Enable on-the-spot compliance training

Results:

+ Worked with Archer to develop a strategic GRC roadmap to Results:
.:ueameh their m;e_p;oce::s and m:plement a phased program *  Audit process time reduced by over 50%

‘ ”IiC IEV't"gdt E':ﬁ 'TS‘A :‘ate "’ tGRC ’t“at“"n' cre *  Mitigation efforts increased by over 75%

mplemented multiple Archer solutions to manage *  Ability to focus on prioritized risks

pm(:sses, fmmhns;:sses;menks to mrr:pha::erand audit issue + Vicibility srmang all Busihess tntss
tracking to anti-bribery and anti-money laundering i e o e i
+ Utilized Archer’s 5aa$ deployment model based on ease of x

Flexible platform for tailoring Archer’s solutions to fit their
business needs and automating additional GRC processes

maintenance, response time for international locations, single
es and Archer’s due diligence

sign-on capabi

RSA EMC
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Customer Cases

Food and Beverage

Large privately held US corporation licenses Archer’s full solution
suite as the framework for their enterprise governance, risk and
compliance program

Objectives:

+  Gaina comprehensive, enterprise view of GRC activities and
initiatives across IT, Finance, Operations and Legal domains

- Open up communication between lines of business

+ Work with Archer’s experienced Professional Services
organization to define a strategic, prioritized plan for GRC
solution implementation

+  Take advantage of GRC best practices built into Archer’s out-of-
the-box solutions

Results:

+  Implemented Archer’s full GRC solution suite in a three-phased
approach over a period of 90 days

+  Integrated with Qualys and iDefense to manage threat and
vulnerability intelligence within Archer

@5

RSA EMC
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