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Using a GRC solution in your 
compliance domain

René Pieëte, RSA, the Security Division of EMC

See more, Act faster 

and Spend less
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RSA, The Security Division of EMC

EMC² is a world leading 

information infrastructure company 

enabling organizations to bring the 

power of their information to life

RSA is a world leader in 

securing information infrastructure

ensuring that information is always an 

asset and never a liability

Add
Intelligence

Virtualize
& Automate

StoreProtect

Information
VMWare is a world leading 

Virtualization company Virtualize, 

Optimize & Energize
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Agenda

ÅRSA Archer Overview

ÅContent  - Authoritative Sources (example PCI 

DSS)

ÅCustomer Cases

ÅEMC CIRC

ÅSecurity Incident Management

ÅArcher in the Cloud 

ÅQ&A
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GRC Situation in Enterprises

Source: Corporate Integrity/OCEG
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Archer Overview
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RSA Archer

What does Archer do?

Provider of Enterprise 

Governance, Risk and Compliance 

(eGRC) software solutions 

What is GRC?

ÅGovernanceð The culture, policies, 

processes, laws and institutions that 

define the structure by which companies 

are directed and managed.

ÅRisk Managementð The process for 

ensuring that important business 

processes and behaviors remain within the 

tolerances associated with those policies 

and decisions, going beyond which 

creates an unacceptable potential for loss.

ÅComplianceð The process of adherence 

to policies and decisions. Policies can be 

derived from internal directives, 

procedures and requirements or from 

external laws, regulations, standards and 

agreements.
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The GRC Law Enforcement Analogy

ÅGovernance = Setting the rules

ÅRisk = Ensuring the correct controls are in 
place and functioning

ÅCompliance = Measuring the effectiveness of 
the rule
ïUnderstanding the process used to define the rule
ïUnderstanding how well people adhere to the rule

8© Copyright 2011 EMC Corporation. All rights reserved.

Before Archer
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After Archer
How We Get Work

How Others Know the Status of our Work

Where We Keep Our Work

How We Prioritize Our Work

Self Service

Archer

Self Service
Our Brains

Archer

Reports
Tasks

Dashboards
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Archer Solutions Archer SmartSuite Framework

Archer Community Archer Exchange

eGRC Ecosystem
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RSA Archer eGRC Solutions

12© Copyright 2011 EMC Corporation. All rights reserved.

GRC Dashboard and Reporting

Executive

Business

Units

Analyst
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Authoritative Sources
(example PCI DSS)

Content Library

Å17 Policy Templates

Å80 Authorative Sources

Å960 Control Standards

Å5600 Control Procedures

Å10000 Questions
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The Giant Spreadsheet
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Archer Authoritative Source - PCI
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PCI source is linked to Controls



9

Title
Month Year

17© Copyright 2011 EMC Corporation. All rights reserved.

Controls are linked to Assessments 
and Tests

18© Copyright 2011 EMC Corporation. All rights reserved.

The RSA Archer SmartSuite Framework

Access Control

Enforce access control at the 

system, application, record and field 

level to ensure a streamlined user 

experience.

Application Builder

Build and tailor on-demand applications 

and  package them into solutions to solve 

business problems.

Integration

Seamlessly integrate cross-

departmental  and enterprise 

data systems with the Archer 

SmartSuite Framework.

Appearance

Brand the interface with your 

corporate colors, graphics, icons and 

text to facilitate end-user adoption.

Reports and Dashboards

Gain a real-time view of your 

enterprise through actionable 

reports and  graphical dashboards.

Notifications

Automatically notify users via 

email when content changes, task 

enter their queue or deadlines 

approach.

Business Workflow

Define and automate business 

processes  to streamline the 

management  of content, tasks, 

statuses and approvals.
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The Archer Community
Sharing Ideas, Driving Innovation and Empowering Success

ƷOnline social network that 

supports collaboration 

among clients, partners and 

product experts

ƷMembers share ideas, vote 

for product enhancements 

and discuss GRC trends

Idea Exchange Forums

DownloadsBlog

Å 5,435 Members*

Å 1,861 Ideas*

Å 4,682 Forum Posts*

Å 60,269 Downloads*

Å 270+ Companies

Å 7 Working Groups

Å 8 Different Offices  

Å CFO, CEO, CISO, CCO, CPO, etc.

Å 4 Domains 

Å IT, Finance, Operations and Legal

*) as of 16th Jan 2011
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The Archer Exchange

ƷOnline marketplace for on-

demand applications, 

services, content and 

integration solutions

ƷDedicated to supporting 

enterprise GRC initiatives

Applications Services

Content

Enabling Enterprise Governance, Risk and Compliance Initiatives

Integration
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Archer Exchange
examples of new applications

ÅAnti-Money Laundering

ÅAnti-Bribery

ÅFraud Incident Tracking

ÅFirewall Change Requests 

ÅPrivacy Program Management 

ÅSite Security

ÅDocument Repository

ÅAsset Risk Scoring

ÅExternal Data Review

ÅGovernance Board Reporting

ÅSecurity Event Analysis

ÅVulnerability Analysis

ÅUser Termination

ÅOffshore Suppliers

ÅPCI Compliance

ÅApplication Issues Tracking

ÅService-Oriented Architecture

ÅTreasury Management 

ÅCompany Initiatives

ÅSecurity Strategy

ÅProject Management

ÅRegulatory Examination 

Management

ÅKey Controls 

ÅCompliance Matrix
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Enterprise GRC Realized

The Power of the Framework
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Customer Cases

2009 Sales by Industry
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2009 Sales by Industry

Who uses Archer Technologies?

Ʒ 1 in 4 Fortune 100 companies 

Ʒ 36 of the top 40 US financial services 

institutions 

Ʒ 5 of the largest US telecommunications 

firms 

Ʒ 14 of the leading insurance providers 

Ʒ 12 of the most prominent technology 

companies

Ʒ Essential government agencies 

Sample Clients

Archer Customers

http://www.target.com/ref=nav_2_t_logo
http://images.google.com/imgres?imgurl=http://linsdesign.net/msashow/images/bestbuy_logo.png&imgrefurl=http://linsdesign.net/msashow/sponsors.htm&usg=__QJrzt85Bke0gtYhbpENk_oFRrDs=&h=551&w=800&sz=52&hl=en&start=1&sig2=gTQV9G1vQJi8CmAoi3DERw&tbnid=sCo_DVyj7x89mM:&tbnh=98&tbnw=143&ei=7R1uSfrLK56MmQfu1LygCw&prev=/images?q=Best+Buy+Logo&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.deaftheatrefest.com/images/sprint-logo.gif&imgrefurl=http://www.deaftheatrefest.com/sponsor.shtml&h=252&w=480&sz=9&hl=en&start=1&tbnid=QC9c8swOxsIVEM:&tbnh=68&tbnw=129&prev=/images?q=sprint+logo&svnum=10&hl=en&lr=
http://images.google.com/imgres?imgurl=http://i175.photobucket.com/albums/w153/twhitencoa/FedExLogo.jpg&imgrefurl=http://www.ncoausa.org/&h=322&w=900&sz=19&hl=en&start=4&sig2=QhE3BD5vaxEYtnj8HApiFA&tbnid=6mj0AJyDBaOGSM:&tbnh=52&tbnw=146&ei=84ADSM_jFYbcigH-3KTXCg&prev=/images?q=FedEx+Logo&gbv=2&hl=en
http://en.wikipedia.org/wiki/File:Microsoft_wordmark.svg
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Customer Success

Identify high-risk systems

Monitor compliance 

through periodic 

assessments

Implement a ñone-stop 

shopò for risk analysis, 

generation of compliance 

requirements, continual 

assessments and 

ongoing remediation

BEFORE

NEEDS

Reduced effort for 

information security 

officers, resulting in $1.5 

million annual savings

Reused assessment 

questionnaires, resulting 

in $250k annual savings 

Reduced time to track 

assessment completion 

from 2 months to 1 day

Improving visibility of risk 

and compliance across a 

global pharmaceutical 

company

ñWeôve seen a huge reduction 

in resourcing [for compliance]. 

What used to take literally up 

to two months...itôs been 

reduced down to a day or two 

at most.ò

Information Security Manager

AFTER
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Customer Success

Automated incident 

reporting 

Investigation 

management for incidents 

reported worldwide

Dashboards that enable 

the organization to 

expand research to all 

claims and missing 

shipments

BEFORE

NEEDS

Substantial reduction in 

lost packages

Ability to identify failed 

controls to eliminate 

certain loss incidents 

altogether

Replaced a homegrown 

solution, resulting in 

$250K annual savings

Tracking lost packages 

across a Fortune 100 

transportation company

ñ[RSA] RSA's solution enables 

us to track incidents impacting 

millions of packages moving 

throughout our supply chain 

on a daily basis.ò

Director of Global Incident Response

AFTER

http://www.firstam.com/index.html
http://www.firstam.com/index.html
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Customer Cases

28© Copyright 2011 EMC Corporation. All rights reserved.

Customer Cases


