1/05/2011

Twitter @Raj_Samani



0/S | Database Application: Malware : Physica) People
Harden Harden Reviews Antivirus Locks E
Patch Patch Test Anti Spyware Alarms :
Policy Audit Trails i Patch Web-blocking  :Segregation § “Awareness;
Audit Trails :Policies Monitor Spam Filters ~ Guards !
Monitor Pen Test [Pen Test] Processes!
PenTest  :[IDS] [IDS]
[IDS]
!
—
° o Hacking Social Engineering
hat data

s
)

d of the job...

One Information Broker earned £50,
month from one client for tracing, (Addresses at
£35 a time. Address and Employer £55.) The

Broker had many clients, and is one of many

Occupantsearch/Electoral roll check Not known

(obtaining or checking an address

Telephone reverse trace £40 £75
Telephone conversion (mobile) Notknown £75
Friends and Family £60-80 Not known
Vehicle check at DVLA £70 £150-200
Area search (locating a named person Not known £60
across a wide area

Company/Director search Notknown £40

Ex directory search £40 £65-75
Mobile telephone account enquiries Not known £750
Licence check Notknown £250

- iust the tip of the iceber
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8 Problem? - What Proble

Hacking

Social Engineering

¥ Frontal assault on technical
defences

£l Takes a while to set up

B A bit hit and miss - may not get
specific information

B High Skill Levels
B Audit Trails of activity

& High startup costs (capital
needed)

& Best done from off shore

(complex)
Can provide industrial quantities

M Few Defences
M Fast Results

M Easy to target specific
information

M Easy to teach

M Few (no) audit trails — hard to
prosecute

M It works, or can keep on trying
until it does

M Low cost
M Can be industrialised

X Tends to provide only snippets
of information

S Problem? - What Problem?
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Targeted

Opportunistic

Focused on obtaining specific
information, usually from a
specific individual

1Generic information from anyone in a
iposition to give it — often with intent to
assemble it into a ‘bigger picture’

*Jon Smith
*Mr X
«Jon the Receptionist

» A Receptionist (any one will do)
* The Help-desk (any engineer will do)
* An Employee
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— Aggregators
— Solicitors
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Modus Operandi Example Motives
Hunt Farm|

N 3 an | get info fo
| Academics/Researchers my rival doing?

Where is my ex living? Is there a story | can sell? Information
Individuals/External to aid technical hacking. Investment info.

—_
Security Services N Background info, personal inft

Commercial strategy, bid prices, info on key personnel.
Commercial Orgs Insurance claim checks, Sales support info

Aggregators 7« Anything to add to my database?

. | Address of client's ex? Salary, 1t status.
Solicitors 5 of corporate culpability.

- Normal Risk Assessment methods apply...

« IT Technical Design - Logical or conceptual design documentation.
» Technical Operational — Detailed technical designs, system logs, system configurations, etc.

Who?...Why?
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Confusion (False Friends)
« Victim —
« Conman O ot 78\““‘;“3&33} h'}
+ Bogus Caller

* Hustler

* Fraudster

Obstacles?
Obstacles?

Awareness Campaigns are nothing new ... but do they work?

- OK,it's “Deceptive Information Gathering” (DIGing)...
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SOUICES: WWW.USSI.ONg, WWW.War-experience.org; www.bbe.co.uk



Obstacles?
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*DSS awareness campaigns had worked, engendering paranoia, but
had not necessarily increased resistance to Social Engineering.

It works on the subconscious!_

*Source: What Price Privacy, ICO
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Poor Nail down

Information o el Metrics Awareness

Discussion

A

Inconsistent
Solutions

Support

(?n' — A sense of the importance of information
i< — Nurture a ‘no blame’ mentality

% — Stop relying on technology for security
1%

o

O
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Poor
Information

Nail down Little
the problem | communication

Inconsistent
Solutions

Q-
0 cultural change)
Q
('UU (is particularly difficult from of a technology department, which has always advocated technology to provide quick fixes before...)
o
n
©)  Theehastobeanotherway..
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Nl Obstacles?
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Solutions
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Social
Validation
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+ Counter with technology + Counter with processes,
and instruction Vel\/IAU's. permission to verify

Decepti
Information
Gathering

+ Counter by education &
+ Counter by education — whistle- simulation ‘no blame’, reporting
blowing, discipline

Solutions
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Deceptive getting

you want Inconsistent

Information ‘
Gathering Solutions

Activists
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Internal Individua

Solutions
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»...Questions?
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