LSEC - Leaders in Security zondag 1 mei 2011

Special Spring Event

Brussel, April 28th, 2011

Welcome Partners and Members

—SACA

Trust in, and valve from, information systems

Belgium Chapter
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Thanks to our supporting Member Partner

ARRAGUDA

NETWORKS
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Development Funding
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http://www.lsec.be/index.php/expert/expert/c_cure_information_security_architects/
http://www.lsec.be/index.php/expert/expert/zetes/
http://www.lsec.be/index.php/expert/expert/sun_microsystems/
http://www.lsec.be/index.php/expert/expert/is4u_identity_and_access_management/
http://www.lsec.be/index.php/expert/expert/ucl_crypto_group/
http://www.lsec.be/index.php/expert/expert/eid_company/
http://www.lsec.be/index.php/expert/expert/rsa_security_division_of_emc/
http://www.lsec.be/index.php/expert/expert/unisys/
http://www.lsec.be/index.php/expert/expert/d_soft/
http://www.lsec.be/index.php/expert/expert/zion_security/
http://www.lsec.be/index.php/expert/expert/vasco/
http://www.lsec.be/index.php/expert/expert/securit/
http://www.lsec.be/index.php/expert/expert/sealed/
http://www.lsec.be/index.php/expert/expert/mcafee/
http://www.lsec.be/index.php/expert/expert/philips/
http://www.lsec.be/index.php/expert/expert/microsoft/
http://www.lsec.be/index.php/expert/expert/kpmg/
http://www.lsec.be/index.php/expert/expert/emc2/
http://www.lsec.be/index.php/expert/expert/deloitte/
http://www.lsec.be/index.php/expert/expert/cisco/
http://www.lsec.be/index.php/expert/expert/certipost/
http://www.lsec.be/index.php/expert/expert/british_telecom/
http://www.lsec.be/index.php/expert/expert/verizon_cybertrust/
http://www.lsec.be/index.php/expert/expert/ibm/
http://www.lsec.be/index.php/expert/expert/ku_leuven/
http://www.lsec.be/index.php/expert/expert/aca_it_solutions/
http://www.websense.com/content/Home.aspx
http://www.lsec.be/index.php/expert/expert/axl_trax2/
http://www.lsec.be/index.php/expert/expert/ca/
http://www.qualys.com/
http://www.csi-tools.com/
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The European Security Innovation Network

developing and implementing an
infrastructure to support partnership
building

sector mapping and research

creating a toolkit of support materials for
SMEs to ready them for collaboration

Improving the appetite of SMEs to engage
in partnerships

collaborative opportunities
network of supportive experts

Lessons learned in approach developed for
partnership that could be applied in
other sectors
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Overview of the Membership

® identity & access

* more than 1350 companies registered

¢ reaching over 10.000 security
professionals in Europe

¢ collectively representing over 10 billion
€ market

* Professional services, products,
solutions, engineering, contracting,
outsourcing, ...

m information mgt
M data protection, integrity
H phys / logical
W cybersecurity
mobile
resilience & critical

infrastructures

standards & certifications

* more than 10 leading universities and
research centers involved

international trusted
security services

grc management
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Upcoming Activities
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Upcoming Activities

06.05 : LSEC Identity Panel Discussions
10.05 : Identity Management & Cloud — preconference Kuppinger activity
10.05 — 13.05 : EIC (Kuppinger Cole) — Mobile Identity panel led by LSEC
12.05 : VICTOR day — ICT Security track
17.05 : CA Open Day
24.05 : Security Track & Trace
25.05 : RFID & NFC Applications
06.06 — 07.06 : GRC — Truth or Dare
14.06 : Pre-summer event (with COSIC course) (+ Annual Meeting)
. 15.06 : Systematic Annual Conference & CIP
. 23.06 : Biometrics 2011
. 06.09 : Online Social Networks & Security
. 08.09 : Cloud Security, Securing Clouds and Trust in the Cloud
. 13 -14.09 : Belgian — German elD interaction — applications, technologies, joint opportunities
. 19.09 -20.09 : BruCON Security Conference
. 27.09 : RFID Europe — Secure RFID/NFC panel led by LSEC
. 04.10-06.10 : ISSE 2011 (CFP open) — paper submission supported by LSEC
. 11.10-13.10 : RSA Europe 2011 (CFP open) - paper submission supported by LSEC
. 13.10: Security Day (LAN News)
. 19.10 - 20.10 : Communications and Media Security Conference — (CFP open)
. 15.11-16.11 : Industrial Security & CIP
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Upcoming Activities : Special Spring Event />

06.05 : a discussion on identity management

On the week preceding the Electronic Identity Conference in Munich on May 10th, we want-
to take the opportunity to spend an afternoon on discussing some of the current
challenges and opportunities in Identity Management landscape.

With a special contribution by electronic identity management analyst Mike Small, from
Kuppinger Cole.. And Gerry Gebel from Axiomatics

A set of panel discussions

1. Panel 1 “Market Trends in 2010 - 2011” : current status of the market after the economical
downturn and challenges to get identity management introduced into organizations and enterprise
environments. Are projects still on hold, being continued, expanded and deployed? Specific
challenges for specific verticals (healthcare, finance, government ...). The use of the elD system.

2. Panel 2 “Operations” : existing identity management becoming more challenging? Integrating
various authentication systems, increasing the granularity of electronic identities, adding contextual
access control, setting up federation and maintaining IDM systems, ...

3. Panel 3 “Challenges and Opportunities” : the opportunity of cloud environments, privacy the new
security, open and closed standards, user-centric models vs government operated, ...

4. Panel 4 “The Future” : Identity Management Systems vs Identity Markets, IDM Service Providers,

Mobile Identity Management, the use of biometrics ...
© Leaders in Security — LSEC, 2011, Private & C o’anmlm\ '---e S E C

Upcoming Activities : RFID & NFC /}
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25.05 a Day on RFID — NFC applications and security AR “\L\,Z'

RFID, Radio-Frequency Identification is a series of technologies describing a form of identification; using«a /
wireless radio signal. Typically used with the purpose of tracking, tracing and identifying goods,
increasingly it is also being used for people and constantly evolving both passive and active tags.

Various companies are using RFID technologies for many different applications, from Wal Mart,
public libraries, Airbus, public transportation and international passports; using goods identification
for simple pricing, to access control to controlling identities.

According to market research organization IDTechEx, in 2010 the value of the entire RFID market was
estimated to be $5.63 billion, up from $5.03 billion in 2009. This included tags, readers and
software/services for RFID cards, labels, fobs and all other form factors. $3.27 billion of the total
$5.63 billion is spent on non car like structures - from RFID labels to active tags.

Program Outline

¢ Real-Time Anonymised ID at the point of requirement - a challenge-response approach for an
Authority to attest the authenticity of documents and certificates, by Techmatics, Janusz
Adamson

¢ Industrial Identification, RFID Inc, Graham V. Smith — Vice President Europe

An overview of applications for RFID in vehicle identification, warehouses, conveyor belts, meat
production facilities, AGV, factory floors and other industrial environments.

e Parallel Solutions, Applications for tracking and tracing of firefighters, children, patients ,
assets and records

Maintag, Readers, Tags, Low level management software, and other tools for an RFID environment

e NFC Projects in Caen, an overview of private and public proof of concept projects (Caen NFC
City, Pay Mobile, Contactless Parking, Normandy Living Lab, ....),

key learning and developments, by Pole TES ...
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Upcoming Activities : GRC unravelled />
‘ D

06.06 Truth or Dare — Course and Seminar on GRC, Governance Risk & Complia\"hcé ’ \
Governance, Risk and Compliance, collectively GRC is an acronym that creates headaches /
and a challenge for many IT and security managers, but also legal officers and business*_

executives. Having tools and technologies to support management, maintenance and
enforcing is already one major element, but allowing for comprehensive reporting on an
executive level and bringing results of reporting back into the development area could
be more challenging.

Program Outline

e Carlo Schupp, Partner, Vinti-Q (BE)

* Rene Pieete, Solutions Specialist Europe, RSA the Security Division of RSA (NL)

* From security tools and systems to comprehensive risk management, Johan
Hermans, Partner CSl Tools (BE)

If you think technology can solve your security problems, then you do not understand
the problems and you don’t understand the technology

¢ Integrated Governance Risk and Compliance - capability for Cyber Protection, Mike
Popham, Director, Infogov (UK)

 \erizon Business powered by Cybertrust (US)

* TITANS Consulting, Peter Houtmeyers (BE)

* Wouter Janssen, Director, Axl-Trax (BE)

¢ Al & Digital Forensics and ISO Compliance, Godfried Williams, Intellas (UK)
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Upcoming Activities : Biometrics 2011 /}
(e o,

23.06 Biometrics 2011 : a market perspective, use cases and best practices

The focus of the seminar will be to find out what the benefits, challenges and business “,
models for applying biometrics could be, what specific applicable solutions might be~. "
presented in environments that could be challenging for other types of authentication
technologies. Could biometrics in 2011 be a solution for your situation?

Program Outline

1. Current state of the market : biometrics in 2011, an overview of the available technologies,
evolutions and developments

2. Cost of biometric technologies versus other authentication technologies, advantages, challenges
and roadmap

3. Use cases: real-time biometric challenge-response in the cloud, iris identification — ready for prime
time, multi-modal biometric systems

4. Mobile biometrics, now or never?

5. Privacy, privacy enhancing technologies, evolutions of the legal frameworks (data protection act),
evolutions of reference data

6. State of the art developments and technologies

7. Applying other information security measures on biometrics (DLP, database protection, encryption,
eavesdropping ...)

8. Biometric standards and interoperability

9. Oncard, on system, on site or on line

10. Biometric middleware, user interaction and user interface design for biometric systems

11. - Best practices
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Upcoming Activities : Social Networking />

06.09 Online Social Networking Threats and Opportunities, \ ‘\\}Z'
Security and Privacy Challenges /

Companies and other institutions are faced with the challenge of embracing these new )

channels and opportunities. Blocking can be considered, but is usually taking a step

back. But what are acceptable ways of dealing with Online Social Networks? A more

granular approach will be needed, also looking at privacy.

Program Outline
1. effectively using social networks in an enterprise context : block or embrace?
2. The example of using Twitter as a channel for malware distribution, identity fraud and phising
attacks
3. enterprise social networking usage scenario’s, and how to deal with them
1. the real life experience : what do users do in their office time and some suggestion of dealing
with it intelligently
2. social networks and data loss : should your security strategy be antisocial?
3. social networks as means for targetted attacks and malware distribution
4. mapping an organization’s DNA using social media
5. privacy and online social networks : besides the personal data, is your enterprise or product social
network protected?
6. getting to a best practices approach or developing an internal social media task force?
7. adding levels of access controls will that do the job?
8. web application security issues
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Upcoming Activities : Trusted Clouds />
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08.09 LSEC Cloud Security Conference NOREN “\%

Trust in the cloud and cloudtrust - about cloud security Dt

Many European information security managers and their ClO’s are questioning the level of *_
security of these clouds and cloud services providers. Can clouds be trusted with
sensitive corporate data, critical information systems, high availability services, or
should companies only consider unimportant information?

Program Outline

1. Some cloud offerings and their respective security considerations into depth

2. Some cloud security providers and their ideas on trus t and security

3. What are the evolutions of the security challenges posed by cloud and virtualization technologies
and how can they be applied in private clouds?

4. Are there certification models, or evaluation schemes to which cloud service providers can be
measured against? Can ISO 27k be applied?

5.  Where does access control and identity fit in?

6. What should be the role of the Security Manager with cloud service providers?

7. How can IT-auditors control what is in place?

8.  Are SLA’s sufficient?

9.  What about data losses and infringements?

10. How do cloud operators deal with European Data Protection laws?
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Agenda
1. 18.20h : Security... is there an app for that? An overview of ENISA’s
smartphone security report, by Marnix Dekker, ENISA

2. 19.00h : Auditing Mobile Apps and Mobile Forensics, by Aman Bahr,
Training & Solutions Director, The Lancelot Institute

3. 19.40h : Panel Discussion Mobile Security :
1. Marnix Dekker, ENISA

Aman Bahr, The Lancelot Institute

Jean-Luc Delvaux, Belgacom ICT

Gert Vanhaeght, Mobila

Raj Samani, McAfee

YR [ 1

Moderated by Ulrich Seldeslachts, LSEC

4. 20.00h : A word by new LSEC members Barracuda Networks & Egemin
5. 20.05h : Information Security Challenges in 2011, by Raj Samani,
McAfee CTO EMEA

BELvue visit continuously until 20.00h. Drinks and food continuouslts
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