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Sophos update SOPHOS

e First European-based provider of security solution for businesses
@ Based in Oxford, UK
@ 100 million users
e 1500 employees in 16 countries

@ Dedicated to businesses

e Comprehensive solutions

e Endpoint (workstations, servers, mobiles)
® Email

® Web

e Data (encryption, DL P ¢é)
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Internet Security Threats

Web Threats: Black Hat SEO, Partnerkas é
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Web Threats Growth

Top ten countries
hosting malware

e Onenew infectious Web page appears
United States 39.39%
every 1,5 seconds France 10% [l

Russia Federation 8.72%
Germany 5.87% [l

China 5.04%

United Kingdom 2.68% ]
P . Poland 2.43%

e 80% are hacked pages from legitimate Web sites Canada 203%
Ukraine 1.97%

Hungary 184% ||

e 1,3% of Google searches return an infected page ather 20.1%

e 30 000 new infectious Web page every day

e A|l sites are concerned

e News sites

Sports sites

Hotel sites
e Museum sites

eectc é

Over 90% of emails is spam M

e Most spam emails link to malicious Web pages R W,E:v
QNN

e .. but malicious email attachments h’

are still thriving

Top malware spreading via email attachment

® Most spam emails comes from iz 295 I
. . Troj/JSRedir 10.83%
compromised systems: Zombies/Bots e
Mal/EncPk 7.96% Il
Mal/FakeAV 6.33%
Js/WndRed 4.55% [l
Troj/Agent 4.32%
Troj/Bredo 4.25% [l
Troj/Iframe 2.15%
Troj/zbot 1.66% I
Troj/Mdrop 1.63%
Mal/Behav 1.55% |
Mal/Oficlal.31%
Troj/ZipCard 1.23% |
Other 62.52%

Source: SophosLabs



Bredo: old-fashioned but still working ! M

e Uses simple social engineering
Jan 2011 Microsoft notifications

Dec 2010 Amazon Xmas notifications

Nov 2010 Facebook spam notification

Sep 2010 Summary of payment zip

Aug 2010 iBeauty and the
July 2010 Mystery changelog.zip

Jun 2010 iPl ease | ook my
May 2010 iTune $50 Gift certificates

April 2010 MySpace password reset

Mar 2010 Airplane tichet

Jan 2010 DHL/Fedex/UPS notifications

e Dutch police dismantles Bredolab botnet

e 250ct2010 Dutch National Crime Squad (THTC) shut down
the Command and Control center of the botnet

@ 143 computer servers removed from the botnet control

@ Bredolab botnet had infected 30 million computer worlwide e SRR

e 260ct2010 Russian admin. of Bredolab is arrested in Armenia | wrosr.

BlackHat SEO (SEO Poisoning)

i Web page designed to att@ct
engine and redirect it tQar
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Fake antivirus software Social Network Sp

BlackFgEO Storm/Dorf

Koobface ForumSpam e er

Canadian Pharm&cp dvdlewaladec

o R oSpamx 6 Spaimblogs

Web pages infections
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#1 SPAMMER

(@] [ Worst Spammers 2007

As at

The 10 Worst ROKSO Spammers 26 Septemb:
2007

Rank  Photo Spammer or Spam Gang Country

Leo Kuvayev / BadCow

As at
18 June 2009

The 10 Worst ROKSO Spammers

Rank  Photo Spammer or Spam Gang Country.

Canadian Pharmacy United States

Along time running pharmacy spam operation. Uses

The 10 Worst Spammers

As at 17 January 2011 the world's worst spammers and spam gangs are:

a Canadian Pharmacy - Ukraine
5 A long time running pharmacy spam operation. They send tens of
millions of spams per day using botnet techniques. Probably based in
Eastern Eurepe, Ukraine/Russia. Host spammed web sites on botnets
and on bulletproof Chinese web hosting.
Rove Digital - Estonia
Botnets, malware, spam, pharming, DDoS. Inhoster, Cernel, Esthost,
Atrive. What else needs to be said?
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Toolkits

WOME NEWS OURSITES SPECIALPROMOTIONS FORUM HELP CONTACTUS *

= stimul Cash
@

¥

o Welcome to Stimul-Cash.com
s sidess
i Stimul-Cash.comis 2 SEO-oriented ffiste program offeng

percentage-base commazons on saies from onlne Ehops
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You can run your own online store with us.

You choose the commission kevels you Wi have ore of the mast advanced statstics
want t be pad Interfaces on the Net.
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WEEKLY Low REFUNDS REFERRAL COMMISSIONS

PAYMENTS
With Stimul-Cash you can be sure that W don't debit allrefunds resulting from your ssles  Referring affikates to Stimut-Cash.com s very
payments wil be made wihout any delays, 10 your accourt. profitaie.
avery Thursday, ike clock werk.
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Vi o't requirs invkation codes for you t sign . Our

approval process wil Kk in ater your frst 5 sales. Ths means

mult-ber access to staff and afflate "
pesvalssiemaesirst that you don't have to wail for account approval to start
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o data and trafic. Read more start making money.
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Business Management Tools
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Internet Security Threats

Social Networks: the new battleground

74

Social Networks: the new battleground {é?}

e AnewAc hi heel&a enterprises
e Expose useful information for social engineering attacks

e Expose elements of organization charts
® User accounts are under fire

e Attacks are growing

e SPAM: +103% in 18 months “‘<§§
&

e PHISHING: +104% in 18 months

e MALWARES: +89% in 18 months @ ‘/

. . “—
® End users need to be conscious of the risks ﬁ m
and activate security options in

10



Social engineering & brute force

A On March 2010, a young hacker nicknamed Hacker Croll
is arrested for compromising several accounts,
including American President Barack Obamaé s

Twi tter
A Howdid hedoit?

A He identified the Yahoo! Email account of a Twitter administrator
A How? ... Aquick searchinthe i Ab o u tpagés SfdTwitter

A He found the answers to the password recovery questions

A Date of birth + postal code + country
A City of birth

A Where did he find these ?

A Blog from 2002 + article from 2004 + whois

Social networking spam
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Social networking spam

THE USUAL LAS YEGAS
Updated JANUARY 2008
February & Created

January 16

¥ The Wall
Displaying 10 of 95 wall posts.

Write something on yaur own Wall...

Attach: [FE Share Link

See Al

I ot
at 1:15pm

Danny's secret is finally out, he has been taking prick. pills from
cokig.com For the past Few months, thats why he is always with
a different gitl when 1 see him, he used ko be the biggest loner

last year, The pills actually do work, they are guarenteed to
work cokig,com

Wall-to-Whall - itrite on IVl - Message - Delete

Social networking spam

/

/I Twitter: What are you doi... » \ & e —-— o . -

C' | Y¢ http://www.twiter.com/

twitter:

What is Twitter?
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Twitter is a service for friends, family, and co—workers
to communicate and stay connected through the exchange of

quick, frequent answers to one simple question: What are you
doing?

Select Language ... [~]

P Watch a video!

Please sign in
user name or email address:

password:
[ Remember me Signin»

Forgot password? Click here.

Already using Twitter from
your phone? Click here.
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Social networking phishing /

Vol et EIEX)
Fle Edt History Bookmarks Tools Help
- & o © B o facebook.com,profie,php.id. 37 .cn/ [ Bl W
[ Facebook | Login %} -
Tour
facebook
Facebook Login
You must log in to see this page.
Emait
Password:
[[) Remember me
or Sign up for Facebook
ir pa
ace Ad E Term acy Hep
Done S

Social networking malware

i | Serk ntages | cbcaies | Updien

You're the whole show! m admired
P
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php'],

-php'],
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gl
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n' uncensored performans.
Source: barcoaching.de

61050 inutes a0 - Comment  Like - Share
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Q, Fiters:
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Facebook is not really helping é

Do

e Dec 2009 Facebook recomm:
that would reveal p

e Mar 2010 Facebook reveals r
that woul

e April 2010 German Consumet
to express her conc

e May 2010 Facebook makes s
to help end-users k&

e Oct 2010 Wall Street Journal
might be sharing pe

e Dec 2010 Facebook announc
woul d hel

e Jan 2011 Facebook announc
contact details will |

Educate end-users

A Recommendations on
the use of social networks
A Presentations
A Social Networks Threats
A Impact on organizations
A Statistics and examples
A Videos on making your
password secure
A Videos on phishing
A Threatsaurus

quit Facebook

® Possibly 30%
@ Highly likely to 30%

® | already have 17.57%

® No 13.34%
| don’t think so 12%

May 2010

sopion
threat beaters

Social media
security toolkit

F

anges to privacy settings

n the internet

sal

"s-apploveflor me
:s to Mark Zuckerberg

data protection

ly settings

use them

550,000 apps on Facebook
ads companies

) tagging feature that

your photos wi
ars6  -sité f

amatically to applications

Download Toolkit

www.sophos.com/Ip/threatbeaters
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Internet Security Threats

Shifting lines: Windows 7, Mac OS, iPad, Android

[l
Mass production and obfuscation E'

e Mass production

e SophosLabs received 95 000 malware samples
to analyse every day in 2010

e Test laboratories maintain « malware zoos »
containing over 40 millions malware samples

e Growing use of obfuscation techniques
e Server-side polymorphism
e Rootkits

e Encryption/Packers

15



Stuxnet: malware goes industrial strength E'
-

e Targets highly sensitive SCADA systems

e SCADA systems are used to monitor and control industrial infrastructure
e Stuxnet caused the computer system to misdirect the controlled process
e Only if Siemens Simatic S7-315/417 with over 33 frequency converters 807-1210Hz
e Triggers only every 27 days

e Several of | r aserisve nuclear program computer were reportedly affected

e Highly sophisticated
e Exploited 4 unpatched vulnerabilities, including 3 Zero-Day
e Used stolen certificates
e Concealed itself and the alterations it made
e Spread using a wide variety of strategies and techniques

e Mobile Devices, Shared Files, Shared Pr i nt er s &

) ) »
Windows 7: what is new l}
Windows 7

Encryption with Bitlocker + Bitlocker To Go

DirectAccess  Virtual Private Network (VPN)

Windows Firewall

Check firewall status Bi-directional filtering + finer-grained controls

ASLR/DEP | mproves protection wit
and fiHeap sprayingo

7 Internet Protected mode + DEP support
(ﬁe Explorera + SmartScreen filtering

APPLOCKER Application control by

UAC Restricts user privileges

16



7 recommendations to protect Windows 7 f x

.
1. Block threats Windows 7
e Activate ASLR and DEP + deploy antimalware with HIPS technology
2. Protect Web browsing
e Use Explorer 9 with SmartScreen and Pinned Sites + use antimalware with HBO
3. Deploy security patches
e Use Action Center + ensure compliance with security policies

4. Prevent Data Leakage

e Encrypt disks + encrypt removable media + control applications +
control data exchanged é with comprehensive centralized management

5. Manage end-user priviledges
e Use UAC to avoid granting administration rights to end-users
6. Check the compliance of systems that access the network

® Check that security tools are active and up-to-date and that there is no unwanted
application

7. Educate end-users on security best practices
e Inform them on your security policies and teach best practices

Apple: a new target ?

e Only few malware dedicated to Mac OSX
e Firstappeared at the end of 2007

OSX/RSPIlug (Nov 2007 - Oct 2010)
e |nstalls Adware and Scareware

OSX/iWorkS (January 2009)
e Creates a Botnet on Mac OSX

OSX/Jahlav-C (June 2009)
e Malware downloader that spread from Twitter

OSX/Pinhead-B alias HellRTS (April 2010)
e Trojan horse that poses as a copy of iPhoto

Troj/Boonana-A (October 2010)

e Malware downloader that targets Mac, Windows
and Linux (Java Applet) from spammed links on Facebook



Linux: low-level infection

e Very few dedicated malware
e Mostly Trojan Horses

e Be careful of old threats ... om0 S
e Example: Linux/RST-B .
e Exists since 6 years
e Infects ELF executables
e Opens a backdoor
e Atleast 0,24% of systems
in the world are infected !

Infections par Linux/RST-B

) _ P Py s
e¢ and do not fail by exUEZNAEw
e Example: Troj/UnIRC-A

e Trojan horse present in the source code of UnreallRCD.com
since November 2009, but discovered only in June 2010

Ikee proves jailbreaked iPhones vulnerability

.llSonera & a8
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