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Thursday March 24th 2011 

by Vincent Vanbiervliet

Internet Security Threats

Sophos update

Endpoint Email Web Encryption

First European-based provider of security solution for businesses

Based in Oxford, UK

100 million users

1 500 employees in 16 countries

Dedicated to businesses

Comprehensive solutions

Endpoint (workstations, servers, mobiles) 

Email

Web

Data (encryption, DLP é)
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Internet Security Threats

Web Threats:  Black Hat SEO, Partnerkasé 

Social Networks: the new battleground

Shifting lines: Windows 7, Mac OS, iPad, Androïd

Data leakage in the age of WikiLeaks

Evolving Environment

Contractors, 

outsourcing

Partners, 

customers

Web 2.0

Mobile 

workers

Firewall

Corporate 

data

Customer

data

Intellectual 

property

Personally 

identifiable

information

Targeted

...targeting commercial data

Complex threats....

Web-based, 

Invisible

Fast 

changing

Laws, regulations and reputation exposure

Web 2.0 Generation Information theft - not graffitis
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Web Threats Growth

One new infectious Web page appears 

every 1,5 seconds

30 000 new infectious Web page every day

80% are hacked pages from legitimate Web sites

1,3% of Google searches return an infected page

All sites are concerned

News sites

Sports sites

Hotel sites

Museum sites

etc é
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Over 90% of emails is spam

Most spam emails link to malicious Web pages

... but malicious email attachments 

are still thriving

Most spam emails comes from 

compromised systems: Zombies/Bots
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Bredo: old-fashioned but still working !

Uses simple social engineering 
Jan 2011 Microsoft notifications

Dec 2010 Amazon Xmas notifications 

Nov 2010 Facebook spam notification

Sep 2010 Summary of payment zip

Aug 2010 ñBeauty and the Geekò contest

July 2010 Mystery changelog.zip

Jun 2010 ñPlease look my CVò

May 2010 iTune $50 Gift certificates

April 2010 MySpace password reset

Mar 2010 Airplane tichet

Jan 2010 DHL/Fedex/UPS notifications

Dutch police dismantles Bredolab botnet

25 Oct 2010 Dutch National Crime Squad (THTC) shut down

the Command and Control center of the botnet

143 computer servers removed from the botnet control

Bredolab botnet had infected 30 million computer worlwide

26 Oct 2010 Russian admin. of Bredolab is arrested in Armenia

ñ Web page designed to attract traffic from a search  

engine and redirect it to another site or page ò

BlackHat SEO (SEO Poisoning)
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ʇʘʨʪʥʝʨʢʘ ï[partnyo'rka]

Russian collaborative networks on the internet

Access by cooptation

Partnerkas
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Powered by Partnerkaôs:

Koobface

Fake antivirus software

BlackHatSEO Storm/Dorf

Waled/ Waladec

Conficker

òCanadian Pharmacyó Spam

Social Network Spam

Spam in blogs
òRolexó Spam

Forum Spam

Web pages infections

ñCanadian Pharmacyò
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#1 SPAMMER

PartnerkaôsBusiness Model
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Toolkits

Toolkits & trainings
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17

$300 / day

Business Management Tools

25$ per AV 

sale

Exe + Exploit 

pack for 

IFRAME

traffic

PROMO: 

Fake scanner 

to redirect 

traffic

ñlightò exe 

that wouldnôt 

hurt and kill 

your golden 

US bots

10% referral

Incentives
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Internet Security Threats

Web Threats:  Black Hat SEO, Partnerkasé 

Social Networks: the new battleground

Shifting lines: Windows 7, Mac OS, iPad, Androïd

Data leakage in the age of WikiLeaks

Social Networks: the new battleground

A new Achileôsheel for enterprises

Expose useful information for social engineering attacks

Expose elements of organization charts

User accounts are under fire

Attacks are growing

SPAM:           +103% in 18 months

PHISHING:    +104% in 18 months

MALWARES:   +89% in 18 months

End users need to be conscious of the risks

and activate security options
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Å On March 2010, a young hacker nicknamed Hacker Croll

is arrested for compromising several accounts,

including American President Barack Obamaôs Twitter account

Å How did he do it ?

Å He identified the Yahoo! Email account of a Twitter administrator

Å How ? ... A quick search in the ñAbout USò pages of Twitter

Å He found the answers to the password recovery questions

Å Date of birth + postal code + country

Å City of birth

Å Where did he find these ?

Å Blog from 2002 + article from 2004 + whois

Social engineering & brute force

Social networking spam
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Social networking spam

Social networking spam
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Social networking phishing

Social networking malware
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Facebook is not really helping é

Dec 2009 Facebook recommends that users adopt changes to privacy settings 

that would reveal personal data to anyone on the internet

Mar 2010 Facebook reveals new privacy policy proposal

that would share personal information with ñpre-approvedò websites

April 2010 German Consumer Protection Minister writes to Mark Zuckerberg

to express her concern about lax attitude to data protection

May 2010 Facebook makes simplifications to its privacy settings

to help end-users better understand how to use them

Oct 2010 Wall Street Journal raises concern that the 550,000 apps on Facebook

might be sharing personal information with ads companies 

Dec 2010 Facebook announces new automated photo tagging feature that 

would help you tag your photos with otherôs peoples names 

Jan 2011 Facebook announces to developers that usersô off-site 

contact details will now be accessible programatically to applications

Educate end-users

www.sophos.com/lp/threatbeaters

Å Recommendations on 

the use of social networks

Å Presentations

Å Social Networks Threats

Å Impact on organizations

Å Statistics and examples

Å Videos on making your 

password secure

Å Videos on phishing

Å Threatsaurus
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Internet Security Threats

Web Threats:  Black Hat SEO, Partnerkasé 

Social Networks: a new frontier

Shifting lines: Windows 7, Mac OS, iPad, Androïd

Data leakage in the age of WikiLeaks

Mass production and obfuscation

Mass production

SophosLabs received 95 000  malware samples

to analyse every day in 2010

Test laboratories maintain « malware zoos » 

containing over 40 millions malware samples

Growing use of obfuscation techniques

Server-side polymorphism

Rootkits

Encryption/Packers
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Stuxnet: malware goes industrial strength

Targets highly sensitive SCADA systems

SCADA systems are used to monitor and control industrial infrastructure

Stuxnet caused the computer system to misdirect the controlled process

Only if Siemens Simatic S7-315/417 with over 33 frequency converters 807-1210Hz

Triggers only every 27 days

Several of Iranôssensitive nuclear program computer were reportedly affected

Highly sophisticated

Exploited 4 unpatched vulnerabilities, including 3 Zero-Day

Used stolen certificates

Concealed itself and the alterations it made

Spread using a wide variety of strategies and techniques

Mobile Devices, Shared Files, Shared Printers é

Windows 7: what is new

Bi-directional filtering + finer-grained controls

Improves protection with ñBuffer overflowò

and ñHeap sprayingò

Protected mode + DEP support

+ SmartScreen filtering

Application control by ñhashingò or path

Restricts user privileges

Encryption with Bitlocker + Bitlocker To Go

Virtual Private Network (VPN)
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7 recommendations to protect Windows 7

1. Block threats

Activate ASLR and DEP + deploy antimalware with HIPS technology

2. Protect Web browsing

Use Explorer 9 with SmartScreen and Pinned Sites + use antimalware with HBO

3. Deploy security patches

Use Action Center + ensure compliance with security policies

4. Prevent Data Leakage

Encrypt disks + encrypt removable media + control applications + 

control data exchanged é with comprehensive centralized management

5. Manage end-user priviledges

Use UAC to avoid granting administration rights to end-users

6. Check the compliance of systems that access the network

Check that security tools are active and up-to-date and that there is no unwanted

application

7. Educate end-users on security best practices

Inform them on your security policies and teach best practices

Apple: a new target ?

Only few malware dedicated to Mac OSX

First appeared at the end of 2007

OSX/RSPlug (Nov 2007 - Oct 2010)

Installs Adware and Scareware

OSX/iWorkS (January 2009)

Creates a Botnet on Mac OSX

OSX/Jahlav-C (June 2009)

Malware downloader that spread from Twitter 

OSX/Pinhead-B alias HellRTS (April 2010)

Trojan horse that poses as a copy of iPhoto

Troj/Boonana-A(October 2010)

Malware downloader that targets Mac, Windows 

and Linux (Java Applet) from spammed links on Facebook



18

Linux:  low-level infection

Very few dedicated malware

Mostly Trojan Horses

Be careful of old threats ...

Example:  Linux/RST-B

Exists since 6 years

Infects ELF executables

Opens a backdoor

At least 0,24% of systems 

in the world are infected !

é and do not fail by excess of confidence

Example:  Troj/UnlRC-A

Trojan horse present in the source code of UnrealIRCD.com

since November 2009, but discovered only in June 2010

Ikee proves jailbreaked iPhones vulnerability


