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Straight From The Anti-Malware Labs

Attacks Technical Evolution and Sophistication

Toralv Dirro

McAfee Labs EMEA Security Strategist

A look at the past: 12.9.2008

ÅGlobally at Avert Labs:

ÅCurrently 412058+ unique pieces of malware identified by Avert Labs

ÅOver 135885+ malware identified during 2007 alone

Å50000+ samples analyzed daily

Å95% or more are static (not replicating) 

ïTrojans and bots

Å90% or more are obfuscated

ïRuntime packers and/or encryption
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Cyber Crime Altering Threat Landscape

Malware Growth (Main Variations)
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Malware Growth Continues

The growth in the number of new malware samples found continued in Q4 growing 15% over Q3. 

McAfee Labs identifies approximately 55,000 pieces of new malware each day.  
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Malware Growth Continues

The growth in the number of new malware samples found continued in Q4 growing 15% over Q3. 

McAfee Labs identifies approximately 

55,000 pieces of new malware each day.
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The Malware Market
Trojan and Exploit Kits easily available
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Zeus: Development of a Trojan Kit

Mergers and Accquisitions: SpyEye & Zeus
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New Crimeware Kits
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New Mobile Threats Up 46%

The fastest growing category of malware now targets mobile devices. The Zeus botnet 

syndicate unleashed an attack on the Symbian platform that attempts to capture mobile 

transaction authentication numbers. McAfee Labs also identified a new mobile threat ñin 

developmentò that will target Android when it is fully deployed. 

Mobile Malware Samples Detected
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Anatomy of a Web Attack: Torpig botnet

13

becomes a bot

Victim Client

GET/

Vulnerable Web 

Server

1

<iframe>
2

Mebroot drive-by-

download server

GET/?gnh5

(request JS code)
3

Launches exploits

gnh5.exe downloaded
Installs Mebroot, 

injects DLL

4

Mebroot C&C 

server

5

TorpigDLLs 

injected into IE, 

Firefox, Outlook, 

Skype, IM, etc.

6

Torpig C&C 

server

Stolen 

data 

uploaded 

every 20 

mins

7

Config file containing bank 

domains, new C&C servers

300 domains for target FIs

8

Injection 

serverURL9

Phishing 

HTML 10

Every 2 

hours
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Malware / Crimeware

ÅURLZone

ÅThe Trojan calls back to its command and control server for specific 

instructions on exactly how much to steal from the victim's bank account 

without raising any suspicion, and to which money mule account to send 

it the money. Then it forges the victim's on-screen bank statements so 

the person and bank don't see the unauthorized transaction.

http://vil.nai.com/vil/content/v_237377.htm (Downloader-BQZ.a)

http://www.darkreading.com/database_security/security/client/showArticle.jhtml?arti

cleID=220300592

19

This statement shows a transaction of 

53.94 Euros when actually 8,571.31 

Euros was removed from the account. 

The balance has been changed by the 

Trojan.

(http://www.geek.com/articles/news/m

alware-now-covers-its-tracks-in-bank-

statements-20090930/)

ZeuS - ñhumanò MITM ïStep 1

Maintenance, please wait
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ZeuS - ñhumanò MITM ïStep 2

Math for security reasonsé

ZeuS - ñhumanò MITM ïStep 3

For Security Reasons: Your phone number please
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ZeuS - ñhumanò MITM ïStep 4

Acknowledge with iTAN 10

ZeuS - ñhumanò MITM ïStep 5

Added successful
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ZeuS - ñhumanò MITM ïStep 6

Unfortunately we are closed for maintenance 

ZeuS - ñhumanò MITM Admin Panel
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Cybercriminals Are Even Optimizing 

Their Threats for Search Engines

This quarterôs most poisoned search topics:

ÅHaiti earthquake

ÅChile earthquake/Hawaii tsunami warning

ÅToyota recall

ÅApple iPad

Å2010 NCAA bracket/March Madness

ÅTiger Woods apology

ÅShamu attack/Florida shark attack

ÅOlympic luge tragedy

ÅGroundhog Day

ÅU.S. Health Care Reform Bill
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Key Trend: Search Terms Linked to Malware Sites

Of the top 100 daily search terms in Q4, 51% led to malicious sites. Of those poisoned, 

almost 5 percent had a malicious link in the top 10 results alone. The most popular 

poisoned search terms tended to be sports related, led by those terms associated with 

the teams contesting the World Series. 

Price Estimates for Credit and Debit Card Dumps

Dumps are information electronically copied from the magnetic 

stripe on the back of credit and debit cards. Prices for these 

data vary, depending on the inclusion of the cardôs PIN.
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Spam off 50%

Global spam volume fell precipitously in Q4 driven primarily by the closure of 

the Bredolab botnet and suspension (likely temporary) of spam activity from 

three other large botnets. Spam does, however, still make up approximately 

80% of overall email. 
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Fake Malware

Cybercriminals and scammers have long used fake security productsðknown as fake or rogue

AVðto scam users out of their money. Now, rogue applications are shifting from security 

products toward system and disk utilities.

32
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FOCUS 09

Anatomy of a scareware company

http://www.internetnews.com/security/article.php/3842936/McAfee+FOCUS+09+Anatomy+of+a+Scareware+Scam.htm

Using more than 63 gigabytes of information culled from querying 

the company's own portal servers and other publicly available data, 

McAfee Labs Researchers, unearthed some astonishing 

operational details including the following: 

Å Innovative Marketing used more than 34 different production servers in less than six months and used 

as many as six different servers at a time to infect, advertise and sell their illicit wares. 

Å In one 10-day stretch, the company received more than 4 million download requests, meaning that at 

least 4 million people tried to buy the worthless applications. 

Å Internal documents report that the URLs used to hawk the scareware are only valid for 15 minutes, 

making it all but impossible for federal, state or international law enforcement agencies to yank the 

offending URLs before they've moved on to new addresses. 

Å It used multiple customer call centers, including at least one in Poland and one in India, to service 

unsuspecting customers calling via VoIP connections to buy, remove or question the need for the 

unnecessary scareware. And, believe it or not, they recorded and saved these bogus customer service 

calls. More incredibly, 95 percent of callers exited were "happy" when the call concluded. 

Å Because they needed an extensive network of ISPs to pull off the scam, Innovative Marketing kept 

detailed spreadsheets with all the ISPs pertinent data including price, location and, most telling, a 

column that rate the ISPs "abuseability"ðessentially an assessment of which ISPs would play ball and 

not ask questions as they went about their business. 

Å The company added a whopping 4.5 million order IDs, essentially new purchases, in 11 months last 

year. With most of the phony applications selling for $39.95, that's more than $180 million in less than a 

year. 

FTC vs. Innovative Marketing

ĂThe FTC succeeded in persuading a U.S. federal judge to order Innovative 

Marketing and two individuals associated with it to pay $163 million it had 

scammed from Americans. Neither individual has surfaced since the 

government filed its original suit more than a year ago. But Ethan Arenson, the 

FTC attorney who handled the case, warned: "Collection efforts are just getting 

underway."ñ 

(Source: Reuters)



6/04/2011

18

FakeAlert/Scareware

FakeAlert is the McAfee name for rogue anti-spyware or anti-viruses which are considered as 

malware (trojan sub-family). Also known as scareware.

$70mio International Cybercrime Ring Busted

ÅOctober 1st 2010: Operation Trident Breach

ïInvestigations began in May 2009

ï60 criminals charged, 10 arrested

ïInternational Partnership with SBU and other authorities

ÅThe Federal Bureau of Investigation, including the New York Money Mule Working Group, the 

Newark Cyber Crime Task Force, the Omaha Cyber Crime Task Force, the Netherlands 

Police Agency, the Security Service of Ukraine, the SBU, and the United Kingdomôs 

Metropolitan Police Service participated in the operation. 

ïThe cyber thieves targeted small- to medium-sized companies, municipalities, 

churches, and individuals, infecting their computers using a version of the Zeus 

Botnet. The malware captured passwords, account numbers, and other data used to 

log into online banking accounts. This scheme resulted in the attempted theft of $220 

million, with actual losses of $70 million from victimsô bank accounts

36
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Targeted Attacks

37

ÅA senior Pentagon official reveals details of a previously-classified 

malware attack he considers ñthe most significant breach of U.S. 

military computers ever.ò

ÅDeputy Defense Secretary William J. Lynn III explains that in 2008, a flash drive 

believed to have been infected by a foreign intelligence agency uploaded 

malicious code onto a network run by the military's Central Command.

Source: http://www.foreignaffairs.com/articles/66552/william-j-lynn-iii/defending-a-new-domain

Å"It was a network administrator's worst 

fear: a rogue program operating 

silently, poised to deliver operational 

plans into the hands of an unknown 

adversary." 

ÅThe incident led to a massive 

Pentagon response operation called 

"Operation Buckshot Yankee" aimed at 

purging infected systems of the 

malware and preventing something 

similar from happening again. 

Targeted Attacks

ÅTargeted Attacks and Advanced Persistent Threats (APT)

ÅAttackers have lots of Ressources

ï0-Days

ïCustomized Malware

ÅBut Ghost Net used of-the shelf Malware

ÅHigh Social Engineering Factor

ïAttachments with supposedly relevant information for the receipient

ïLinks to supposedly relevant information

ïEmail, Social Network Messages, IM

ÅLow Distribution to stay under the radar
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ñNight Dragonò

Global Energy Cyberattacks

ÅNamed by McAfee in January 2011 

and investigated since early 2010

ÅLong-term, targeted attack against global 

oil, energy and petrochemical companies

ï 5 confirmed victims, up to a dozen 

suspected 

ï Gigabytes of documents related 

to oil/gas field bidding projects, 

oil discoveries and industrial control 

(SCADA) data compromised

ÅC&C servers and source attack traffic 

coming from IP addresses in China, 

Ireland, Netherlands

ñNight Dragonò 

commences

McAfee correlates 

activity across multiple 

victims and puts together 

comprehensive analysis 

of attack

Late 2009 Jan 2011

Attack is detected and 

McAfee starts helping 

affected companies

Spring 2010

Night Dragon  - unsophisticated but effective


