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Straight From The Anti-Malware Labs @ McAfee
Attacks Technical Evolution and Sophistication

Toralv Dirro
McAfee Labs EMEA Security Strategist

A look at the past: 12.9.2008

AGlobally at Avert Labs:

AcCurrently 412058+ unique pieces of malware identified by Avert Labs
AOver 135885+ malware identified during 2007 alone

A50000+ samples analyzed daily

A95% or more are static (not replicating)
i Trojans and bots

A90% or more are obfuscated
i Runtime packers and/or encryption



6/04/2011

Cyber Crime Altering Threat Landscape U McAfee
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Malware Growth Continues @ McAfee

The growth in the number of new malware samples found continued in Q4 growing 15% over Q3.
McAfee Labs identifies approximately 55,000 pieces of new malware each day.
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Malware Growth Continues @ McAfee

The growth in the number of new malware samples found continuedin Q4 growing 15% over Q3.
McAfee Labs identifies approximately

55,000 pieces of new malware each day.

Total Malware Samples in the Database
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The Malware Market

Trojan and Exploit Kits easily available

Exploit Kits (Release) Prices in U.S. Dollars Description

Zombie Infection Kit Uuly) 1,000 New Russian kit contains at least 10 package exploits, induding:
« Windows Help Center (HCP) CVE-2010-1885
+ Java Web Start Argument Injection CVE-2010-0886

Phoenix v2.3r {August) 2,200 The Phoenix Exploits Kit first appeared in 2007 and receives
regular updates. Today it includes 15 exploits, with 5 from 2010
+ Adobe Reader LibTiff CVE-2010-0188
+ Java SMB CVE-2010-0746
* |E iepeers CVE-2010-0806
« Adobe PDF SWF CVE-2010-1297
* Windows Help Center (HCP) CVE-2010-1885

CrimePack v3.1.3 (July) 400 CrimePack appeared in 2009. Among 14 exploits, 4 are from 2010:
» IE iepeers CVE-2010-0806
+ Java getValue CVE-2010-0840
* JRE toolkit cmd exe CVE-2010-1423
* Windows Help Center (HCP) CVE-2010-1885

SpyEye v1.2 (April) Kit for 500-1,000 Created by Gribodemon, v1.0 came to market in December 2009.
Version 1.2 is a serious Zeus competitor.
Zeus Kit for 3,000-4,000 The most important news this quarter is the appearance of Zitmo
Must include add-ons and (Zeus in the Mobile). We also saw the first samples of v2.1

plug-ins from 500-10,000



6/04/2011

Zeus: Development of a Trojan Kit U McAfee

Date version G Date Version  C
T2006 V1.0.0.0 NOV 2009
JUN 2008 v1.0.3.7 22 NOV 2009 TAN grabber removed / Winlicense packer / OK for Vista and 7/ VNC
AUG 2008 Prices: 3000$ / 60008 : Zeus Kit
NOV 2008 1500$ : Backconnect module
2000 : Mozilla Grabber
5008 : Jabber IM plugin
NOV 2008 100008 : VNC module
20 DEC 2008 RCA encryption / BackConnect function
Price: 30008 / 4000
30 DEC 2008 Price: 3000$
11 MAR 2009 DEC 2009
28 MAR 2009 DEC 2009 ly Pl / OK for FireFox
02 APR 2009 Price: about 16k $
11 JAN 2010
27 MAY 2009 JAN 2010
JAN 2010
04 JUN 2009
22 JUN 2009 Ability to disable the phishing filter in IE7, IE8 APR 2010 Stolen data saved in the Registry
MAI 2010
JuL 2010
JUN 2010 Price: 500
FireFox Form Grabber module JuL 2010
Price: 1500$ / 35005 JuL 2010
JuL 2010
05 OCT 2009 JuL 2010
AUG 2010
11 OCT 2009
17 OCT 2009 V1.2.10.0 Jabber real time notification
V1.2.10.1
NOV 2009 V1.2.11.0 Hardware locking
SEPT 2010 New config style

Mergers and Accquisitions: SpyEye & Zeus

Date Version C
29 DEC 2009 v1.0 Price: 500 WMZ (USD 500)
8 JAN 2010 v1.0.1

10 JAN 2010 v1.0.2
13 JAN 2010 V1.0.6

27 JAN 2010 V1.0.65 CC Autofil module. Formgrabber with built-in keylogger.
Web Control Panel

|4 FEB 2010 V1.0.7 Zeus Killer Module

8 FEB 2010 v1.0.72

14 FEB 2010 v1.0.75

26 FEB 2010 v1.0.8 Webinjects capability using Zeus format.
Price: 1000 WMZ (USD 1000)

19 MAR 2010 v1.0.9 Price for the FTP-Backconnect module for new customers :
333 WMZ (USD 333)

28 MAR 2010 vi.l Price for the Firefox Injection module : 500 WMZ for old

customers and 1000 WMZ for new ones (USD 500 / USD 1000)
11AVR2010  |vi.2

14 JUL 2010 vi.2.4

11AUG 2010 |[? Basic package: 1000 WMZ
Injects for FF: + 1000 WMZ
SOCKS plugin: +750 WMZ

? V1.2.50

? V1.2.57 Price: 4003

? V1.2.60 Price: 5008

2 V1.2.80 Price: 6503

10 ocT 2010 Posts on various forum are removed by the author
(gribodemon/harderman)

13 OCT 2010 Harderman announces he succeeds Slavik (the Zeus author)

who quits the scene. All clients who bought the software
from Slavik will be serviced from him.

In another conversation, Harderman says the two malware
families(SpyEye & Zeus) will soon be merged into one
powerful Trojan.

NOV 2010 Rumor said that old customers of SpyEye will have to pay
$4000 more to have continuity in the new Zeus project. Old

Zeus customers will have 30% discount. SpyEye is dead.
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New Crimeware Kits @ McAfee

Crimeware Name Prices Description
Blackhole v1.0.0 beta License New exploit kit developed in Russia with built-in Traffic Direct System,
Annual: $1,500 self-defensive module, and advanced statistics widgets

Half-year: $1,000
3 months: $700
Phoenix v2.4 The Phoenix Exploit's Kit first appeared in 2007 and has been
reguiarly updated. Among about 16 exploits, eight are from 2010:
« Adobe Reader LibTiff: CVE-2010-0188
« |E iepeers: CVE-2010-0806
= Java getValue: CVE-2010-0840
= Java SMB/IDT: CVE-2010-0886
- Adobe PDF SWF: CVE-2010-1297
* QuickTime: CVE-2010-1818
= Windows Help Center: CVE-2010-1885
= PDF Font: CVE-2010-2883
Eleonore vi.6 and v1.6.2  $2,000 (with possible new A new version was announced in 2010. Six of 10 exploits are from

year’s discounts) 2010:
= |E iepeers: CVE-2010-0806
= Java getValue: CVE-2010-0840
= Java SMB/IDT: CVE-2010-0886
= JDT: CVE-2010-1423
= Windows Help Center: CVE-2010-1885
= PDF Font: CVE-2010-2883

1

New Mobile Threats Up 46%

The fastest growing category of malware now targets mobile devices. The Zeus botnet
syndicate unleashed an attack on the Symbian platform that attempts to capture mobile

transaction authentication numbers. McAfee Labs als
devel opment o that will target Android when it is fu
Mobile Malware Samples Detected Mobile Threats by Platform 2009-2010
1.200
1.000 ® Symbian OS
800 74 = Java 2 Mobile Edition
600 Symbian S60 3rd Edition
400 = Python
200 = Android
R = \WinCE
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 EMSIL
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Malware / Crimeware @ McAfee

AURLZone

AThe Trojan calls back to its command and control server for specific
instructions on exactly how much to steal from the victim's bank account
without raising any suspicion, and to which money mule account to send
it the money. Then it forges the victim's on-screen bank statements so
the person and bank don't see the unauthorized transaction.

http://vil.nai.com/vil/content/v_237377.htm (Downloader-BQZ.a)

http://www.darkreading.com/database_security/security/client/showArticle.jhtml?arti
ClelD=220300592
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Web Results 1- 100 of about 197,000 for intitle:"<" intitle:script intitle:src intitle:.js intitle:http. (0.89 s¢

Martin Personnel - Welcome<script src=http:/iwww.advabnr.com/b js ...
Martin Personnel Ltd - commercial and industrial divisions provide permanent, temporary,
contract and management staff in the key specialist areas.

. martinpersonnel.co.nz/ - 13k - ar pages

Martin Personnel - Contact Details<script sre=http:/fiwww advabrr ...

This site may harm your computer.
Martin Personnel - Contact Details<script src=http:/fwww.advabnr. com/b.js></ script><script

sre=http:/fwww. ausadd. comingg.js></script><script ...
|.co. _contact.asp - Similar pages

Skyline at MacArthur Place<script sre=http-/fwww pfd2 rufis js ...
Skyline at MacArthur Place<script stc=http: . pid2. ruifs.js></script><script
sre=http: /. pfd2.rufjs js></script><script ...

skylineinoc-new. amiesdigital. com/page. aspx?pgid=198vid=3 - Bk -

Ashland Unwired<script sre=http:/fiwww.adwadb mobingg js></script ...
This site may harm your computer.

Ashland Unwired<script src=http:/fwwnw. adwadb. mobingg js></script><script src=
http: Aww. lokriet. comingg js></script><script
wiww.ashlandunwired. corm/Page. asp?NaviD=5

ch

Similar

ar page

Ashland Unwired<script sre=http:/fwww.adwadb.mobiingg js></script ...
This site may harm your computer

Terms of Use AshlandUnwired.com (Open Door Networks & Project A, Inc. ) and its
infarmation suppliers make no representations or wartanties of any kind with ...

wwnw. ashlandunwired.com/Disclaimer.asp - Similar pa

Mate results from www. ashlandunwired. corr

HARVEST INTERNATIONAL GROUP<sc<script src=http /fiwww.0102qq.cnfi ...
about<script sre=http:/Awww.lo<script src=http: /.01 02q9.cii js></script>< script

sto=http: /A, nowe. uingg js></script><scipt ...

ww harvest-world. comy - 19k - Cached - Similar pages

Office of the Premier<script sre=http:/fwww.tertad mobi/ngg.

This site may harm your computer.

P/Bag XD047 <script src=hitp:Awww tertad.mobi/ngg je></script> Bisho<script src=

ity /A tertad mobilngg.js></script> ...

dept.ecprov.go content asp?PagelD=: 2007/02/06+12%3A41%
3A28+PM - Similar pages

B&B<script sre=http /fwww adwbnr comb js=</script=<script src ...
BaB<script src=http:/fwww adwbnr. comib js></script><script
sre=htto: /fww. adwbnr .com/b.is></scrint><scrint

Cybercriminals Are Even Optimizing

Their Threats for Search Engines

This quarterds most poi
AHaiti earthquake

AChile earthquake/Hawaii tsunami warning
AToyota recall

AApple iPad

A2010 NCAA bracket/March Madness

CLICK PLAY on the Video to Watch it!

ATiger Woods apology

Ashamu attack/Florida shark attack
AOlympic luge tragedy
AGroundhog Day

AU.S. Health Care Reform Bill
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Key Trend: Search Terms Linked to Malware Sites JAWITITAE
Of the top 100 daily search terms in Q4, 51% led to malicious sites. Of those poisoned,

almost 5 percent had a malicious link in the top 10 results alone. The most popular

poisoned search terms tended to be sports related, led by those terms associated with

the teams contesting the World Series.
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Price Estimates for Credit and Debit Card Dumps

Dumps are information electronically copied from the magnetic
stripe on the back of credit and debit cards. Prices for these

data vary,

Credit and Debit Card Dumps

depending on the i

Estimate of Prices (without PIN, with PIN) in U.S. Dollars

United States European Union Canada, Australia Asia
Visa Classic 15 80 50 150 30 150 50 150
MasterCard Standard 90 140 150 60 140
Visa Gold/Premier 30 100 70 160 35 160 120 150
Visa Platinum 110 170 170 150 170
Purchasing/Signature 35 120 100 40 100
Business/Corporate 45 130 170 175 150 170
Infinite 130 190 45 200 190
MasterCard World 140
AMEX Green 20
AMEX Red 40
AMEX Gold a0 70
AMEX Platinum 50
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Spam off 50%

Global spam volume fell precipitously in Q4 driven primarily by the closure of
the Bredolab botnet and suspension (likely temporary) of spam activity from
three other large botnets. Spam does, however, still make up approximately
80% of overall email.

@ McAfee

Global Spam Volume

(Billions of Messages per Day)

200
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Fake Malware @ McAfee

Cybercriminals and scammers have long used fake security productsd known as fake or rogue
AVd to scam users out of their money. Now, rogue applications are shifting from security

products toward system and disk utilities.

4y Disk e o - Sl
a MyDisk 8 MyDisk @ rebasiat
B Diagnostics  System Status [l Diagnostics & Run & Settings & Options
Analyzing PC Performance & Stability PC Performance & Stability analysis report

Please wait. The process may take a few miutes Please feview analysis feportand take recommented action

& 11 Errors detected! Defragmentation is required

e oot 5
i Criva C initiaizing arror

€ Bad eactoes on hard driva o camaged il alcaton tabls - Crivcal Ervor

2 problems found

@ Read time of hard chive clusters less than 500 ms - Critical Errcr

@ Hord drive doesn’

pord o system commans - Crteal Envor
=

fragmentation should be executed. % Run defragmentation

F CLIOCTO ENABLE () INSTALLED - OK () INSTALLED - 0K
AdcocedNodde  StandardModde  Scaamer odulo
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Using more than 63 gigabytes of information culled from querying
the company's own portal servers and other publicly available data,
McAfee Labs Researchers, unearthed some astonishing

FOCUS 09
Anatomy of a scareware company

operational details including the following: INNOVATIVE ®

A
A

Innovative Marketing used more than 34 different production servers in less than six months and used
as many as six different servers at a time to infect, advertise and sell their illicit wares.

In one 10-day stretch, the company received more than 4 million download requests, meaning that at
least 4 million people tried to buy the worthless applications.

Internal documents report that the URLs used to hawk the scareware are only valid for 15 minutes,
making it all but impossible for federal, state or international law enforcement agencies to yank the
offending URLs before they've moved on to new addresses.

It used multiple customer call centers, including at least one in Poland and one in India, to service
unsuspecting customers calling via VolP connections to buy, remove or question the need for the
unnecessary scareware. And, believe it or not, they recorded and saved these bogus customer service
calls. More incredibly, 95 percent of callers exited were "happy" when the call concluded.

Because they needed an extensive network of ISPs to pull off the scam, Innovative Marketing kept
detailed spreadsheets with all the ISPs pertinent data including price, location and, most telling, a
column that rate the ISPs "abuseability'd essentially an assessment of which ISPs would play ball and
not ask questions as they went about their business.

A The company added a whopping 4.5 million order IDs, essentially new purchases, in 11 months last

year. With most of the phony applications selling for $39.95, that's more than $180 millionin less than a
year.
http://www.internetnews.com/security/article.php/3842936/McAfee+FOCUS+09+Anatomy+of+a+Scareware+Scam.htm

FTC vs. Innovative Marketing

AThe FTC succeeded in persuading a U.S. federal judge to order Innovative
Marketing and two individuals associated with it to pay $163 million it had
scammed from Americans. Neither individual has surfaced since the
government filed its original suit more than a year ago. But Ethan Arenson, the
FTC attorney who handled the case, warned: "Collection efforts are just getting
underway."

fi
(Source: Reuters)
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FakeAlert/Scareware W McAfee

Unique Fake AV Samples Discovered
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FakeAlert is the McAfee name for rogue anti-spyware or anti-viruses which are considered as
malware (trojan sub-family). Also known as scareware.

$70mio International Cybercrime Ring Busted

AOctober 1st 2010: Operation Trident Breach
T Investigations began in May 2009
T 60 criminals charged, 10 arrested
T International Partnership with SBU and other authorities
A The Federal Bureau of Investigation, including the New York Money Mule Working Group, the
Newark Cyber Crime Task Force, the Omaha Cyber Crime Task Force, the Netherlands
Police Agency, the Security Service of Ukrai
Metropolitan Police Service participated in the operation.
T The cyber thieves targeted small- to medium-sized companies, municipalities,
churches, and individuals, infecting their computers using a version of the Zeus
Botnet. The malware captured passwords, account numbers, and other data used to
log into online banking accounts. This scheme resulted in the attempted theft of $220
million, with actual |l osses of $70 millic
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Targeted Attacks W McAfee

AA senior Pentagon official reveals details of a previously-classified
malware attack he considersit he most signi ficant
military computers ever.o

A Deputy Defense Secretary William J. Lynn Il explains that in 2008, a flash drive
believed to have been infected by a foreign intelligence agency uploaded
malicious code onto a network run by the military's Central Command.

N - . \g
A"lt was a network admlnlstratgr s worst ¥ Cyber Strategic Perspective .
fear: a rogue program operating - -
silently, poised to deliver operational ;o m—— | = Cyber s a contested
. —~TN \ inter-dependent
plans into the hands of an unknown battlespace
ad\/ersary " = We cannot assume

cyber-superiority

= Cyber community must
fightfor it, other
operators must fight
through it

= Oneuser's actions can
impact all other users

AThe incident led to a massive
Pentagon response operation called
"Operation Buckshot Yankee" aimed at
purging infected systems of the
malware and preventing Something Operation Buckshot Yankee was the “Tipping Point”
similar from happening again.

Integrity-Service - Excellence 3

Source: http://www.foreignaffairs.com/articles/66552/william-j-lynn-iii/defending-a-new-domain

a7

Targeted Attacks

ATargeted Attacks and Advanced Persistent Threats (APT)

AAttackers have lots of Ressources
i 0-Days
i Customized Malware
A But Ghost Net used of-the shelf Malware

AHigh Social Engineering Factor
T Attachments with supposedly relevant information for the receipient
T Links to supposedly relevant information
T Email, Social Network Messages, IM

ALow Distribution to stay under the radar
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ANIi ght Dragono
Global Energy Cyberattacks

@ McAfee

Late 2009 Spring 2010 Jan 2011 A Named by McAfee in January 2011
and investigated since early 2010

g A Long-term, targeted attack against global
oo oil, energy and petrochemical companies

WJMCA‘EEE ! i 5 confirmed victims, up to a dozen
ANi ght Dr|attackisaetected and McAfee correlates suspected
commences McAfee starts helping activity across multiple i Gigabytes of documents related
affected companies victims and puts together to oiI/gas field bidding projects

comprehensive analysis

of attack oil discoveries and industrial control

(SCADA) data compromised

A C&C servers and source attack traffic
coming from IP addresses in China,
Ireland, Netherlands

Night Dragon - unsophisticated but effective

NIGHT
DRAGON

Gained Ut Accessed Enabled'dlrgct Exfiltrated email
Extranet web to sensitive communication :
archives and

< additional :
servers internal from infected 5
- usernames and < other sensitive
compromised desktops and machines to the
passwords documents
servers Internet

Global Energy
Cyberattacks

e

Remote Hacker tools Further access Disabled IE Executives’
command uploaded to to sensitive proxy settings computers
execution servers documents compromised

p— — e ——— -

Source: McAfee, Inc.
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