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Agenda

* Introduction to wireless security
* GSM and UMTS security

* WLAN security

* Bluetooth security

* RFID (EPC) security
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Why Wireless?

The benefits
* Convenient

* Flexible

* Mobility

* Easy to use

Some applications
* Moving equipment while maintaining
connectivity

* Share data and applications in a
network without any cables

* Using services like wireless email,
web browsing from everywhere

* Wireless printing, presenting
* Internet of Things : The 4A Vision
«Any Time
* Any Place
* Connectivity for Anyone
* Any Thing

Speed/Mobility trade-off

speed
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mobile phone technologies

A little bit of history

1980 1990 2000 -
AMPS GSM/TDMA 3GSM -
TDMA attacks on A5,
analog cloning, scanners cloning COMP128
=
s 1997 2002 2004
WEP WPA WPA2
802.11i
WEP broken WPA weak
=
a 1999 2004
Bluetooth Zigbee

Bluetooth problems

Common wireless insecurity reasons

* architectural errors

— wrong trust assumptions

— default = no security

* protocol errors

— unilateral entity authentication

— weak entity authentication mechanism

— downgrade attack

* modes of operation errors
— no authenticated encryption

— incorrect use of crypto

* cryptographic errors
— weak crypto

* implementation errors
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Passive attacks

° Eavesd rop p| ng Devices can be identified by looking at

their electromagneticfingerprint
— Fingerprinting

. . Detect if somebody is home by checking if
- Llstenmg the wireless network is switched on
- Scanning Check broadcast message from all kinds of
devices to detect unsecured networks
* Traffic Analysis
— Location privacy\|

Analyze data to locate people

Wireless range

* Wireless signal does not stop at the borders of the
building ...

e Often underestimated




Detecting wireless networks

* War driving

Identify, locate and categorize
wireless networks by driving

around with a

e War walkers

car

Same principle but healthier

ssid
* War chalking
open node
Symbols representing e}
wireless networks and their o
associated security levels
closed node
* War flying
. . . ssid access
From inside a private plane contact
WEP node
bandwidth
9
arp-replay.cap - Wireshark
File Edit View Go Capture Analyze Statistics Help
BEeee ol 8 RQReryF L [EE QQQI
(4} ter.l ﬂ < Expression.. |‘¢gear| vApnlyI
[Time Source Destination Protocol | Info l
0.013989 7 IntelCor 22:e4:1b
[0.014499 IntelCor 22:e4:1b D-Link 09 ARP 169.254.246.161 is at 00:13:e8:22:e4:1b
[0.015842 D-Link_09:87:7b IntelCor_22:e4:1b ARP Who has 169.254.246.1617 Tell 169.254.0.1
[0.016401 IntelCor_22:e4:1b D-Link 09:87: 7b ARP 169.254.246.161 is at 00:13:e8:22:e4:1b
0.017362 D-Link_09:87:7b Who has 169.254.246.1617 Tell 169.254.0.1
[0.017879 IntelCor_22:e4:1b ARP 169.254.246.161 is at 00:13:e8:22:e4:1b
[0.019043 D-Link_09:87:7b IntelCur 22 4 1b ARP Who has 169.254.246.1617 Tell 169.254.0.1
0.019581 IntelCor_22:e4:1b D-Link 09:87: 7b ARP 169.254.246.161 i 0. 8 -
[0.020467 D-Link_09:87:7b ARP Who has 169.254.
0.020987 IntelCor_22:e4:1b ARP 169.254.246.161 i
0.022154 D-Link_09:87:7b 4:1b ARP Who has 169.254. ? € 69.254.0.1
0.022670 IntelCor_22:e4:1b D-Link_( 09:87:7b ARP 169.254.246.161 is at 00:13:e8:22:e4:1b
0.023593 D-Link_09:87:7b IntelCor 22:e4:1b ARP Who has 169.254.246.1617 Tell 169.254.0.1
0.024107 IntelCor 22:e4:1b D-Link 09:87:7b ARP 169.254.246.161 is at 00:13:e8:22:e4:1b =
[— I L]
b Frame 21 (212 bytes on wire, 212 bytes captured)
» Prism Monitoring Header
> IEEE 802.11
» Logical-Link Control
b Address Resolution Protocol (request)
0000 44 00 00 00 90 00 00 00 61 74 68 30 00 00 00 00 =
0010 00 00 0O 00 00 00 00 00 44 00 01 00 00 00 04 00
0020 02 55 27 01 44 00 02 00 00 00 04 00 d2 06 23 cl
(0030 44 00 03 00 00 00 04 00 01 00 00 00 44 00 04 00
0040 00 00 04 00 2e 00 00 00 00 00 00 00 00 00 00 00 ]|
Frame (212 bytes) [Decrypted WEP data (36 bytes) |
[File: “/mntingalfio play.cap® 10023 KB 00:00:38 {[P-45018 D: 45018 M: 0
EEl N N [-] sshell-konsole @B(untitied) - wire: @ arp-replay.car [ 2 GTEM )
10

30/03/2011



Traffic Analysis

Location privacy:

.Sata ~
Gayae -
4

Attack scenarios:

* Track persons

* |dentify VIP

* Location based advertisements

Datais often encrypted, the address is not...

11

Active Attacks

* Spoofing * Malicious code
— Impersonating an — Caninfect and corrupt
authorized client to gain network devices
access to a protected « Social Engineering
resource .
. — Using the weakness of
* Rogue Access Points humans and corporate
¢ Denial Of Service policies to obtain access
attacks * Message modification
— Rendering a network — Change messages

device or entire network
unable to communicate

12
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Section 1

GSM (EDGE) SECURITY

GSM Network Architecture

PSTN
—+—— PDN
ISDN

GMSC




GSM Architecture

Mobile Air Base Mobile Switching Home Location
Equipment | Interface | Station | Center/Visitor Register/Authentication
Location Register Center

SIM with IMS|
-
15
GSM AKA Message flow
Mobile Air Base | Mobile Switching Home Location
Equipment | Interface | Station | Center/Visitor Register/Authentication
Location Register Center
Distribution of auth. data request R
triples from Generate
HLR/AuC Triplets triplets
to MSC/VLR ____ (RAND, XRES, K)
. RAND .
< Over-the-air
Derive K, SRES authentication
SRES and key
> agreement

XRES = SRES ?
Start using K Start using K

16
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Parameter sizes

RAND: 128 bits

Ki: 128 bits

Kc: 64 bits - 10 bits = 54 bits

SRES: 32 bits

plaintext and ciphertext: 114-bit blocks

A5 (hardware in phone):
— Currently 3 versions A5/1, A5/2, A5/3

A3/A8 (software in SIM): operator dependent
(example COMP128)

Specific GSM Security Problems

Encryption terminated too soon

— user traffic and signalling in clear on microwave links
Clear transmission of cipher keys & authentication
values within and between networks

— signalling system vulnerable to interception and
impersonation

Confidence in strength of algorithms
— failure to choose best authentication algorithms
— improvements in cryptanalysis of A5/1

Use of false base stations

30/03/2011



False Base Stations

e Used as IMSI Catcher
for law enforcement

* Used to intercept
mobile originated calls

— encryption controlled by
network and user
unaware if it is not on

* Dynamic cloning risk in
networks where
encryption is not used

Section 2

UMTS SECURITY

19
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UMTS: the terminals

(as envisioned in 2003)

N P
 Tuesday, Hay 200}

CCCETIID)

21

Principles for 3G Security

* Build on the security of GSM

— adopt the security features from GSM that have proved to
be needed and robust

— try to ensure compatibility with GSM in order to ease
inter-working and handover

* Correct the problems with GSM by addressing its real
and perceived security weaknesses

* Add new security features
— as are necessary to secure new services offered by 3G
— to take account of changes in network architecture

22
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Authentication & Key Agreement
Protocol Objectives

Authenticate user to network & network to user
Establish a cipher key CK (128 bit) & an integrity key
IK (128 bit)

Assure user and network that CK/IK have not been

used before

Authenticated management field AuC — USIM
— authentication key and algorithm identifiers

— limit CK/IK usage before USIM triggers a new AKA

UMTS AKA Message flow

LD
o\ =
=n
VLR or
UsIiM SGSN AuC
Distribution of auth. data request R
quintets from Generate
HLR/AuC Quintets quintets
to VLR/SGSN (RAND, XRES, CK, IK, AUTN)
RAND, AUTN
Verif MAC‘ SON Over-the-air
ety ' authentication
Derive CK, IK, RES ‘ and key
g agreement
XRES=RES ?
Start using CK, IK Start using CK, IK

24
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UMTS AKA messages

RAND =random challenge generated by AuC
XRES  =1f2, (RAND) = expected user response computed by AuC
RES =f2, (RAND) = actual user response computed by USIM

CK =f3, (RAND) = cipher key

IK =f4, (RAND) = integrity key

AK =f5, (RAND) = anonymity key

SQN  =sequence number

AMF = authentication management field

MAC =f1,(SQN || RAND || AMF) = MAC on SQN, RAND and AMF

AUTN =SQN®AK || AMF || MAC = network authentication token,
concealment of SQN with AK is optional

Quintet = (RAND, XRES, CK, IK, AUTN)

25

Section 3

WLAN SECURITY {@F)

The Standard for
Wireless Fidelity

™

26
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IEEE 802.11 Network Architecture

Extension Soint

Ad Hoc Mode

Infrastructure Mode

WEP security problems

* Wrong application of a stream cipher in
authentication and encryption protocols

— Encryption: Key stream reuse (due to static key and short

V)

— Device authentication: Easy spoofing of challenge-

response authentication

— Message authentication: Weak authentication (CRC is key

independent)

27

28
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WEP itself is (seriously) flawed

* July 2001: Fluhrer, Mantin and Shamir described
“Weaknesses in the Key Scheduling Algorithm of
RC4”.

— expected needed number of /V’s is 1.3 x 10°
— @ 560 packets/sec this takes 39 min !

* Since then, this is further optimized and
implemented in various tools

=> Using WEP today provides virtually no security!!!

The road to stronger security

* |EEE started the Security Task Group 802.11i
* They worked on the new standard RSN (Robust
Security Network)

* But, WiFi manufacturers wanted a solution that
worked on existing (RC4) hardware, i.e., the wanted a
pure software solution.

* They adopted a new security approach (WPA) based
on the existing RSN draft standard by IEEE802.11i,
but only specifying one part of RSN: TKIP

15
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WPA (TKIP)

Temporal Key Integrity Protocol: Short-term solution for
WLAN security problems.

Adds four new algorithms:
— MIC called Michael
— IV sequencing (work as replay counter and prevent reuse)
— Per-packet key mixing
— Re-keying function

In essence it upgrades the integrity check and prevents
the Fluhrer, Mantin and Shamir attack by continuously
changing the key.

A new solution: RSN (802.11i)

Robust Security Network based on IEEE 802.1X
Network access control based on network ports
Network port = association between STA and AP

Extensible Authentication Protocol (EAP)
— @ network layer

— can encapsulate any authentication mechanism EAP-TLS,
Serial Authentication using EAP-TLS and EAP-MDS5, EAP-
SRP, Kerberos

AES based encryption
TKIP

16
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802.1X Protocol

| :
EAP over WLAN l 2D EAP over RADIUS o A
/ [ ,'UI
S
Supplicant Authenticator Authentication
(AP, switch) server
EAP_start
EAP request ID
EAP response ID Access Request

EAP Success

33

Section 4

BLUETOOTH SECURITY

34
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Bluetooth network architecture

Digltal Camera

ﬂ \ Computer
Printer

l.
xDSL
Access Point
==k —=

e PDA Cordless Phone
Home Audio System MP3 Cell Phone Base Station

Player

Inkjet

[This picture is borrowed from Xilinx]

Bluetooth key chain

rand(A) ‘x

authentication

rand(A) ﬁ rand(B)

authentication

36
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Offline PIN crunching

* Passive attack: attacker eavesdrops on 2 devices
during Initialization Key setup

— attacker can exhaustively guess all possible PIN values up
to a certain length

— verification is done by performing the authentication step:

PIN

IN_RAND

K_init

L —
™~

BD_ADDRg
> K_init
AU_RAND

I~
PIN SRES ACO

SRES = SRES’ ?

\ /" BD-ADDR,
M\ AURAND

\/\ SRES’

Once K_init is known...

* With the knowledge of K_init, an attacker can
— obtain the link key and encryption key

— for low memory devices the link key equals the unit
key (which hardly ever changes)
=> attacker can now impersonate this device

— perform a man in the middle attack

38
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What about privacy?

Every BT device has a unique and fixed BD_ADDR

This BD_ADDR is transmitted in response to an
inquiry of another device

Possible to keep track of devices

Attacker can place eavesdropping devices at well
chosen locations (airports, railway stations, ...)

Once the relation device—owner is known, the
owner can be traced, located and followed

Denial-Of-Service

* |f authentication fails for a specific device:

— Exponential back-off timing
— BD_ADDR s put in a black list

» Attacker can send BD_ADDR of other devices to @

cause failed authentications (repeatedly) *'6‘&
s blacklist

"
X
’ ®
Zz

40
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Section 5

RFID (EPC) SECURITY

(ARI JUELS, RSA LABORATORIES — HTTP://WWW.ARI-JUELS.COM)

RFID devices take many forms

21



“RFID” really denotes a
spectrum of devices

8]

Basic
“smart Automobile )
label” pIaque ignition key Mobile phone

43

The privacy problem

Bad readers, good tags

Mr. Jones in 2015

Wig
model #4456
(cheap
polyester)

Replacement hip
medical part #459382

Das Kapital and
Communist-party
handbook

1500 Euros

in wallet
Serial numbers:
597387,389473...

44

30 items
of lingerie

30/03/2011
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The authentication problem

Good readers, bad tags

Mr. Jones in 2015

Counterfeit!

Replacement hi
\ medical part #459382

1500 Euros

in wallet
Mad-cow Serial numbers:

hamburger ]
lunch : as

Conclusions

* Security approach of these applications seems to be
“let’s see and then improve it”

* But only if really necessary (GSM not improved,
Bluetooth not improved)

* Impact security vulnerabilities unclear

* RFID security is very active field (with focus now on
adding privacy on top of authentication)

* Even very limited functionality can give rice to some
clever designs

46
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Questions

)

‘.

Dave.Singelee@esat.kuleuven.be
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