What do data protection officers
have to deal with in 20117

Challenges for today and tomorrow at
the European Commission
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= Current situation/level of compliance
Challenges:
Review of Directive in 2011
No IT Security? NO Privacy!
EU-Institutions going global!




Personal Data Protectioninithe.Commission
— Qompliance

——

M |n a nutshell , compliance means that...

— processing operations on personal data must
respect the principles of Regulation (EC)
45/2001

=\(prior-)Infermation to Data Subjects has been,
ensured -

=(prior-)Notification to Data Protection Officer
(+prior-checking by EDPS where appropriate)

European Data Protection
Supervisor (EDPS)
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= 04 % compliancerate (886 processing
operations identified /834 notified)

= prior-checks almost completed
= privacy statements available
= "corporate” and model notifications available

=AWeb site, staffitraining , decumentation,
Retwoerk errcorrespondents ,dedicated I'T
system, etc in place
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‘A comprehensive approach on
personal data protectien in'the

European Union’
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= Address the impactefnew technologies and modernise
the currentframework

= |mprove the clarity and coherence of the EU legal
framework for personal data protection so to ensure a high
level of protection throughout all Union policies

= Provide a strenger institutional arrangement for the
effective.enforcement, of data protection rules

Strenghening individuals® rights
Enhancing the internal market dimension
Reinforcing data controllers® responsibility

Revising the rules on police and judicialiceoperation in
criminal matters

The glebal dimension of data protection
Better enivIcEMEnofidatesprotection rules




. Ensuring appropriate protection for individuals
in all*eircumstances

Increasing transparency for data subjects
Enhancing control over one's own data

Raising awareness

Ensuring informed and free consent

. Protecting sensitive data

. Makingimemedies andisanctions more effective

EQIEncing e Intasrzl rericet

dimension ——
. Increasing legal certainty and providing a level
playing field for data controllers

Reducing the administrative burden

. Clarifying the rules on applicable law.and
Member States' responsibility

. Enhancing data controllers’ responsibility

. Encouraging,self-regulatoyiipitiatives and
exploring EU certification schemes
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protection

Clarifying and simplifying the rules for
International data transfers, including the
“adequacy procedure”

Promoting universal principles

= Regulation 45/2001. art 22:

= 1. Having regard to the state of the art and the cost of their
implementation, the controller shall implement appropriate
technical and organisational measures to ensure a level of
security appropriate to the risks represented by'the
processing and the nature of the personal data to be
protected.

Such measures shall be taken in‘particularterpreventanys

S Unautherisedidisciostre oraceess; accidental or unlawiul
destruction or accidental loss, or alteration; and to prevent
all other unlawful forms of processing.




= Reg45/2001 art-35

= The Community institutions and bodies shall take
appropriate technical and organisational measures to
safeguard the secure use of the telecommunications
networks and terminal equipment, if necessary. in
conjunction with the providers of publicly available
telecommunications services or the providers of public
telecommunications networks. Having regardtethe;state..
ofithe art and thelcostiofitheirimplementation, these

neasures shall'ensure a level of security,appropriate to the
risk presented.

Controlling specific.security.measures in each
orocessirig operaior)

——

= Notification of ALLL processing operations to
the Data Protection Officer

= Notification to contain:

"a general description allowing.a preliminary
assessment to be made of the

appropriateness of the measures,taken .
L puUrsuantterAicier22 terensure security of
processing”
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= COMMISSION DECISION

016 August 2006 C( 2006 ) 3602 concerning the
security of information systems used by the European
Commission

"This Decision provides for security measures for the

protection of the Commission's information systems and

the information processed therein against threats to the

availability, integrity and confidentiality,ofithesersystems
_and infermatien: -

(the"measures) must be proportionate to'the dangerin
terms of costs and functional or technical restrictions.

Coppenationavithdn=heusedil

Alticle 5
Protection ofipersonal data

The information systems security policy must guarantee a high level of
protection of personal data and the processing thereof in accordance
with Regulation (EC) No

45/2001, particularly Articles 21 to 23 and 35 to 37.

Article 11

Any.new.information system must from the design stage take account
ofithe Information'systems security policyx

Sainmgrandintenmation of Staff



Noitfficaition of Deltel Brezicries

Reformiof e-privacy directive 2002/58:
Directive 2009/136 of 25/11/2009
Extension to other sectors: recital 59

"Pending a review to be carried out by:the
Commission of all relevant Community legislation in
this field, the Commission, in consultation with the
European Data Protection Supervisor, should take
appropriate steps without delay;to. encourage.the
applicatienithreughoutithesGommunity of the
principlestembodied in the data breach notification
rules contained in Directive 2002/58/EC

(Directive on privacy and electronic communications),
regardless of the sector, or the type,

of data concerned."”
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= |nternational transfters of data from
Commission's data bases

art 9 Regulation 45/2001: similar to directive

but:

NO BCR

NO Safe Harbour -
N@rsetsTof*Contractual clauses...




= for more information, visit:
hitp://ec.europa.eu/dataprotectionofficer/

iIndex.cfm
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