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Over 1.8 million appliances installed!
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Intrusion prevention. Malware protection.
Application Control and Visualisation.
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Get tomorrow's Next-Generation firewall today.
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SONICWALL
Identify

By Application, Not by Port & Protocol
By User/Group, Not by IP
By Content Inspection, Not by Filename

Application Chaos Users/Groups

So many on Port 80
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Cloud -Based
Extra-Firewall
Intelligence

Next -Generation Firewall

Categorize

By Application

By Application Category
’ By Destination

By Content

ByUser/Group

SONICWALL

Control

Prioritize Apps by Policy
Manage Apps by Policy
) Block Apps by Policy
Detectand Block Malware
Detect& Preventintrusion Attempts




Cloud/SaaS Consolidation Virtualization A Bandwidth
A Performance
A Availability
A Ease of use

A Manageability
A Security
e ,
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Converged : .
Web 2.0 Mobile Devices TS
Comms SONICWALL

Computer malware, still a problem 38 years later:
1971 - Built in the Laboratory i Creeper (''m the creeper, catch me if you can!")
1981 - In the wild T Elk Cloner (Skrenta)
1988 - On the Internet i Morris Worm (Cornell)
201071 Unyielding Malware and Spam fueled by self propagating
BotNets

Physical security analogy:

The first US bank robbery took place Sep 1, 1798, the most recent took
place 10 minutes ago T the bank security business is measured in the
$1006s of billions
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Web 2.0, SaaS, rich
Network Bandwidth media, drive bandwidth
consumption
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Blogging
Facebook
Twitter

(Burst Media Survey, 2

50% of surveyed companies said at least
30% of their bandwidth is being consumed
M by social networking traffic

Streaming video (Forrester, Feb 2009)
Streaming audio
Downloading files
Playing games
Webmail

Wikis

Malware, Trojans, BotNets, Intrusions out of
control
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The reality today

S
Phishing mikt op gebruikers van Facebook

19 maart 2070 - Fa cahookspel serveert virussen

Een nieuwe phi '
- Farm Town laat gehackte advertenties staan
mail die ZOQEZE! - april 2010 | Pieterjan Van Leemputten

fraudeurs imme = Beveiligingsspecialisten waarschuwen voor het Facebookspel
achterhalen. .’. Farm . - .
-t Gezocht: spionnen die kunnen twitteren

volal 30 maart 2010 — Redactie Data News
0,6 r MoetJames Bond kunnen twitteren? De baas van de Britse
adve inlichtingendienst MIS vindt alvast van wel.
geint
wordt aangeboden.

Facebookvirus duikt weer op

Videospeler neemt je pc over
09 april 2010 | Kristiaan Van den Eynde

Wie van een vriend een erotisch filmpje via Facebook
doorgestuurd krijgt, kan dat maar beter niet bekijken. Tenzij je
vriend in de porno-industrie zit, is de kans immers groot dat je
met een virus te maken hebt. De nieuwste variant van de
Koobface-worm vermomt zich als een videospeler die nodig is
om het filmpje te bekijken.
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Education, Enforcement, Balance
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Education or Enforcement

AEducation is priority number 1
Need to be aware (monitoring/reporting)
Basic education guidelines setup per company/department
Who needs Web 2.0 to add value to the company?
Risks of data loss if social media access opened uncontrolled?
Guidelines example:

» Think twice before you submit private or company
information on the networks

»Dondét just accept everyone
»Dondét open attachment s ybd i
are CURIOUS

» Trust only the ones you really know
» Same guidelines as for e-mail usage

SONICWALL

Enforcement

AEnforcement needed ?
Keep track of what people do on the Internet .
| f youwmeadwentétan just dondt know!

Abuse by your employees can have serious consequences for
the companies reputation

Abuse can have serious consequences on the productivity of
your employees

Abuse can lead to infected (same as with e-mail)
infrastructure == loss of money!

Abuse can lead to data loss
é
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Right Balance

AThere is no black or white

ACompanies start to see the potential of Web 2.0
Direct touch with customers
No journalists, no redaction (risk!)
Free
Everywhere
Better reach
Hipe

AHow to balance.
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Application Intelligence
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Traditional Firewalls Completely Outclassed

Stateful

Firewall

Firewall Report ‘

-Some Web Traffic
WRONG!
-S0me KuF rarmc
Everythingbds ODL! /ﬂ
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Application  Chaos

SiEe SADd Wil SkvDe;
oRientify, Manage,ang Control Applicationd@haos
A ey

amazoncom. @ BitTorrent
(\ = ;—
.

A

Acceptable Apps Qﬁz
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http://www.ebay.com/
http://www.ebay.com/
http://www.oracle.com/index.html
http://en.wikipedia.org/wiki/Image:BitTorrentLogo.gif

SONICWALDY Next -Generation Firewall
Identify Categorize

By Application
By Application, Not by Port & Protocol By Application Category
By User/Group, Not by IP ’ By Destination

By Content Inspection, Not by Filename ByContent
By User/Group

Application Chaos
So many on Port 80

SONICHALD Next -Generation Firewall
Identify Categorize

By Application
By Application, Not by Port & Protocol By Application Category
By User/Group, Not by IP ’ By Destination

By Content Inspection, Not by Filename By Content
By User/Group

Application Chaos
So many on Port 80

Control

Prioritize Apps by Policy

Manage Apps by Policy

Block Apps by Policy

Detectand Block Malware

Detect& PreventIntrusion Attempts

Control

Prioritize Apps by Policy
Manage Apps by Policy
) Block Apps by Policy
Detectand Block Malware
Detect& PreventIntrusion Attempts
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SONICHALD Next -Generation Firewall
Identify Categorize Control

By Application Prioritize Apps by Policy
By Application, Not by Port & Protocol By Application Category Manage Apps by Policy

By Destination Block Apps by Policy
By User/Group, Not by IP
Y " Y ’ By Content b Detectand Block Malware

By Content Inspection, Not by Filename
By User/Group Detect& PreventIntrusion Attempts

Application Chaos
So many on Port 80
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Cloud -Based
Extra-Firewall
Intelligence
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A World Renowned Expertise
A Active industry research contributor

A Delivers continuous security subscriptio
IP and content

A 100% IP ownership of all signatures
A Detects and protects customers from . . .

3.1 MILLION MALWARE ATTACKS BLOCKED
400 MILLION INTRUSIONS PREVENTED
4.7 BILLION APPLICATION INSTANCES

SONICWALL>
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SONICWALD
GRID Data Feeds
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CFS lookups |—

Crawlers ||

Manual CFS submissions
ES submissions

Spam Client submissions
Phishing submissions
Virus feeds

Matware/Spyware feeds
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Manual Spyware submissions |—]
SPAMfeedsmE

Botnet feeds |

Honeypots |—7

Vulnerability feeds

Intrusion feeds

Protocol analysis |

Compliance Dictionaries. |_ =

SONICWALL
Identify

By Application, Not by Port & Protocol
By User/Group, Not by IP
By Content Inspection, Not by Filename

Application Chaos
So many on Port 80

SONICWALL>
GRID Security Center Processing

%7 URL Rating

DRTR
Correlation Engines
Manual Ratings
URL Reputation

IP Reputation

"8, | GRID Antivirus

Virus/Malware/Spyware Signatures
Virus/Malware/Spyware Thumbprints
Client Enforcement

& intrusion Detection / Prevention

| IDS signature Development
| 1P Signature Development

(7@ SPAM/Phishing Analysis

Eayesian Anti-Spam
Anti-Spam Rules
COLAB Rules

DHA

IP Reputation

GRID AY

Message Analysis
Phishing URLs
Campliance

Categorize

By Application

By Application Category
’ By Destination

By Content

By User/Group

Malware Blocked
Cloud -Based
Extra-Firewall
Intelligence

SONICWALL>
Security Appliances

Security Services

Gateway Antivirus

s -{ Enforced Client Antivirus

Intrusion Detection / Prevention

Applicatien Firewall

Anti Spam

SONICWALL>

Next -Generation Firewall

Control

Prioritize Apps by Policy
Manage Apps by Policy
) Block Apps by Policy
Detectand Block Malware
Detect& PreventIntrusion Attempts




SONICWALDY Next -Generation Firewall

Identify

By Application, Not by Port & Protocol
By User/Group, Not by IP
By Content Inspection, Not by Filename

Application Chaos Users/Groups
So many on Port 80

Cloud -Based
Extra-Firewall
Intelligence

SONICHALD Next -Generation Firewall

Identify

By Application, Not by Port & Protocol
By User/Group, Not by IP
By Content Inspection, Not by Filename

Application Chaos Users/Groups
So many on Port 80

Cloud -Based
Extra-Firewall
Intelligence

Categorize

By Application

By Application Category

’ By Destination
By Content
By User/Group

Categorize

By Application

By Application Category

’ By Destination
By Content
By User/Group

Malware Blocked

Control

Prioritize Apps by Policy
Manage Apps by Policy
> Block Apps by Policy
Detectand Block Malware
Detect& PreventIntrusion Attempts

Control

Prioritize Apps by Policy
Manage Apps by Policy
> Block Apps by Policy
Detectand Block Malware
Detect& PreventIntrusion Attempts

Critical Apps:
Prioritized Bandwidth
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SONICHALD Next -Generation Firewall
Identify Categorize Control

By Application Prioritize Apps by Policy
By Application, Not by Port & Protocol By Application Category Manage Apps by Policy
By User/Group, Not by IP ’ By Destination Block Apps by Policy
By Content Inspection, Not by Filename By Content Detectand Block Malware
By User/Group Detect& PreventIntrusion Attempts

Application Chaos Users/Groups
§s
o

So many on Port 80

Cloud -Based
Extra-Firewall
Intelligence

2800+ Applications d exampl . Bittorent

IPS Signature List IPS Signature List
- BiTament-6.1 Updates from

IPS Signature List The Results

- BitTorrent-6.1.1

- BiTorent6.1
- BiToment6.03
- BiTorent-6.0.2

SonicWALL
are received
and applied

Manage and
control P2P
applications

Don't spend
time updating
IPS signature

rules

Create a Policy to detect P2P applications

P2P applications can be blocked or just limited

through bandwidth and time-based restrictions
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Web Management Interface
Application

Flow Monitor

SONICWALL>

N = [p—, Castbaard |
ReshTime Mok Application Flow Monitor
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Web Management Interface - Application Flo
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w Monitor

Web Management Interface
Application
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Flow Monitor

SONICWALL

o = p—— Dashbaard |

Appcation Flow Hontor
Top Gobal Malrere
Logantor
Cornecton Monitor
Pacet Moriior

» B spstem

» 2 oo Groun By Applicar
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» @ Frcua

+ 1B rreustsettrs

» @ oerss

v we

» 58 anbspam

» @ v

0 s

» & vens st

» & e

» 553 o avatabiny

» B seariysorvices

=0

rMySpace, 0.354%

—DNS, 0.435%
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T Ehh. O BSTY

Image- 1.601%

=unclapsified, 31 .483%

Status: Ready

Web Management Interface - Application Flo:
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w Monitor
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Web Management Interface

Real -Time Monitor

SONICWALL> | Netv y Appliance
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Summary
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Traditional Security Approach

As Components
5 x License Management
5 Different management interfaces
5 x Power consumption
5 Points of Fallure

5 different vendors

Troubleshooting and reporting
nightmare E
¢
T
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Next Generation Firewall Capabilities

/ Deep Packet Firewall \
Application Firewall

Bandwidth Management

: . o e

-_‘;_"2‘_;——-‘—~r 10G Full Security
- .z . aam | 20G IPS / 40G FW
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2010 0o Anything, Anywhere, Anytime

ATraditionaI IT controls fade

Applications that move from dedicated servers, to virtual
servers, to the cloud

Workers who expect maobility and ubiquitous access
New platforms and applications as a result of crossover from
Web 2.0

AAs fast as these tools are adopted their weaknesses will
be targeted by cybercriminals

AHow do we prepare for these threats?

Embrace change

Focus on users, content and applications i not on ports,
protocols
SONICWALL
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