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Over 1.8 million appliances installed!

SonicWALL

Today's Topic
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Gartner, IDCé
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Technology Trends

Impacts to Productivity & ROI
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Infrastructure Demands:

ÁBandwidth

ÁPerformance

ÁAvailability

ÁEase of use

ÁManageability

ÁSecurity

ÁTCO

Converged 

Comms

Cloud/SaaS Consolidation Virtualization

Web 2.0 Mobile Devices

Network Security Remains a 

Significant/Unsolved Problem é

ÁComputer malware, still a problem 38 years later:

Á1971 - Built in the Laboratory ïCreeper ("I'm the creeper, catch me if you can!")

Á1981 - In the wild ïElk Cloner (Skrenta)

Á1988 - On the Internet ïMorris Worm (Cornell)  

Á2010 ïUnyielding Malware and Spam fueled by self propagating 
BotNets

ÁPhysical security analogy:

ÁThe first US bank robbery took place Sep 1, 1798, the most recent took 
place 10 minutes ago ïthe bank security business is measured in the 
$10ôs of billions
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The Scalability Challenge
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Network Bandwidth

Moore's Law

Security Processing 
Required

First Internet-

borne attacks

Dot-com boom fuels 

traffic surge.  Internet 

bogs down

New forms of malware 

(SQL Slammer, Sasser, 
etc.) make DPI a 

necessity for everyone

Web 2.0, SaaS, rich 

media, drive bandwidth 

consumption

Two ñ10Xò trends

Employee Productivity & Security
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ÁBlogging

ÁFacebook

ÁTwitter

Á IM

ÁStreaming video

ÁStreaming audio

ÁDownloading files

ÁPlaying games

ÁWebmail

ÁWikis

25% of office Internet traffic is non-business 

related
(Burst Media Survey, 2008)

50% of surveyed companies said at least 

30% of their bandwidth is being consumed 

by social networking traffic
(Forrester, Feb 2009)

Malware, Trojans, BotNets, Intrusions out of 

control
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The reality today

Education, Enforcement, Balance
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Education or Enforcement

ÁEducation is priority number 1

ÁNeed to be aware (monitoring/reporting)

ÁBasic education guidelines setup per company/department

ÁWho needs Web 2.0 to add value to the company?

ÁRisks of data loss if social media access opened uncontrolled?

ÁGuidelines example:

» Think twice before you submit private or company 

information on the networks

» Donôt just accept everyone as friends!

» Donôt open attachments (like movies) just because you 

are CURIOUS

» Trust only the ones you really know

» Same guidelines as for e-mail usage

Enforcement

ÁEnforcement needed ?

ÁKeep track of what people do on the Internet

ÁIf you donôt measure it can just donôt know!

ÁAbuse by your employees can have serious consequences for 
the companies reputation

ÁAbuse can have serious consequences on the productivity of 
your employees

ÁAbuse can lead to infected (same as with e-mail) 
infrastructure == loss of money!

ÁAbuse can lead to data loss

Áé
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Right Balance

ÁThere is no black or white 

ÁCompanies start to see the potential of Web 2.0

ÁDirect touch with customers

ÁNo journalists, no redaction (risk!)

ÁFree

ÁEverywhere

ÁBetter reach

ÁHipe

ÁHow to balance.
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Application Intelligence
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Traditional Firewalls Completely Outclassed
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Stateful

Firewall

80 = HTTP

443 = HTTPS

21 = FTP

3389 =RDP

Firewall Report

-Some Web Traffic

-Some Secure Web Traffic

-Some FTP Traffic

-Some RDP Traffic

Everythingôs OK!

Web TrafficWeb Traffic

WRONG!!

Application Chaos

Unacceptable AppsUnacceptable AppsAcceptable AppsAcceptable Apps

Identify, Manage and Control Application Chaos
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SonicWALL Research Labs & SonicGRID

ÁWorld Renowned Expertise  

ÁActive industry research contributor

ÁDelivers continuous security subscription 
IP and content

Á100% IP ownership of all signatures

ÁDetects and protects customers from . . . 
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2800+ Applications ðexampl . Bittorent
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Web Management Interface -

Application Flow Monitor
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Web Management Interface -

Application Flow Monitor
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Web Management Interface ð

Real -Time Monitor
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Summary
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Traditional Security Approach

Á5 Components

Á5 x License Management

Á5 Different management interfaces

Á5 x Power consumption

Á5 Points of Failure

Á5 different vendors

ÁTroubleshooting and reporting 
nightmare

Áé.
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Intrusion Prevention

Anti -Malware 

URL Filtering

Bandwidth Management

Firewall

Next Generation Firewall Capabilities
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10G Full Security 

20G IPS / 40G FW
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ÁTraditional IT controls fade

ÁApplications that move from dedicated servers, to virtual

servers, to the cloud

ÁWorkers who expect mobility and ubiquitous access

ÁNew platforms and applications as a result of crossover from 

Web 2.0

ÁAs fast as these tools are adopted their weaknesses will 

be targeted by cybercriminals

ÁHow do we prepare for these threats?

ÁEmbrace change

ÁFocus on users, content and applications ïnot on ports, 

protocols

2010 ðAnything, Anywhere, Anytime

Q&A
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The ALTERNATIVE 
to premium -priced, complex 

solution vendors

Adaptable and Interoperable


