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Comprehensive Network Security

Our Products

Unified Threat Management Cyberoam Central Console (CCC) SSL VPN

Data Protection & Encryption

Device Management

Application Control

Asset Management

Cyberoam –Endpoint Data Protection

The Future of Network Security
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Agenda of Presentation

 Current Security Challenges

 Future Security Trends

 Desired Elements in Security Architecture
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CURRENT SECURITY

CHALLENGES
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Identity (Lack of User Recognisition)

Who do you give access to: An IP Address or a User?

Whom do you wish to assign security policies:   

Username or IP Addresses?

 In case of an insider attempted breach, whom do you 

wish to see: User Name or IP Address?

 How do you create network address based policies in a 

DHCP and a Wi-Fi network?

 How do you create network address based policies for 

shared desktops?

Limitations of Existing Security Architecture 
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 Scalability

 To provide IPS, QoS, Centralized logging, etc. 

normally achieved with multi-core architecture.

 Lack of Redundancy

Single point of failure a major business concern in 

form of redundant device or Multi-Link 

management.

Limitations of Existing Security Architecture 
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FUTURE SECURITY TRENDS
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 Scalable Architecture: Incorporating new threats, 

and security features within the existing 

architecture.

 Extensible Architecture: 

 Prolongs the life and performance of legacy 

UTM appliance

 Automatic security upgrades without end user 

or Admin intervention

 Zero hour protection in case of new threats.

 Ensures continuous business availability.

Trend: Scalable and Extensible Architecture
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 Security Solutions should recognize and 

prioritize applications not merely using network 

ports  and protocols for e.g. increase bandwidth  

for ERP, Accounting,  VOIP,  and reducing the 

bandwidth for  unproductive  applications like 

P2P,  Entertainment.

 Why?

 Enterprises are shifting business critical 

applications  to external Cloud/virtualized 

platforms

 Greater tussle for users, applications and 

bandwidth 

Trend: Application Layer Control
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Trend: Application Layer Control
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Trend: Application Layer Control

 Major Benefits

 Visibility and Control over Application

Layer  i.e. Who is doing what, and consuming how 

much bandwidth?

 More effective controls over applications such as 

BitTorrent, SIP, file transfer in Instant Messaging(IMs)

 Ensure Guaranteed & Prioritized access to important 

applications such as SAP, ERP, CRM, VOIP etc. 
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Trend: IPv6 as Network Security Layer

 IPv6 Compliance is becoming increasingly

mandatory for security solutions

 Why?

 IPv4 addresses are running out 

 Examples:

 IPv4 - 192.0.2.235

 IPv6 – 0000:0000:0000:0000:

0000:0000 
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 SSL Inspection is an emerging trend in security which

Allows filtering of HTTPS traffic same as HTTP traffic.

 Why? To increase security and policy control among

Encrypted traffic streams. 

 Major Benefits: 

 Admin can control user access to websites via

encrypted traffic streams

Trend: SSL Inspection
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Trend: Social Networking Protection

 Social Networking Growing need to protect social media

from malware/financial fraud

 Why?

 Extremely lucrative medium for cyber-criminals

 Personal info up for grabs

 User ignorance in using Facebook apps. 

www.cyberoam.com © Copyright 2010 Elitecore Technologies Ltd. All Rights Reserved.

Comprehensive Network Security

Trend: Social Networking Protection
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Trend: Avoiding Single Point of Failure

 Organizations will have greater need to prevent single

Point of failure in their information systems.

Example

 Single point of failure blamed for network

Outage for Verizon’s Broadband customers.
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Trend: Avoiding Single Point of Failure
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 Current Methods

 Multiple Link Management with more than 1 ISP Link 

Failover

 High Availability

 3G/4G Connectivity

Trend: Avoiding Single Point of Failure
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Trend: Securing Wireless Networks

 Organizations must afford the same degree of 

security to wireless networks as wired networks

 Why?

 Guest user access to goes untraced.

 Cyber-terrorism. 

How to Ensure WLAN Security?

 Gain Visibility over User activities in the 

Network through identity-based controls
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Trend: Growing demand for NAC

 Network Access Control systems integrate endpoint 

security technologies with user or system authentication.

 Why? Unified Polices for Network Access prevents

insider threats and data leakage. 
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DESIRED ELEMENTS IN

SECURITY ARCHITECTURE 



12/09/2010

11

www.cyberoam.com © Copyright 2010 Elitecore Technologies Ltd. All Rights Reserved.

Comprehensive Network Security

Desired Elements in NSA

 Identity-based Security

 Secure the User – Secure the Organization

 Hardware and Software Intelligence

 Adaptability, Reliability, Robustness of systems

 Unified Policy and Configuration Management

 Redundant hardware components to support High

Availability 

 Scalable Processing Capability

 Connectivity
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Internal threats

 Identity theft

 Data loss

 Data deletion

 Data modification

Cloud-based threats             

 Worms

 Malicious code

 Virus

 Malware

Social Networking

threats

 Facebook

 Twitter

 Pharming

 Mobile malware

 DoS attacks

 Hacking

USER

User: The Missing Link in Security 
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Identity
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IDENTITY-BASED TECHNOLOGY

User
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Cyberoam UTM- Identity-based Security

 Integrated security over 

single platform

 Layer 8 penetrates 

through each security 

module
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 Established in 1999

 1000+ Employees

 ISO 9001:2000 certified company

 Sales, Distribution Channel & Customers 

across 100+ countries

 Communication - Networks – Security

- Cyberoam - Network to Endpoint Security

- CRESTEL - Telecommunication OSS BSS

- EliteAAA - Telecommunication 

- 24online - Bandwidth Management Solution

About Elitecore
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Cyberoam Product Range

Cyberoam – Identity Based UTM

Cyberoam – End Point Data 

Protection
Cyberoam – SSL VPN

Cyberoam IView –

Logging & Reporting

(Open Source - Software)
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Thank You


