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Separation of duties (SoD) is the concept of having more 
than one person required to complete a task. In this case:

a deliberate fraud is more difficult because it requires
collusion of two or more persons

also innocent errors are more difficult

At the most basic level, it means that no single individual
should have control over two or more phases of a
transaction or operation.

Management should assign responsibilities to ensure a
crosscheck of duties.

SOD Definition
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A Segregation Of Duties conflict is a combination of two

transaction groups where if the user executes both, there is 

a potential risk associated

Example I

Transaction groups : Maintain credit master data AND 

Process sales orders

Associated Risk : User can increase a customer credit limit 

and then process sales orders for that customer leading to 

irrecoverable debt. 

Example II:

Transaction group : Process sales orders AND Process 

customer credit note (FI) 

Associated risk : User can create/change a credit memo 

request and then process the credit note. 

SOD Conflict
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A risk level is associated to a SOD conflict and indicates

how to handle the conflict

Compensating controls is the concept that when we cannot

avoid an SOD conflict within a function, special actions are 

taken

Compensating controls can for example be:

An extra approval needed from the management when 

assigning roles to these users

A specific documentation maintained

An extra audit and control

Compensating controls should be dependent from the risk 

level

Risks and compensating controls
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Drivers

Segregation of duty issues in a Business process

Segregation of duty risks are currently not formally defined and 

documented

Struggling with an approach to translate business SoD risks to technical 

ERP SoD rules 

No tools are available to effectively and efficiently monitor potential SoD

conflicts

Consequently, clean-up of potential SoD conflicts is difficult

Budget for tooling is limited for the moment!

Looking for a way to pragmatically implement a solution that is not 

overly expensive

The solution should be a basis to expand to more advanced tooling in 

the future

é
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Benefits of resolving SoD issues 

1. Remove a deficiency from ICFR

Remove audit committee and auditor pressure on the business to remediate and/or 

compensate for weaknesses in segregation of duties.

2. Reduce costs of managing SAP access control and segregation of duties

Informal benchmarking carried out by KPMG on actual projects shows that companies that have 

implemented an effective segregation of duties framework and access provisioning process 

have 1 person per 4000 users involved in SAP security administration and remediation.  

Companies that rely on manual processes have 1 person for every 1000 users involved in this 

activity.

3. Reduce cost of mitigating controls and associated compliance

Better segregation of duties reduces the need for mitigating controls which have to be 

detective and are likely to be manual.  Removing these controls saves the cost of their 

operation and also reduces the cost of testing these controls.

A more preventive control environment allows lower compliance costs.

4. Improved business efficiency

Companies that have implemented compliant user provisioning have reduced the time taken to 

set-up access for new users ïallowing new hires and people moving about the client to 

become operationally effective more quickly.  

5. Lower risk of fraud

Reduce the opportunities for fraud and misstatement of results.  Enable earlier detection of 

fraud (and in our experience, reveal previously undetected fraud).
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Segregation of Duties roadmap
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SoD Requirements

Collect available SoD documentation

Collect and validate SoD requirements (internal / external audit)

Define SoD management and risk ownership

Assess Clientôs SoD rule requirements

1. Risk  

Assessment
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SoD requirements

SoD validation and risk assessment workshops

Create a Risk statement per SoD conflict. This clearly defines the 

possible negative results of an SoD conflict (risk consequence)

Assign Risk Levels to Risks

High: SoD should not be allowed

Medium: SoD may be allowed but should be mitigated

Low: SoD may be allowed and business should be aware of possible risk. 

Recommended to be mitigated

Assign risks to process streams

Create final set of SoD conflicts and sign off

Technical translation of SoD to Baseline rules

Management commitment required!!!

1. Risk  

Assessment
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1. Risk  

Assessment
Inherent risk assessment
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SOD matrix (OTC)
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1 Maintain Customer Master Data 1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 1.10 1.11 1.12 1.13 1.14 1.15 11.16 SD01

2 Credit Management 2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8 2.9 2.10 2.11 2.12 2.13 2.14 2.15 AR04

3 Sales Pricing Condition 3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9 3.10 3.11 3.12 3.13 3.14 SD06

4 Process Sales Contracts 4.1 4.2 4.3 4.4 4.5 4.6 4.7 4.8 4.9 4.10 4.11 4.12 4.13 ZSD01

5 Sales Rebates 5.1 5.2 5.3 5.4 5.5 5.6 5.7 5.8 5.9 5.10 5.11 5.12 SD03

6 Maintain Sales Order 6.1 6.2 6.3 6.4 6.5 6.6 6.7 6.8 6.9 6.10 6.11 SD05

7 Sales Document Release 7.1 7.2 7.3 7.4 7.5 7.6 7.7 7.8 7.9 7.10 SD04

8 Delivery Processing 8.1 8.2 8.3 8.4 8.5 8.6 8.7 8.8 8.9 SD02

9 Return Delivery Processing 9.1 9.2 9.3 9.4 9.5 9.6 9.7 9.8 SD07

10 Maintain Billing Documents 10.1 10.2 10.3 10.4 10.5 10.6 10.7 AR05

11 Process Credit/Debit Memo 11.1 11.2 11.3 11.4 11.5 11.6 SD08

12 Process Customer Invoices (FI) 12.1 12.2 12.3 12.4 12.5 AR07

13 Process Customer Credit Memos (FI) 13.1 13.2 13.3 13.4 AR06

14 AR Payments 14.1 14.2 14.3 AR01

15 Cash Application 15.1 15.2 AR02

16 Clear Customer Balance 16.1 AR03

17 Transport costs SD09

 SD01 AR04 SD06 ZSD01 SD03 SD05 SD04 SD02 SD07 AR05 SD08 AR07 AR06 AR01 AR02 AR03 SD09

Low financial risk. 

High financial risk

Medium financial risk 

No financial risk 

* Conflicts 6.2, 6.3 and 6.5 have been changed in the version of May 31

1. Risk  

Assessment
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Risk evaluation changes 1. Risk  

Assessment
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Technical Realization

Implement SAP access rules based on technical translation:
Transaction codes, authorization objects, values, etc.

Add custom transaction codes in rules

Add custom objects in rules.

Add organizational structure(s)

Deactivate non relevant conflicts

Document technical implementation of SAP access rules

Assess results of SAP access rules
Validate and test rules

Verify outcome of rules against test sample with other tools

Sign off technical realization

2. Technical 

Realization
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Risk Analysis

Assess baseline SoD reports

Assess management reports and detailed reports

Assess actual conflict usage

Assess possibilities for risk elimination (clean-up actions)

Analyze roles, users and user role assignment

Use simulation to determine the effect on role adding or removal

Use statistics to define possibilities to remove unused authorizations

Define risk remediation strategy

Document decisions on risk remediation and risk mitigation

3. Risk 

Analysis
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SoD results: Accept Risk vs. Cleaning 3. Risk 

Analysis

Ref T ask 1 description T ask 2 description Userna me User Department Eva lua ted inherent risk ST AD executed? Accept R isk (Y/N) Cleaning (Y/N)

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 1 Full name 1 OTC High Executed Y N

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 2 Full name 2 Non-OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 3 Full name 3 Non-OTC High Not executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 4 Full name 4 Non-OTC High Not executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 5 Full name 5 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 6 Full name 6 OTC High Not executed Y N

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 7 Full name 7 Non-OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 8 Full name 8 Non-OTC High Not executed Y N

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 9 Full name 9 Non-OTC High Not executed Y N

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 10 Full name 10 Non-OTC High Not executed Y N

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 11 Full name 11 Non-OTC High Not executed Y N

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 12 Full name 12 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 13 Full name 13 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 14 Full name 14 Non-OTC High Not executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 15 Full name 15 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 16 Full name 16 OTC High Not executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 17 Full name 17 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 18 Full name 18 Non-OTC High Executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 19 Full name 19 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 20 Full name 20 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 21 Full name 21 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 22 Full name 22 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 23 Full name 23 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 24 Full name 24 Non-OTC High Executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 25 Full name 25 Non-OTC High Executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 26 Full name 26 Non-OTC High Executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 27 Full name 27 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 28 Full name 28 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 29 Full name 29 Non-OTC High Executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 30 Full name 30 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 31 Full name 31 Non-OTC High Not executed P P

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 32 Full name 32 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 33 Full name 33 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 34 Full name 34 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 35 Full name 35 OTC High Executed N Y

OTC 1.9 Maintain Customer Master Data Maintain Billing Documents User 36 Full name 36 OTC High Executed N Y
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Risk Remediation

Determine alternatives for remediating risks

Resolve issues user role allocation

Usage of transaction code statistics

Use simulation to perform ñWhat ifò Analysis

Identify possible role removal possibilities

Create a remediation plan

Have BPOôs involved and approve the remediation plan

4. Risk

Remediation
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SoD results: balance of users 4. Risk

Remediation


