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SOD Dafinition

¢ Separation of duties (SoD) is the concept of having more
than one person required to complete a task. In this case:
- a deliberate fraud is more difficult because it requires
collusion of two or more persons

- also innocent errors are more difficult

¢ At the most basic level, it means that no single individual
should have control over two or more phases of a
transaction or operation.

¢ Management should assign responsibilities to ensure a
crosscheck of duties.
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50D Conflict

¢ A Segregation Of Duties conflictis a combination of two
transaction groups where if the user executes both, there is
a potential risk associated

¢ Examplel

- Transaction groups : Maintain credit master data AND
Process sales orders

- Associated Risk : User can increase a customer credit limit
and then process sales orders for that customer leading to
irrecoverable debt.

¢ Examplell:

- Transactiongroup : Process sales orders AND Process
customer credit note (FI)

- Associated risk : User can create/change a credit memo
request and then process the credit note.
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WEHAHAES International, a Swiss cooperative. Al rights reserved. Printed in Belgium.

Risks and cormnper:

¢ Arisk level is associated to a SOD conflict and indicates
how to handle the conflict

¢ Compensating controls is the concept that when we cannot
avoid an SOD conflict within a function, special actions are
taken

¢ Compensating controls can for example be:

- An extra approval needed from the management when
assigning roles to these users

- A specific documentation maintained
- An extra audit and control

¢ Compensating controls should be dependent from the risk
level
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Drivers & Benefits
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Drivers

¢ Segregation of duty issues in a Business process

¢ Segregation of duty risks are currently not formally defined and
documented

¢ Struggling with an approach to translate business SoD risks to technical
ERP SoD rules

¢ No tools are available to effectively and efficiently monitor potential SoD
conflicts

¢ Consequently, clean-up of potential SoD conflicts is difficult

¢ Budget for tooling is limited for the moment!

¢ Looking for a way to pragmatically implement a solution that is not
overly expensive

¢ The solution should be a basis to expand to more advanced tooling in
the future

¢ é
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Benefits of resolving Sol |

1. Remove a deficiency from ICFR
@ Remove audit committee and auditor pressure on the business to remediate and/or
compensate for weaknesses in segregation of duties.
2. Reduce costs of managing SAP access control and segregation of duties
@ Informal benchmarking carried out by KPMG on actual projects shows that companies that have
implemented an effective segregation of duties framework and access provisioning process
have 1 person per 4000 users involved in SAP security administration and remediation.
Companies that rely on manual processes have 1 person for every 1000 users involved in this
activity.
3. Reduce cost of mitigating controls and associated compliance
@ Better segregation of duties reduces the need for mitigating controls which have to be
detective and are likely to be manual. Removing these controls saves the cost of their
operation and also reduces the cost of testing these controls.
@ A more preventive control environment allows lower compliance costs.
4. Improved business efficiency
@ Companies that have implemented compliant user provisioning have reduced the time taken to
set-up access for new users i allowing new hires and people moving about the client to
become operationally effective more quickly.
5. Lower risk of fraud
@ Reduce the opportunities for fraud and misstatement of results. Enable earlier detection of
fraud (and in our experience, reveal previously undetected fraud).
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1. Risk

SoD Recjuirements F e

Collect available SoD documentation

Collect and validate SoD requirements (internal / external audit)
Define SoD management and risk ownership
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SoD requirements : L Risk

Assessment

¢ SoD validation and risk assessment workshops
- Create a Risk statement per SoD conflict. This clearly defines the
possible negative results of an SoD conflict (risk consequence)
- Assign Risk Levels to Risks
@ High: SoD should not be allowed
@ Medium: SoD may be allowed but should be mitigated

@ Low: SoD may be allowed and business should be aware of possible risk.

Recommended to be mitigated
¢ Assign risks to process streams
¢ Create final set of SoD conflicts and sign off
¥ Technical translation of SoD to Baseline rules
¢ Management commitment required!!!

m ©2010 KPMG Advisory, a Belgian CM\ CVBA/SCRL and a member firm of the KPMG network of lndgﬂpendem member firms affiliated with KPMG
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Inherent risk asses: : L Risk

Assessment

R

Risk Rating | Risk Description Risk Category Risk Defnition

4 By [- Financial - Impact < EUR 10 thousand on profitability
o effort |- Impact can be absorped in nermal activity

A iner |- Financial - Impact EUR 10 thousend to EUR 1 million en profitability
|- Management effort |- Time and cost for recovery are limited
- Financial [Tmpact EUR > 1 million on profitability

i [Major | Management ffort_|- Substantial tene and eost recuired for recavery

Risk Likelihood
Risk Raling | Risk Description Risk Definition
3 Likely Event could oceur in most circumstances
2 Possible Event could occur at some time
Likedin 1 Unlikely Event could occur in rare circumstances

1 2 3 Impact
m ©2010 KPMG Advisory, a Belgian Givl CVBAISCRL, and a member fr of the KPMG network of independent member fitms afifated with KPMG
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1. Risk
Assessment

SOD mairix (OTC)

6[Maintain Sales Order
7|Sales Document Release

8[Delivery Processing

9[Return Delivery Processing
10|Maintain Billing Documents
11|Process Credit/Debit Memo
12[Process Customer Invoices (FI)
13[Process Customer Credit Memos (F1)
14[AR Payments

16|Clear Customer Balance
17[Transport costs

High financial risk
Medium financial risk
Low financial risk.

No financial risk
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1. Risk
Assessment

A
Ret  [Fer1 1 etz [Description 2
38 (SO0 |Seles Prcing Condtion lshag  |Process CreauDent Mema [Fesi of Sales Price modfications 6 issung 8 credi nate in SO 1o custon.
56 [SD03  |Sales Revates SDO8  [Process CreauDent Mema [Fes of Sales Price mosifications and i85ung 8 Credi nate in SO 16 Customes.
65 [SD0S  |Mainisin Seles Onter SD38  [Process CredUDebit Memn ik of Salex Onder Prce modfictions and ssung  cred meena in S0 12
B10 [SDOS  |Maintsin Ssies Oder laR0a o clesr

|User cam eraste a credit ncte to a customar and iniiats 30 unauthasized

M3 [sD08  [Process CreauDet Mema laa0t  |ar Payments akiitrmirint
14 [5005  |Process CredtDebit Memo |aRIz  [Cash Appicatien :u;:; o i aganst the
15 |soem  [Process CreuDsti Mame lagny  |ciesr Customer Bsance User can creats & credi neta o custemar and clar he custamars balanca

| sherwards, clearing them of ther cbigation

©2010 KPMG Advisory, a Belgian Givl CVBAISCRL, and a member fr of the KPMG network of independent member fitms afifated with KPMG
International, a Swiss cooperative. All rights reserved. Printed in Belgium.



2. Technical

Tachnnical Reaalizaiion : Realization

¢ Implement SAP access rules based on technical translation:

Transaction codes, authorization objects, values, etc.
Add custom transaction codes in rules

Add custom objects in rules.

Add organizational structure(s)

Deactivate non relevant conflicts

¢ Document technical implementation of SAP access rules
¢ Assess results of SAP access rules

Validate and test rules
Verify outcome of rules against test sample with other tools

+ Sign off technical realization

Risk Analysis

©2010 KPMG Advisory, a Belgian civl CVBAISCRL, and a member frm of the KPMG network of independent member firms alfiated with KPMG
elgiu

International, a Swiss cooperative. All rights reserved. Printed in

¢ Assess baseline SoD reports
¢ Assess management reports and detailed reports
¢ Assess actual conflict usage
¢ Assess possibilities for risk elimination (clean-up actions)
- Analyze roles, users and user role assignment
- Use simulation to determine the effect on role adding or removal
- Use statistics to define possibilities to remove unused authorizations

¢ Define risk remediation strateqy

¢ Document decisions on risk remediation and risk mitigation
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Risk Analysis
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SoD rasulis:

Ref  Task 1 description Task 2 description __Username User Department Evaluated inherent risk_ STAD executed?
[OTC 1.9[Maintain Customer Master Data [Maintain Biling Documents [User 1 __|Full name 1 orc Y N
|OTC 1.8 [Maintain Customer Master Data [Maintain Biling Documents [User2 __|Full name 2 Non-oTC N Y
lorct [Maintain Biling Documents [User3 __|Fullname 3 Non-oTC N Y
lorc Cusiomer Master Data |Maintain Biling Documents [User4 __|Full name 4 Non-oTC N Y
lotc Customer Master Data |Maintain Biling Documens [User5 __|Full name 5 orc N Y
|OTC 1.9 [Maintain Customer Master Data |Maintain Biling Documents [Users __|Full name 6 orc Y N
|OTC 1.9 [Maintain Customer Master Data [Maintain Biling Documents [User7 __|Full name 7 Non-oTC N Y
|OTC 1.8 [Maintain Customer Master Data [Maintain Biling Documents [User8 __|Fullname 8 Non-oTC Y N
|OTC 18 [Maintain Customer Master Data [Maintain Biling Documents [User __|Full name 8 Non-oTC Y N
lorct Customer Master Data |Maintain Biling Documents [User 10 __|Full name 10 [Non-oTC Y N
lorc Customer Master Data |Maintain Biing Documens [User 11__|Fullname 11 Non-oTC Y N
|OTC 1.9 [Maintain Customer Master Data |Maintain Biling Document [User12 _|Full name 12 orc N Y
|OTC 1.9 [Maintain Customer Master Data [Maintain Biling Documents [User 13 |Full name 13 orc N Y
|OTC 18 [Maintain Customer Master Data [Maintein Biling Documents [User 14___|Full name 14 Non-oTC N Y
|OTC 1 [Maintain Customer Master Data [Maintein Biling Documents [User 15 |Full name 15 orc N Y
jorct Data |Maintain Biling Documents [User 16 _|Fullname 16 orc N Y
lorcs Customer Master Data |Maintain Biing Documens [User 17 __|Full name 17 Non-oTC P P
|OTC 1.9 [Maintain Customer Master Data |Maintain Biling Documents [User 18 |Full name 18 Non-oTC P P
|0TC 1.9 [Maintain Customer Master Data [Maintain Biling Documents [User 19 |Full name 19 orc N N
|OTC 18 [Maintain Customer Master Data [Maintain Biling Documents [User20 __|Full name 20 Non-oTC P P
|OTC 18 [Maintain Customer Master Data [Maintein Biling Documents [User21__|Fullname 21 [Non-oTC P P
jorct Customer Master Data |Maintain Biling Documents [User22__|Full name 22 Non-oTC P P
lorcs Customer Master Data |Maintain Biing Documens [User23 _|Full name 23 Non-oTC P 2
|0TC 1.9 [Maintain Customer Master Data |Maintain Biling Documents [User24 _|Full name 24 Non-oTC P P
|OTC 1.9 |Maintain Customer Master Data |Maintain Biling Documens [User25_|Full name 25 Non-oTC P P
|OTC 18 [Maintain Customer Master Data [Maintain Biling Documents [User 26 __|Full name 26 Non-oTC P 2
|OTC 1 [Maintain Customer Master Data [Maintein Biling Documents [User27 __|Full name 27 Non-oTC p P
jorct Customer Master Data |Maintain Biling Documents [User 28 __|Full name 28 Non-oTC P P
lorcs Cusiomer Master Data |Maintain Biling Documens [User29 __|Full name 29 Non-oTC P P
|OTC 1.9 [Maintain Customer Master Data |Maintain Biling Documents [User30 _|Full name 30 Non-oTC P P
|OTC 1.9 |Maintain Customer Master Data |Maintain Biling Documents [User31 _|Full name 31 Non-oTC P P
|OTC 1.9 [Maintain Customer Master Data [Maintain Biling Documents [User32 __|Full name 32 orc N Y
|OTC 18 [Maintain Customer Master Data [Maintein Biling Documents [User33 __|Full name 33 orc N Y
lorct Customer Master Data |Maintain Biling Documents [User34__|Fullname 34 orc N Y
lorc Cusiomer Master Data |Maintain Biing Documens [User35 __|Full name 35 oTc N Y
|oTC 1.9 [Maintain Customer Master Data [aintain Biling Documents [User36 __|Full name 36 orc N Y
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Risk Ramadiation

¢ Determine alternatives for remediating risks
- Resolve issues user role allocation

@ Usage of transaction code statistics

- Usemnssiomu bcati oni it ooper form AWhat

i fo

¢ ldentify possible role removal possibilities
¢ Create a remediation

plan

bprove tl
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