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Define Governance, Risk & Compliance

overnance: ensuring complete & accurate management
information & providing controls on the execution of
management strategies

ompliance with financial & trade regulations, data privacy
legislation, contractual agreements

isk related to strategic choices, your economic environment,
injury & loss, data leakage, external factors,... that may
jeopardize the realization of the organization's business
objectives



Pressures On Businesses Today

Increased
Accountability
and
Transparency

Multiplicity of ' Spiraling
i Global - Compliance
Regulatu_ons Enterprise c tp
and Risks : osts

“World Is
Getting Flatter”

Why do we care about Access Control?

Common detected issues:

and SAP platforms increase the need for proper access
management

require an organization of access to local data vs central data

* User access and authorization controls for SAP and non-SAP systems is a

+ User life cycle and authorization management and not
embedded in the organization (including lack of tooling)

between Business & IT results in “best-guess” approval of
requests

* Segregation of Duties (SoD) and uncorrected (shift of
responsibilities, personnel moves, changes in organization...)

* Request for emergency access (super user) is ad hoc and
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Objectives of Implementing a GRC strategy

and problems around financial reporting and
business critical information

* Reduce the risk of asset or resource losses

with laws and regulations including those related to corporate
governance, internal controls, risk managementand data privacy

by providing trustworthy information with high
quality

* Improve operating
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Objectives for integrating SAP GRC Access Control

* Gain confidence that audit and requirements are met

* Reporton violations: data, system maintenance & Segregation
of Duties

*  Provide on access across business applications

+ Establish a for access
management

* Achieve & maintain compliance at a
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Governance, Risk & Compliance

A comprehensive Governance, Risk & Compliance Approach is
required to manage SAP Access Risk

* Risk Definition & Security Policy

Risk
Definition
* Ownership model
Ownership
* User provisioning procedures Procedures &
Guidelines

* Role managementguidelines Controls

¢ Internal Control Framework \
¢ Solid, Flexible, SOD-conflict free \

authorization (role) structure
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SAP GRC Access Control — 4 interacting modules

SAP GRC Access Control 5.3

4 I

SAP GRC SAP GRC

Super user Compliant Enterprise

Privilege User Role
Management Provisioning Management

K SAP GRC Risk Analysis and Remediation /

SAP R3/BI/CRM/HRM
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Risk Analysis & Remediation (RAR): Detect & Report Risk

Clear communication between Business & IT
Auditable change management of SoD
definitions

Centralized definition of SoD conflicts & critical
actions

Integration with SU24 settings for rule generatj GRC access roles (UME) provide limited flexibility

Default Ruleset is very broad
Defining own Rule set is preferred
Inserting custom rule set is time-consuming

Real-time risk analysis (user &role level)
Cross-landscape detection of SoD violations USOBT_C (SU24) tables need to be maintained
Proactive detection of SoD issues by simulation Generation of rules per permission creates a

multitude of hits

SAP GRC SAP GRC SAP GRC

Super user Compliant Enterprise
Privilege - User Role

Management Provisioning Management

SAP GRC Risk Analysis and Remediation
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Super User Privilege Management (SPM): remove
(Z)SAP_ALL

Pre-approved emergency access SoD conflicts executed by a user using his own
Automatic e-mail notification when emergency UID combined with the FireFighter ID are
access is activated not detected
Audit trails of performed actions hanges are logged per FireFighter ID and not

per FireFighter using it
Log does not provide details up to field level

A firefighter userID can only be used by 1 user at
the time

Web-based log reports in central platform
Integration with CUP for approval of activation

SAP GRC SAP GRC SAP GRC
Super user Compliant Enterprise

Privilege User Role
Managemen Provisioning Management

SAP GRC Risk Analysis and Remediation
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Compliant User Provisioning (CUP): automate, control &
document

Standardized process for user access requests Risk Analysis can only be performed against the

Automated management approval (work flow) default Ruleset
Risk analysis before request approval
Automated user provisioning to ERP systems Setting up workflows with multiple steps is
(SAP, JDE, Oracle,...) time-consuming
Automatic logging of request approvals and
modifications Limited flexibility for mass requests

Self Service Password resets

SAP GRC SAP GRC SAP GRC
Super user Compliant Enterprise

Privilege User Role
Management Provisioning Management

Risk Analysis and Remediation
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Enterprise Role Management (ERM): Enforce Concept
Rules

Central documentation of SAP authorization

concept SU24 maintenance still required in back-end
Preventive risk analysis for authorization roles system
Approval workflow for changes
Automatic role generation in SAP Naming convention management is limited

Audit trails and reporting of all changes

SAP GRC SAP GRC SAP GRC
Super user Compliant Enterprise

Privilege User Role
Management Provisioning Management

SAP GRC Risk Analysis and Remediation
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Implementing SAP GRC Access Control

Avoid the “Big Bang”

* building out the GRC solution component by component allows to effectively
absorb all parts of a sustainable solution.

« starting the monitoring & remediation with a limited number of high priority risks
will ensure the results are manageable and tackle the most urgentissues.

Business Challenges

« shift of responsibility/ownership from the IT team to the BU’s

« ownership of risks by business persons will increase awareness and
effectiveness of the processes & tool

« support from appropriate levels of the organization will assist in addressing
points of resistance

Objectives

* understanding the organization’s key business objectives & goals is critical,
since the GRC process needs to align and integrate with the overall business
plan.
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Implementing SAP GRC Access Control

Expectation Management & ownership

* make sure business understands the objectives and how the GRC process &
tool supports this

» define key stakeholders & include them in requirement definitions

* projectsponsor should be key business person (e.g. CFO, CRO)

Timing

» itis key that the business has achieved a certain level of maturity in both its
SAP environment and the Risk awareness to ensure successful
implementation, acceptance & ownership

» small successes are replicated & gradually extended across the organization,
so the timing of when & where the organization begins to address key
requirements will be important

Ownership will have to grow - communication & involvement is
key

©2010 Deloitte Belgium
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Implementing SAP GRC Access Control

Resources

understanding the organization’s key business initiatives will be critical,
since multiple initiatives often compete for the same (business)
resources

SOD project team should integrate with business and IT organizations
resources should include a mix of IT to run the tool and update
authorizations and from the business to help evaluate exceptions and
identify mitigating controls

Solid foundations: Authorization Role concept

a solid authorization structure facilitates Access management
substantially — any efforts to accomplish such a structure is to be a first
priority activity.

work sequentially: tackle your roles first, then you users

don’t make this a technical exercise: balance security with efficiency
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Implementing SAP GRC Access Control

Installation vs. Integration

20

installation and configuration of SAP GRC Access Control is the
“‘easy” part; a successful integration in the organization requires a
tailored definition & set-up of Risk ,Controls & Processes, which
requires time and business & risk

Footer ©2010 Deloitte Belgium
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SAP GRC Access Control implementation

Stage 1: Stage 2:
Get clean Stay clean by continuous Access Management

Risk Identification Emergency Role Change User Access
& Remediation Access Control Management Management

SAP GRC SAP GRC SAP GRC
Super user Enterprise Compliant
Privilege Role User
Management Management Provisioning

SAP GRC Risk Analysis and Remediation

SAP GRC Access Control 5.3

SAP R3/BI/CRM/HRM
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Stage 3:
Stay in control

Periodic Review &
Audit
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Access Risk Remediation Process: Get Clean

1. 2. 3. 4. 5. 6.
Risk Rule Building Analysis Remediation Mitigation Continuous
Recognition and - Compliance
/ Validation 4

Phase | Phase Il ~ Phasell
Rule Definition Analysis and Remediation Continuous Compliance
« Definerisk + Determine « Perform * Review * Identify + Develo
categories relevance of SOD analysis exceptions acceptable sustainable
and Virsa delivered onproduction  and develop mitigating process to
acceptable rules roles and the proper controls manage SOD
course of users plan for . D t and high risk
action * Incorporate remediation Jocumen transactions
Client’s custom + Perform R mitigation .
« Identify transactions high risk + Obtain controls at the + Simulate role
risks that are and other transaction proper user/role level changesand
relevant to sources for analysis on approval and . Coordinate remediate
Client good practice production communicate ith ] exceptions
Toles and to security with controls - pert
« Validate and + Configure users team team and erform
configure authorization includethe periodic check
Business object values mitigating on systems
Processes, relevant for controls in the . Restrict
Functions SOD analysis controls security roles to
and Risks matrix
tool
23 Footer ©2010 Deloitte Belgium

Preparatory actions for Access Controls Implementations

= Define risk categories and acceptable course of action
= Identify risks that are relevant to Client
= Determine relevance of AC delivered rules

= Incorporate Client’s custom transactions and other sources for good
practice

= Configure authorization object values relevant for SOD analysis

Risk definition

Perform risk assessments to identify requirements and strategies
Identify key stakeholders and establish a communication plan
Understand and adapt standards (including policies and procedures)
Build and maintain support within initiative and within organization

Align processes to effect the proper balance between control value and
operational efficiency (cost vs. benefit analysis)

Identify appropriate segregation points within relevant processes

Organization
and process

alignment

Drive the appropriate technology solution

Pilot the implementation to validate the solution

Implement the solution; deliver in phases (highest risks first)
Test performance and functionality

Establish
Enforcement

= Develop controls to address functions which cannot be adequately
segregated

= Identify acceptable mitigating controls
= Document mitigation controls at the user/role level

Mitigating
Controls

Develop sustainable process to manage SOD and high risk transactions
Simulate role changes and remediate exceptions

Perform periodic assessment to validate adherence to policies / rules
Align solution with business evolution (e.g., M&A, reorganizations)

Monitoring &
Governance
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Deloitte Value Proposition

Governance,
Risk &

Compli e
(GRC) is in our
DNA

Deloitte SAP
GRC initiative
in Belgium

Strong SAP
Authorizations
and SoD
Expertise

Deloitte and
SAP are global
partners

“We are a consistent leader in Governance, Risk and Compliance, an

area where selecting a strategic partner who has a deep
understanding of Risk & Security is fundamental.

Deloitte can help creating a Governance, Risk and Compliance
vision that is sustainable & fits into to Company’s mis:
statement

Deloitte Belgium has built and invested in SAP GRC competence
centres, including SAP GRC Risk Management, Access Control,
Process Controls and Global Trade Services (GTS).

Our team includes people who have long-standing experience with

implementing SAP authorizations, Segregation of Duties and
internal controls in SAP environments, which will ensure a
pragmatic approach and recommendations.

Deloitte is the only traditional SAP implementation partner working

collaboratively to develop and execute the GRC and CPM (Corporate
Performance Management) program. This is thanks to our deep
accounting, tax, compliance, risk and controls expertise
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Deloitte provides Integrated Services

IT Audit/
Control
Assurance

Contract risk
compliance

Internal
controls/

Security
Management

Data
Privacy

ERP
security

Governance
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