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Who is Atos Origin ?

Atos Origin is an international information technology services company. 

Its business is turning client vision into results through the application 

of consulting, systems integration and managed operations. 

The company's annual revenues are EUR 5,8 billion and it employs over 

50,000 people in 40 countries. Atos Origin is the Worldwide Information 

Technology Partner for the Olympic Games and has a client base of 

international blue-chip companies across all sectors. 

Atos Origin is quoted on the Paris Eurolist Market and trades as Atos 

Origin, Atos Worldline and Atos Consulting. 

Quality Award winning SAP -

REACH Compliance Suite 

Implementation 2010

Best EMEA partner for Identity 

Security Management 

Mei 2009
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Agenda 

1. SAP systems and SAP GRC

2. Identity Management with SAP systems 

at the core 

3. Extending SAP GRC controls

a. Extending SAP Process Control

b. Extending SAP Risk Management

c. Extending SAP Access Control 
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1. SAP systems and SAP GRC
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Using SAP Systems to Support Core Processes

CRM

ERP

SCM

PLM

SRM

HR

SAP
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Using SAP Systems to Support Core Processes

ÅCustomer Relationship Management

Marketing, Sales, Service, Channel, Offers

ÅEnterprise Resources Planning

Financials, HCM, Operations, Corporate

ÅProduct Lifecycle Management

Data, Program, Quality, Assets

ÅSupply Chain Management

Planning, Collaboration, Execution,...

ÅSupplier Relationship Management

Procure to Pay, Catalog, Sourcing, Contracts

CRM

ERP

SCM

PLM

SRM

HR

SAP
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Security Breaches

Compliance Violations

Growth Challenges

Significant Risk, Cost and Exposure

Identity Theft

Privacy Concerns

The Risk is Rising
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Growing Risk, Growing Regulations
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Handling GRC within SAP Systems

Access Controls
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ÅAccess Controls

ïDefines identities and roles in an 

organization and access 

authorization within SAP

ÅProcess Control

ïModel process flows, actors and 

authorizations, as well as controls 

and data monitoring

ÅRisk Management

ï Identifies and model risks, analyze 

impact and allow remediation 

through Access Controls and/or risk 

reporting

Process Controls

CRM

ERP

SCM

PLM

SRM

HR

SAP
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Handling GRC within SAP Systems only ?

Many SAP customer are already addressing GCR requirements within their SAP systems, 
using SAP Process Controls, SAP Access Controls and SAP Risk Management

Non-SAP Systems

Access Controls
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Process Controls

CRM

ERP

SCM

PLM

SRM

HR

SAP
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CRM

ERP

SCM

PLM

SRM

HR

SAP

Striving for a holistic view 
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Effective and comprehensive IT controls require a holistic view 
on the enterpriseôs IT systems and processes

Access Controls

Process Controls
Non-SAP Systems
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CRM

ERP

SCM

PLM

SRM

HR

SAP
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AccessControls

ProcessControls

Non-SAP Systems

Striving for a holistic view 
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2. Identity Management with SAP systems at 

the core

14

Novell Solution components in details

Basic integration with SAP
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Novell Solution components in details

Basic integration with SAP

16

Integration with SAP Roles
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Integration with SAP Roles

The Role Mapper Administrator mines the roles from SAP and 

allows them to be linked to Enterprise Roles in Identity Manager 

which grant entitlements in the connected applications                                                                       
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Role Mapper Administrator
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Novell Solution components in details

Holistic, enterprise -wide, view oné

identities

accounts

activities
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Novell Solution components in details

Holistic, enterprise -wide, view oné

identities

accounts

activities
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3. Extending SAP GRC controls
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Scenario1: 

Our corporate policies dictate a strict process for requesting 

and approving ñAdministratorò roles.

Mike, an IT Admin, has manually granted Frank the role of 

ñAdministratorò.

This is in violation with the corporate policies.                                                                     

a.Extending SAP Process Control
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Extending Process Control 

Non-SAP Systems

SAP

The Novell Compliance Management Platform sees the 

event as an out-of-policy action and immediately sends an 

alert to SAP Process Control
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Extending Process Control 
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Extending Process Control 
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Extending Process Control 
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Extending Process Control 
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Extending Process Control 
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Extending Process Control 

30

How it works
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Sentinel Integrator for SAP GRC PC

32

Sentinel Integrator for SAP GRC PC
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b. Extending SAP Risk Management

Scenario2: 

Administrative account logins (on any system) are tracked 

for security purposes and historical trending
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Extending Risk Management 

SAP Risk Management

Every time an administrative 

account is used, SAP Risk 

Management evaluates the login 

against the Key Risk Indicators 

(KRIs)

Non-SAP Systems
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Extending Risk Management 
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Extending Risk Management 
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Extending Risk Management 
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Extending Risk Management 
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Extending Risk Management 

In the past few days, the use of the 

administrative account has increased 

and the threshold is triggered
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Extending Risk Management 
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Extending Risk Management 
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Extending Risk Management 
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How it works
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òKey Risk Indicatoró provider for SAP
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Scenario3: ñFriendly Denialò 

A user wants to access an application to which he has no 

access.  Normally this results in a ñAccess Deniedò 

message being displayed.

The ñAccess Deniedò message is intercepted and instead, 

the users see a screen where they can start a workflow to 

request access.  The workflow process includes a Risk 

Analysis and Manager Approval.

c. Extending SAP Access Control
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Extending Access Control 

Non-SAP Systems

Instead of showing an 

ñAccess Deniedò message, 

the Comlpliance Management 

Platform asks Bill if he would 

like to request access
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Extending Access Control 

Bill requests access by providing 

the necessary information in the 

request form, and then submits 

the form for approval

Non-SAP Systems
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Extending Access Control 

run scenario
John, Billôs manager, sees 

Billôs access request and the 

results of the SoD check.  

He approves the request

The Compliance Management 

Platform sees Billôs access 

request and sends it to SAP 

Access Control to check for SoD 

Violations

Non-SAP 
Systems


