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Who is Atos Origin ?

Atos il

Origin
Atos Origin is an international information technology services company.
Its business is turning client vision into results through the application
of consulting, systems integration and managed operations.
The company's annual revenues are EUR 5,8 billion and it employs over
50,000 people in 40 countries. Atos Origin is the Worldwide Information
Technology Partner for the Olympic Games and has a client base of
international blue-chip companies across all sectors.
Atos Origin is quoted on the Paris Eurolist Market and trades as Atos

Origin, Atos Worldline and Atos Consulting.

Quality Award winning SAP - Best EMEA partner for Identity
REACH Compliance Suite Security Management
Implementation 2010 Mei 2009
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Atos V&

Agenda Origin
1. SAP systems and SAP GRC
2. ldentity Management with SAP systems
at the core
3. Extending SAP GRC controls
a. Extending SAP Process Control
b. Extending SAP Risk Management
c. Extending SAP Access Control
1. SAP systems and SAP GRC Ag}si;gﬁ
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Using SAP Systems to Support Core Processes

Atosx‘v
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SAP l
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Using SAP Systems to Support Core Processes
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A Customer Relationship Management
Marketing, Sales, Service, Channel, Offers

@ A Enterprise Resources Planning

SAP

Financials, HCM, Operations, Corporate
A Product Lifecycle Management
Data, Program, Quality, Assets

e A Supply Chain Management
Planning, Collaboration, Execution,...

A Supplier Relationship Management

Procure to Pay, Catalog, Sourcing, Contracts
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The Risk is Rising
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Security Breaches

Compliance Violations [NETHORWORD
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Significant Risk, Cost and Exposure
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Growing Risk, Growing Regulations

Patriot '
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Common
Pro(ec!io) Criteria ’
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Handling GRC  within SAP Systems
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Origin

A Access Controls
i Defines identities and roles in an
organization and access
authorization within SAP

SAP

i Model process flows, actors and
authorizations, as well as controls

@ A Process Control

and data monitoring

@ @ A Risk Management

i ldentifies and model risks, analyze
impact and allow remediation
through Access Controls and/or risk
reporting
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Handling GRC  within SAP Systems only ?
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Non-SAP Systems

SAP
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Many SAP customer are already addressing GCR requirements within their SAP systems,
using SAP Process Controls, SAP Access Controls and SAP Risk Management
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Striving for a holistic view
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Process Controls
Non-SAP Systems

Risk Management

Access Controls

Effective and comprehensive IT controls require a holistic view
on the enterprisebds | T syst:
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Striving for a holistic view
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Non-SAP Systems
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2. Identity Management with SAP systems at Atos @

rigi
the core Wiigin
.
Basic integration with SAP
Atos vl
Origin
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Basic integration with SAP

Novell.

w Role Mapping
© Administrator
el
A Identity Vault
SAP
SAP User
Management
ABAP Driver Data tem
).
CUA/SIngle Client —
£ = CuAsinge ¥
Fan:sut Bidirectional Driver Set
Client 1 = I
Uni l SAP SAP User
) directional 5 Portal Management
Client 2 ) Users  Driver Driver
Retail I b User User
SAP User
Cllert2 - Management _' Account | Account
Driver -' Role Role
Subscriber
Group Profile
Material NetWeaver Only >) L
(UME) S~
SAP Portal "
Driver

Integration with SAP Roles
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Integration with SAP Roles
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Role Name & Nane Type. Cescription Name & Typa __Desciiption
|60 Oompiry pechlanton’ |
E3 Conpany Architect | ADMCLNTO11 ser AOMCLNT100##NVL.GRC_AC_ALL Role.
3 Company Corsutart | nvLewpLovey AOMCLNT100##NVLGRC_CUP_RTA ROLE  Role.
| AOMCINT  ERM_RTAROLE Role
| ADMCLNT 100##NVL GRC_RAR_RTA ROLE  Role
| AOMCINT SPM_RTAROLE Rala
| ADMCLNT100##NVL_CONSULTING Role
| AOMCLNT100##NVL ¢ Role
| AOMCLNT100##NVL_EMPLOYEE. Role.

B8 PR-Adin R O1)
3 PR- Company Portel User

B3 PR-User

|

.‘r,‘,.;‘. v | =

The Role Mapper Administrator mines the roles from SAP and
allows them to be linked to Enterprise Roles in Identity Manager
which grant entitlements in the connected applications
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Role Mapper Administrator

Active Directory
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Holistic, enterprise -wi de, view oneé

/dentities

accounts

activities
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Holistic, enterprise -wi de, view oné

/dentities

N Address Book

james.smith@acmecorp.com
(202) 555-1212

james.smith@acmecorp.com
[T RecentActivity  Accounts A (202) 555-1212

identity GUID

Distinguished Nam

User Profile  Recent Activity (VD
USERID DOMAIN

ith
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Or
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activities

James Smith

t Manager

james.smith@acmecorp.com
(202) 555-1212

User Profile (EESSIVXSIND Accounts

Authentication Information

nges

6 granted read o
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3. Extending SAP GRC controls
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a.Extending SAP Process Control
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Scenariol:

Our corporate policies dictate a strict process for requesting
and approving AAdministratorodo rol

Mike, an IT Admin, has manually granted Frank the role of
AAdmini stratoro.

Thisis in violation with the corporate policies.
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Extending Process Control/

Atosv‘

Origin
Mike
E. Non-SAP Systems
Frank
IT Admin @
Rcle Owner,
SAF Biz Apps
Role Owner
Roles: u/ qb d@ E/
Role: APPAdMIN s oo
Role: SYSAdmin BusinessObjects
Frocess Control

The Novell Compliance Management Platform sees the
event as an out-of-policy action and immediately sends an
alert to SAP Process Control
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Extending Process Control

SO + [z htt://socwest 22 solutons.gibsnet.com:50000 i portal

% @ |Z7 MyHome - SAP NetWeaver Porta [

+ My Home E Work Inbox [ ) Document S¢
View a comprehensive st of your Process Control tasks Search all Process C
: ED L n h Search Documents
(¥ There are no zems to display @

Delegation

Delegate your application access and task list to others, or activate an existing delegation so
YOU can work as a delegate of another

Central Deieqaton
Qun Delegation
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Extending Process Control/

v§:§§§§§‘§§Eﬁﬁﬁﬁﬁﬁﬁﬁgi‘

Extending Process Contro/

i Event

Unauthorized Administrative Access Granted ~ Production ERP System (P01)
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Extending Process Control/

Personalize  Help

Extending Process Contro/

Assign Remediation Plan

Start Date: * (111112009
f Oue Date: *  [1171212008
Owner: *  [HOLLANGL
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Extending Process Control/

T System Control Monitoring

Owner: [Glen Holand ] Start Date: * 111172009

Processor: |Glen Holand ] Due Date: * (111272009

Description Remove unapproved access. Carryforward Status: |No Carryfory
RevewedBy |
Revewedon: |
Created By: Glen Hotand

Type: Automatic Test issue RN Fifiiae.

Status: {Open |

Completion: 100%| ¥

Reported By. 0 ]

Comments: Removed the unapproved access, completed|

How it works

Atos
Origin
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Sentinel Integrator for SAP GRC PC
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Movell Sentinel RD SAP GRC Process Control 3.0

N "

Ei(, Tdertity Tracking m 2 R Wy Home ——— i
0

AP, Oracl, tSAPngatle

PeopleSalt) prwer [ . Orale,

i | Q\ 3}%“: - Pmptfsufth I
43

SAP Portal
i el Sae | way g s
SAP User

Management | w

L
Regulation - 50X SHP User
Cometation engne| ¥ —@—I g%‘I
u} Sentinel Integrator

ety Reporting fj @ Regulation - FOA|____

_’_
»j 3 N -
Database
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Sentinel Integrator for SAP GRC PC

Logs/Trace Viewer Back
Show: [iCak  [¥]  From [asiSomiues]s] [Go] i
Found Calls
Status. Timestamp Clent  User Name Interface Name Location Is Prescheduled ‘Communication Pattern CalD =]
|| @success | 2010.03.08 134851 200  PCC_USER | GRPC_EVENT_MONTOR Provider | X Method GRPC_EVENT_MONITOR DF278C480518CFF1 ASI0000C299C04B4
|| @ success  2010.03.08 13:43:10 200 PCC_USER | GRRC_EVENT_MONTOR Provider | X Method GREC_EVENT_MONTOR DFZ78C4F 1B765BF 1A539000C299C04B4
[ & Wamng  2010-03.08 14:16:13 200 PCCUSER  GRPC_EVENT_MONTOR Provider X Method GRPC_EVENT_MONITOR DF27501B2F3005F 1 AS38000C289C0484
=
=
=
Call Details
Headers | LogRecords | Trace Records o Payload Trace | o=
Downiod Reouest  Downiosd Response
Request Response
I:somnv y xmisosp. cmins-soap-env='1
30072001 3 ¥ GRPC_EVENT_WO) Xming:n0="urn s8p-
instance'»<SOAP-ENV.Body><ns{ GRPC_EVENT_MONTOR xmins="urn inctions™ nctions"></n0.GRPC_EVENT_
xming;ns 1="urn's3p-com: dacument;sapir c.functions > envEnvelope>
xmins=">SEM_EVENT</NAME><VALUE xmins=
(ALUE><tems <idetals><parinerd xmins=[ SNOVE!
[ xmins="">EVENT_COUNTER</ruleld></ns1:.GRPC_EVENT_MONTOR></SOAP-ENV Body></SOAP-ENV Envelope>
Request Headers Response Headers
Name. Value [al Name Vaue = L
| ~request_ine POST C_EVENT. 1 | ~seerprotocol  HTPALY
|| ~request metnod | POST | contentype textiam, charset=utf-8
|| ~requestun o PIGRPC_EVENT.| I | aceept texem
| ~patn Isap/bcisrirfc/sapiGRAC_EVENT_MONTOR | sap-srt_a 1.00_final_6. 3008F
| ~path_transiated  /sapibcisrifcisap/GRPC_EVENT_MONTOR
J ~query_string sap-clent=200
|| serverprotocol  HTTRILT
| soapaction - L =
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b. Extending SAP Risk Management Aos

Scenario?2:

Origin

Administrative account logins (on any system) are tracked
for security purposes and historical trending

Extending Risk Management
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Mike Non-SAP Systems
System
IT Admin Admin

Usemame' administrator
IT Admin i ‘l root
s

CMP
(Sentinel) ﬂ/

Every time an administrative \ 4
accountis used, SAP Risk

Management evaluates the login
against the Key Risk Indicators ;
(KRIs) ="

SAP Risk Management

HTTH]
. .
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Extending Risk Management

Risk Assessment
= Risks and Opportunities %ﬂ Sce
% Document and analyze risks; define risk indicators for montoring d 3 unk t

| '@\‘1]" ul ﬁ

Responses and Enhancement Plans
Act
@ Mant

Document and manage response stralegies to successfully manage risks and opportuniies

Responsge and Enhan nt Plan Man 0
Activ
Incident Management
% Document and folow up on incidents that have occurred and associated bosses ﬁ Su
ncident Management 2.(2f Defin
~ Ques

Some

Extending Risk Management

Active Queries
Risks Al
Opportunities  All(12)
Opportunities - All
Hide Quick Criteria Maintenance Chanqe Query Define New Query Pe
Type: [ E
Organization Unt: < | i)
Status: o @ ®
View|[Standard View] || [ Print Version || Exgorta| [ Creates] Fiter
B Tpe  Mame * Organizaton Uk Actvty Cassiicaion Sats  Leve
J Risk Missed Revenue Assurance and Risk Services TS US Operations  Serving Clients Active ']
J Risk Novel CHP Alerts Technolagy Services New Activity Data Integrty Active
J Risk Firewal Rules Technology Services Network Management = TGC Information Security Active
Risk  Unidenlifed Administrative Lo Production Business Systems  Information Securty  TTGC Information Systems Operations Active
Risk Excessive delays in user provisioning | Production Business Systems ~ information Securty  TGC Information Systems Operations | Active
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Extending Risk Management

Organization Ut * [Producton Business Systems 03] | (8] [z] 1] el e [ R
Secondary Organization Uni: | =] ' '
Obctve: (Avod Regusiory Faes B T Secury Coro. FromNovel AP, suse o he syl st
Adtivty: [Information Securty )]
Risk Category: * [TGC informaton Systems Operatons
Vaid From: *
VaidTo:*  [12319998 |03 1l

Extending Risk Management

= | e |G :
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Extending Risk Management

. Cumency  Untof

11/11/2009
WINITIAL [IACTUAL  PLANNED
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Extending Risk Management

GRC Ri

2 Risk Reports
o E1 Risk reports
Risks per Risk Cateqory
Risks per Activty Category

ana

1

ent |

Reporting and Analytics

Authorization Reports
3 Autherization Reporis

u Ser JT\]! !lgflzﬂsﬂﬂ ﬂﬂn&:ﬁ

Entity Authorization Analvais

Bisks per Obiective Role Authorization Analy:
R rgank nal Un Object Authorization Analysis
Top Risks
Risk Miloation Detais Key Risk Indicator
Risk Summary Risk Indicator reports

KR for Risk

KRI Historv

Overviews

% Opportunity Reports
B —* Print Reports

o] per 0 Category =
n nefl - |  Print Reports
n nhan nt Plan: Frint Reports
Audit and Analysis Dashboards
Il | Audit and Analysis Dashboards

Activity History "e-'b" A
Risk History

Risk-Based Compliance Management
Influence Factors

Extending Risk Management

Risk Heatmap
Org, Unit {Mmummsy:m vJ Time Frame tVur v Yeat | 2009 'J
Insignificant  Minor Moderate Major  Catastrophic
100
vearly - _
80
60
Likely
20 Unlikely -
Inherent Residual Showal
Risk Event Activity Person Responsi..  Inherent Ris... Residual Risk..  InherentTotalloss  ResidualTotalloss  C..

0.00 USD

mmw Information Securty ~ Glen Holland * Medium Medium 0.00

Unidentified Administrativa Login




How it works

Atos
Origin
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OKey Risk Indicatordé6 provider for
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Movell [dentity Manager 3.6 SAP GRC Risk Management 3.0

|
Ei,(, Apslication KRls §1 i Wy Hame |——— l

SAR, Oracle, - ERP
1P20Ne§aﬂ] ¢ [5AP, Oratle,

| KR! Gateway PecpleSoft)

i ! Il S%‘: Rk Structure | [
oy
SAP Portal i R Frovider F] 3 4 Portel
- a/

SAP User

& Risk Assessment SAP User

Application KRls Risk | I
precay v & [Rokborkorg |

-/ —
Database Q J

KRI
Daghboard
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c. Extending SAP Access Control

45
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Scenario3: AFriendly Denialo

A user wants to access an application to which he has no
access. Normally this results in
message being displayed.

The AAccess Deniedd message i s in
the users see a screen where they can start a workflow to

request access. The workflow process includes a Risk

Analysis and Manager Approval.

ADVANCE YOUR BUSINESS >

Extending Access Control
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Bill Wy ot 1 Non-SAP Systems
.0 ® have access?
Sales
Contractor
i"}'
CRM Our Customers  +  Benefits =« 1T Services &

Role: SalesMgr1
+ ViewReports

46

The site you are attempting to access requires approval.

Please click here to request access

Instead of showing an
AfAccess Deniedpo
the Comlpliance Management
Platform asks Bill if he would
like to request access

ADVANCE YOUR BUSINESS >
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Extending Access Control
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Non-SAP Systems

Bill requests access by providing
the necessary information in the
request form, and then submits
the form for approval
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Extending Access Control
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John, Bill s manager,

] Billds access [request _

Non-SAP results of the SoD check.
He approves the request

Systems PP d

The Compliance Management
Pl atform sees Bill 6s access
request and sends it to SAP
Access Control to check for SoD
Violations
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