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Aganda A

= Securing SAP, what is the problem?

« Risk orientation

= Securing SAP

= Trends

= User security

= Governance, Risk & Complaince (GRC)

= ldentity Management
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L. Securing SAP A

What is SAP?
SAP is usually used to refer to the company SAP AG, its range of
products (SAP ERP, R/3, ..))

SAP products facilitate business processes and information flows
within and between organizations

Valuable assets are worth protecting

Define “SAP”
Define “valuable assets”
Assess risk

Decide on action

Action!
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2. So what's the problem? —

= Security is a means to safeguard company assets against threats

= Things that make SAP security a worthy challenge
= Thousands of users world-wide
= Business-critical system & process operation
= Different processes and configuration in different sites
= Multi-dimensional roles and responsibilities
= Standard is a concept, not practice
= Multi-layer, multi-component security
= Interconnectivity, customizing and custom developments

= Integrated systems, non-integrated organizations

“Uncertainty is the only certainty
there is. and knowing how to live with
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3. Risk-based <@¥Psolution-based

Likelihood
of
occurrence

vulnerability A isk
SSess 1S

> ldentify alternatives
» Decide on action
»Act
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4. Securing SAP —

What’s your wish-list?

= Data protection

= Reliable process execution
= Availability of correct and complete data

= Secure & available applications, databases and servers
= Restricted user access

= Company policy or external (regulatory) compliance
= Enforcement of good practices

= Control and/or Cost-effectivenes
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5. Trends \

= User access rights to protect, not just grant access
= Externalcompliance as a business driver

= Lower risk appetite

= Increased attention for governance

= Control through automation

« Prioritization of fashionable controls
Control Objective
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6. User security —

= User provisioning of authorization roles in SAP
= Building a good role is easy, building a good role concept is complex

= Transparency and manageability of roles are key for sustainable
control
= Enterprises tend to define access rights by
= Functionality (transactions)
= Enterprise structure (organizational levels)
= Detailed restrictions (document types, movement types, ...)
= Business function (sales, procurement, HR)
= Position/function (sales manager)

= individual
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6'. User security: RBAC through functions & tasks —

departments modules

» “easy” to manage authorizations
» complex but stable

auth. object fields
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6'. Maturity in user security —

« Enable authorized staff and protect assets against misuse, error or fraud
= Balance between IT and business requirements

= Maintain efficient and controlled IT security processes

= Guarantee a consistent and transparent security model

= Ensure compliance with internal/external requirements

« Establish clear ownership and responsibility

= Stick to the standards (e.g., ITIL SO, COBIT,ISO27002, RBAC)

« Differentiate between tactical and operational user management
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7. Governance, Risk & Compliance —

GRC areas/capabilities to be considered”

= Controls and policy library

= Policy distribution and response

= IT Controls self-assessment and measurement

= |IT Asset repository

= Automated general computer control (GCC) collection
= Remediation and exception management

= Reporting

= Advanced IT risk evaluation and compliance dashboards

* Source: Gartner
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7. GRC - Segregation of duties —

= Segregation of duties is the division of roles and responsibilities to
reduce the possibility for a single individual to compromise a critical
process

= Anorganizational control measure to reduce the chance of fraud
and/or error whilstimproving control

« Ensures that at least two individuals are involved in critical activities or
in completion of a process

= Combinations of incompatible functions are usually referred to as “SoD
Conflicts”

« Differentiate between SoD Conflicts and Critical functionality
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7. GRC - Segregation of duties: —

good practices

= Workrisk-based

= Ensure business involvement

= Establish roles and responsibilities
= Avoid theoretical conflicts

= Consider mitigating controls

= Be pragmatic

= Ensure compliance
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(SAP) Compliance breakdown —

SAP NetWeaver

clo Identity Compliant Identity Management
Management

= Provides compliant Identity
Management across SAP and
heterogeneous landscape in one
integrated solution

Provide the reduced TCO and increased
security required by the CIO

= Standards based integration
createstightly aligned, loosely
coupled solution from
complementary components

SAP GRC
CFO Access Control = Gives a consistent view on current
and historic access rights, approvals
and policy violations

Satisfies the requirements of the CFO
to ensure that IT business application
controls are compliant
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Scope SAP GRC vs. SAP IdM —

Compliant Identity

=

E ) Management
o 0 Very detailed
o level based on )
E g the fine grained NetWeaver |dEI'I|It¥
Q © authorization Management provides:
E = concept of the - Heterogeneous connectivity
Q x target systems - Powerful business role
©.4 mapping
% & - Identity lifecycle
S 'g management
Sw Basis level
s g operating on the - GRC Access Contro! provides:
T S role or group SAP NetWeaver : uﬁ'r?-def;gd busme?s rucl:s
a 5 names in the Identity Management -d:t;rge‘:kiizgrega fon
- £ targel systems - ERP role creation &

8 S management

- Business risk controls and
ERP like other applications, mitigation
systems operating systems,
mail systems,
databases, ...

Connectivity to target systems
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8. Identity Management —

» Cross-platform access management process automation and enforcement

» Capabilities allowing identity/role lifecycle management

» Control through standardization, policy enforcement, automation, self-service and
delegation

= Moving from technology-centric silo’s to organization-centric and policy
driven provisioning

» Workflows and cross-platform reporting increase effectiveness of detective

control

be you. we care.
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8. SAP IdM Value proposition —
processes reqmremenls

Efficiency Flexibility Insight
Central management Business driven Regulatory
of user identities Identity Management compliance
Lower cost of Responsive to Governance model
administration business change for policy
management
Enabledby ... Enabledby . .. Enabledby ...
= Standards based = Standards based = Extensive audit trail,
technology platform integration with Business logging and reporting
Suite biliti
= Leverage MetWeaver capabilfies
management and Identity Services enabling Integration with SAP
administration capabilities tightly aligned loosely Suite and GRC for
coupled integration end-to-end, compliant,

Rule driven workflow /
approval process

role-based control

be you. we care.
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8. Facing Identity Management challenges —

« Prepare for “business “readiness”

= Allocated operational responsibilities

= Redesigned processes

= Meta-processes

= Anticipate future change

= Establish & agree on control requirements

= Defining rules...prepare for exceptions, but try to avoid them

= Audit ability and reports are capabilities/features, make sure to

use them if compliance or control were project drivers

= Don’t control because you_can to avoid the creation of a paper

tiger
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8i. Identity Management: Things to consider

= Adequate governance ensures sustainable results
= Continuous business value delivery ensures stakeholder buy-in
= Growing IAM maturity like growing kids, no one-off investment

= Compliance with internal & external requirements is best considered

throughout the lifecycle
= Controlled change and risk management are CSF’s

= Automation and (partial) embedding of compliance processes are

cost-saving opportunities & business “pleasers”
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9. Food for thought

= Tool # compliance

= SoD rules # the holy gralil

« Risks are specific, solutions generic
« “Afool with a tool is a bigger fool”

= “ltis cost effective to automate repetitive tasks;

itis expensive and complicated to automate everything.”
= Compliance may be the result of good governance

= Security improvementis a program, not a project

be you. we care.
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Questions?
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Thank you for your attention
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