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Digital Identity ð
The Key to a Trustworthy Internet

Kim Cameron
Chief Architect of Identity, Microsoft

Identity

The stuff of Poets and Philosophers

Digital Identity
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Digital Identity

How the web and the world recognize us in different contexts

Foundation for personalization

The social òmouseó or òkeyboardó

Foundation for interaction, collaboration and social phenomena

I canõt collaborate over time if I canõt recognize and refer to you

Foundation for digital economy

But We Have an Architectural Problem

The Internet was not designed with any way to know who youõre dealing 
with or connecting to

Patchwork quilt of kludges:  the end user hasnõt got a chanceé

kludge (kluΈdᾎ) Also kluge - 'An ill-assorted collection of poorly-matching parts, forming a 
distressing whole' (Granholm); esp. in Computing, a machine, system, or program that 
has been improvised or 'bodged' together; a hastily improvised and poorly thought -
out solution to a fault or 'bug'. é

(The word 'kludge' is...derived from the same root as the German Kluge..., originally meaning 
'smart' or 'witty'.... 'Kludge' eventually came to mean 'not so smart' or 'pretty ridiculous'.)
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In Enterprise and Government,
More Symptoms of the Missing Architecture

Hardest job of compliance officer:
How do I get common policy across silos?

How do I get apps that are 
provably securable and 

manageable?

How do I get apps that can work 
together in an architecture?

The hardest job
of App developeré

The hardest job of IT 
architecté

Who are you?

What are you allowed to do?

How should your experience be 
personalized?

And the Cloud Turns the Malaise into a Crisis

Cloud as enabler of flexible, on-demand, pay-as you go business 
processes for both small and large enterprises

Key enabler for òBusiness architectó

Impossible without reuse of enterprise identities in the cloud.

Federated Identity gates the cloud

ÅReusable Claims-Based Identity 
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Identity Metasystem

Identity layer for the Internet

Å Across OS, Vendors, Industry Sectors, Protocols, National Boundaries

Å No vendor ownership

Å Identity options and choice

Å Allow the user to see different aspects of her digital life in a holistic way

Å Promote user understanding, control and privacy

Å Can we have a visual paradigm for understanding and selecting identity information that at least 
gives òpeopleó parity with òfilesó?

Å FEDERATED FABRIC DOES NOT MEAN UBER-IDENTITY

Claims-based model 

Abstraction layer:  for authenticating, authorizing, obtaining information about users, devices and 

services

Claim:  statement that is in doubt made by one subject about another subject 

Å Email = kcameron@microsoft.com

Å Age > 21

Å Manager = Conrad Bayer

Å Role= Architect

Å Primordial Claims:  Passwords, Keys and Certificates

Identity: Metasystem:  open standards-based architecture for exchange of claims under user control

Claims Transformer:matches impedance

Industry response: the Claims-Based Model

Write to model, let infrastructure adapt to environment

mailto:kcameron@microsoft.com
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Flow in the Claims-Based Model

ÅApplication:  requires, uses claims to describe users

ÅClaims provider:  supports protocols for issuing claims

ÅRelationship:  context in which meaning of claims is defined

Relationship

2.  Get 
claims 3.  Send 

claims

1. Require 
claims

Claims Provider
(Security Token

Service)

SUBJECT

Application
(requires Claims)

Architecture, an example

¸

Microsoft Services Identity Backbone

Identity
Store

Enterprise
Application

An Enterprise

Roles,
Properties

Its Partner

?

Identity
Store
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Industry Standard Components
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Architecture Works for Cloud, Too
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Claims model in consumer space:  OpenID

14

Å Metasystem model 

Å Big service providers are all supporting OpenID (Paypal, 
Yahoo, AOL, Google, Windows Live, etc)

Å Many small providers (e.g. universities)

Å US Government support

Å Widely available software for ISVs

Å Severe security issues being worked on by the industry


