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agenda

ðSecurity & the cloud

ðCAôs cloud security capabilities & strategy

ðQ&A
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Cloud Adoption Clearly Inevitable, But Not Yet 
Clear
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Security & the Cloud

Why Adopting ïSave $ & Time, Not To Improve 
Security
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Security of Cloud Computing Users ςA Study of US & EMEA IT Practitioners, Ponemon Institute, May 12, 2010



4 MaJune17th, 2010   Copyright © 2010 CA. All rights reserved.

Who is Primarily Responsible For Security?
Who the Heck Knows?
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Security of Cloud Computing Users ςA Study of US & EMEA IT Practitioners, Ponemon Institute, May 12, 2010

#1 Area of Needed Focus for Migration to the 
Cloud?
IAM!

10 June 17th, 2010   Copyright © 2010 CA. All rights reserved.

Security of Cloud Computing Users ςA Study of US & EMEA IT Practitioners, Ponemon Institute, May 12, 2010
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Identity is Security Glue for the Cloud

What is the Cloud?

IaaS

Hybrid Cloud

Private Cloud

PaaS

Public CloudSaaS
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Cloud Model Drives Security Implications 

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009

Private Clouds 

are a Modern 

Form of 

Dedicated IT?

Cloud Model Drives Security Implications 

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009
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How do I manage 

my userôs SaaS

accounts & their 

access?

How do I collect 

& analyze SaaS

security logs?

Cloud Model Drives Security Implications 

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009

How do I define & 

enforce access 

policies in PaaS

applications 

without creating 

more security 

silos?

Cloud Model Drives Security Implications 

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009
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How do I control 

privileged users 

in IaaSéboth 

theirs & ours?

Cloud Model Drives Security Implications 

Diagram from Burton Group report, Cloud Computing Security in the Enterprise, July 2009

CAôs Cloud Security Capabilities & Strategy
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before cloud

ðImplicit trust established between the user and 

applications

ðIdentity management is deployed on-premise

Enterprise LAN

User

In-house 
Applications

Corporate
Directory
άLŘŜƴǘƛǘȅ 
tǊƻǾƛŘŜǊέ Public 

Remote user

IAM

Cloud Adoption & IAM

Extend Enterprise Security To the Cloud

Security For Cloud Providers

Security From the Cloud

1

2

3

Trust Models Will Need to Change


