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Identity Management? —

= Moving from heterogeneous and multi-standard user
management to identity and access management

= Harmonization of

User (de)provisioning
Process handling
Standards
Automation

Control

Policy enforcement
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The business case

Common reasons to start an IDM project

= Compliance

= Audit ability or an audit requirement
= Analytics requirements

= Service agility

= Operational efficiency

Other reasons

’

Improving IT service maturity
Competitive advantages
Industryfic a-u p b
Technological challenge

’

’

’
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What 6s happening? —

= ldentity Management has become a top-priority within enterprises

IT security budget
= Market pull over technology push
= Jointinitiatives GRC and Identity Management
« 1AM is no |l onger a 6l arge enter

= Today many more reasons exist to justify IAM initiatives
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Managing expectations

Returnon
security investments
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Managing expectations: Compliance —

= Whatto comply with? know the internal & external requirements
and standards to follow

= Set clear compliance objectives and consider them throughout
the project

= Involve the right stakeholders in time

= Ensure controlled change and risk reduction objectives are
considered

= Automation and partial embedding of compliance processes will
likely help

= Pre-work is typically required to ensure a success (e.g., fit-gap
analyses, segregation of duties framework design, ..)
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Managing Expectations: —

Returns on Identity Management?

) ) ) ROI = Expected returns - _Cost of investment
ROl is unlikely to convince Cratt @ imetivuart

50
ROSI is hard to define
= Unquantifiable risk exposure (ALE), Versus quantifiable investments

’

’

’

Qualltatlve returns ROSL = (Risk exposure * % risk mitigated) - Cost of security investment
Q Improved Security Stal Cost of security investmen

= Better service to the business
= Improved user satisfaction
= Business empowerment & orientation
= Less audit observations
Potential monetary fAreturnso
=« Self-service
= Automation

’
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Managing Expectations: —

Employee happiness

= How do you please the largest stakeholder group?

= Whatinvolvementis expected from whom in the end-user

community and are they good ambassadors?

= Il mpact assessment cdlaeratdblieerallegso st e

= Balancing costs/efforts vs. benefits is sometimes difficult from an

empl oyeebs perspect
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Managing expectations: —

Effectiveness & Efficiency

= Improvements must be measurable
= Efficiency versus control vs. efficient control
= Good process design & good governance can attribute to good

service
« Ef fective access conrof-aboolx 6does n
« Exceptions & fAspecial caseso un
efficiency
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Challenges ahead

= Adequate governance to ensure sustained results

= Continuous business value delivery

= Growing IAM maturity like growing kids, no one-off investment
= Compliance with internal & external requirements

= Controlled change and risk management

= Automation and (partial) embedding of compliance processes
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Lessons learned: IAM projects —

= Ensure strategy and stakeholder alignment

= Multi-disciplinary and senior management involvement/ ownership
= Clear definition of objectives & deliverables

= Project metrics & KPIs

= Think big, start small

= Start a program, not a single project

= Leverage on differentinitiatives

« Safeguard scope and desired results

= Project-integration of security standards and policies

= Ensure compliance-by-design
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Lessons learned: Living the dream —

« Prepare for business fireadinesso
= Allocated operational responsibilities
= Redesigned processes
= Meta-processes
= Anticipate future change
= Establish & agree on control requirements

« When defining ruleséprepare for e

=« Buté. Try to avoid them
= Select solutions that fit the dream, not the dream that fits the
solution

= Audit ability and reports are capabilities or features, make sure to
use them if compliance or control were project drivers

= Dondt cont r odantba&vacicthe sreation of a paper
tiger
tools dond6t cause compliance

’
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ltds a journey, not a—

Many stakeholders have different objectives

’

’

Alignment of people, processes and heterogeneous IT landscapes

’

Deliveré | nvesté Deliver é

’

Establish the right objectives, program control & communication
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Reflections —

= How successful will current initiatives be in the eyes of the
stakeholders?

= How will successful identity management initiatives evolve next year?

= How will the on-going economic crisis impact identity management
initiatives?
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