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25) Articic 35 shall bc replaccd by the following: 

'Article 35 

Adaptation of annexes 

Measures designed to amend non-essential elements of this 
Dircctivc and nccessary to adapt Anncxcs 1, II, III, and VI to 
technological developments or changes in market demand 
shall be adopted by the Commission in accordance with the 
regulatory procedure with scnitiny referred to  in 
Articlc 37(2).'; 

2) Article 2 shall bc amendcd as follows: 

(a) point (c) shall be replaced by the following: 

'(c) "location data" means any data processed in an elec- 
tronic communications tietwork o r  by an electronic 
communications service, indicating the geographic 
position of the terminal equipment of a user of a 
p~iblicly available electronic communications 
service;'; 

(b) point (e) shall be deleted: 
26) Article 36(2) shall be replaced by the following: 

'2. National regnlatory authorities shall notify to the Com- 
mission the universal service obligations imposed upon 
iindcrtakings dcsignatcd as having universal scrvicc obliga- 
tions. Aiiy changes affecting these obligations or of the 
undertakings affected under the provisions of this Directive 
shall be notified to the Commission without delay.'; 

27) Article 37 shall be replaced by the following: 

'Article 3 7 

Committee procedure 

1. The Commission shall be assisted by the Communica- 
tions Committee set up under Article 22 of Directive 
2002/21/EC (Frarncwork Dircctivc). 

2. Whcrc rcference is madc to  this paragraph, Articlc 5a(l)  
to (4) and Article 7 of Decision 199914681EC shall apply, 
having regard to the provisions of Article 8 thereof.'; 

28) Annexes 1, 11, III shall be replaced by the text appearing in 
Annex 1 to this Directive, and Annex VI shall be replaced by 
thc tcxt appcaring in Anncx II to this Dircctivc: 

(c) the following point shall be added: 

'(h) "personal data breach" means a breach of security 
leading to  the accidental or unlawful destruction, 
loss, alteration, ui-iauthorised disclosurc of, or accus 
to, personal data traiisrnitted, stored or othenvise 
processed in connection with the provision of a 
publicly available clcctronic cominunications ser- 
vice in the Community.'; 

3) Articlc 3 shall bc replaccd by thc following: 

'Article 3 

Services concerned 

This Directive shall apply to the processing of personal data 
in connection with the provision of publicly available elec- 
tronic communications services in public communications 
nctworks in thc Coinmunity, including public coinmunica- 
tions networks supporting data collection and identification 
devices.'; 

4) Article 4 shall be amended as follows: 

29) Annex VI1 shall be deleted. 

Article 2 

Amendments to Directive 2002/58/EC (Directive on 
privacy and electronic communications) 

Directive 2002/58/EC (Directive on privacy and electronic com- 
munications) is hereby amended as followvs: 

1) Article l (1)  shall be replaced by the following: 

'1. This Directive provides for the harmonisation of the 
national provisions required to ensure an equivalent level of 
protection of f~itidamcntal rights and frccdoms, and in par- 
ticular the right to privacy and confidentiality, with respect to 
the processing of personal data in the electronic communi- 
cation sector and to ensure the free movement of such data 
and of clcctronic cominunication cquipmcnt and scrviccs in 
the Conimunity.': 

(a) the title shall be replaced by the following: 

'Security of  processing'; 

(b) the following paragraph shall be inserted: 

' la .  Without prejudice to Directive 95/46/EC, the 
mcasures referred to in paragraph 1 shall at least: 

- ensurc that personal data can be accessed only by 
authoriscd personnel for lcgally authoriscd 
purposes, 

- protect personal data storcd or transmitted against 
accidental o r  unlawful destruction, accidental loss 
o r  alteration, and unauthorised o r  unlawful storage, 
processing, access or disclosure, and, 
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- ensure thc implcmentation of a sccurity policy with 
respect to the processing of personal data, 

Relevant national authorities shall be able to audit the 
mcasurcs takcn by providcrs of publicly available clec- 
tronic communication services and to issue recommen- 
dations about best practices concerning the level of 
security which those measures should achieve.'; 

(c) the following paragraphs shall be added: 

'3. In the case of a personal data breach, the provider 
of publicly available electronic communications services 
shall, without undue delay, notify the personal data 
brcach to thc coinpctcnt national authority. 

When the personal data breach is likely to adversely 
affect the pcrsonal data o r  privacy of a subscribcr or 
individual, the provider shall also notify the subscriber 
or individual of the breach without undue delay. 

Notification of a personal data breach to a subscriber or 
individual concerned shali not be required if the provider 
has demonstrated to the satisfaction of the competent 
authority that it has iinplcmcntcd appropriate techno- 
logical protection rneasures, and that those measures 
were applied to the data concerned by the seciirity 
breach. Such technological protection measures shall 
rcndcr thc data unintelligiblc to aiiy person who is not 
authorised to access it. 

Without prcjudice to the providcr's obligation to notify 5) 

subscribers and i~idividuals concerned, if the provider 
has not already notified the subscriber o r  individual of 
the personal data breach, the competent national author- 
ity, having coilsidcrcd the likcly advcrsc cffccts of thc 
breach, may require it to do so. 

The notification to thc subscribcr or iiidividual shall at 
least describe the nature of the personal data breach and 
the contact points where more information can be 
obtaincd, and shall rccommend mcasurcs to  mitigate the 
possible adverse effects of the personal data breach. The 
notification to the competent national authority shall, in 
addition, describe the consequences of, and the measures 
proposcd or takcn by thc provider to addrcss, the pcr- 
sonal data breach. 

6) 

4. Subject to any technical implcmcnting mcasurcs 
adopted under paragraph 5, the competent iiational 
authorities may adopt guidelines and, where necessary, 
issue instructions concerning the circumstances in which 
providers are rcquired to notify pcrsonal data brcachcs, 
the format of such notification and the manner in which 

the notification is to be made. They shall also be able to 
audit whether providers have complied with their noti- 
fication obligations under this paragraph, and shall 
impose appropriate satictions iii the event of a faiiure to 
do so. 

Providers shall maintain an inventory of personal data 
brcachcs comprising the facts surrouiidiiig the brcach, 
its effects and the remedial action taken which shall be 
sufficient to cnablc the compctcnt national authoritics to 
verify compliance with the provisions of paragraph 3. 
Thc inventory shall only includc the information neccs- 
sary for this purpose. 

5 .  In order to ensure consisteilcy in implementatioii 
of the rneasures referred to in paragraphs 2, 3 and 4, the 
Commission may, following consultation with thc Euro- 
pean Network and Information Seclirity Agency 
(ENISA), thc Working Party on thc Protection of Indi- 
viduals with regard to the Processing of Personal Data 
cstablishcd by Article 29 of Directive 95/46/EC and thc 
European Data Protection Supervisor, adopt technical 
implcmenting nicasures concerning thc circumstanccs, 
format and procedures applicable to the information 
and notification rcauircmcnts rcfcrrcd to iii tliis Articlc. 
When adopting such measures, the Commission shall 
involvc al1 relevant stakcholdcrs paiticularly in order to 
be informed of the best available technical aiid economic 
means of implementation of this Article. 

Those measures, designed to amend non-essential ele- 
ments of this Dircctivc by supplcmenting it, shall bc 
adopted in accordance with the regulatory procedure 
with scrutiny rcfcrred to in Aiticlc 14a(2).'; 

Article 5(3) shall be replaced by the following: 

'3. Member States shall ensure that the storing of infor- 
mation, o r  the gaiiiing of acccss to information alrcady 
stored, in the terminal eq~iipment of a subscriber or user is 
only allowcd on condition that thc subscribcr or user coii- 
cerned has given his or her conseiit, having been provided 
with clcar and coinprchcnsivc inforinatioii, in accordancc 
with Directive 95/46/EC, inter alia, abolit the purposes of the 
processing. This shall not prevent any technical storage o r  
access for the sole purpose of carrying out the transmission 
of a communication ovcr an clectronic coinmunications nct- 
work, or as strictly necessary in order for the provider of an 
information Society service explicitly requested by the siib- 
scriber or user to provide the service.'; 

Article 6(3) shall be replaced by the following: 

' 3 .  For thc purposc of marketing clcctronic conimunica- 
tions services or for the provision of valiie added services, the 
provider of a publicly available electronic communications 
service may process the data referred to in pnragiaph 1 to the 
cxtcnt and for the duration ncccssary for siich scrviccs or 
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marketing, if the subscribcr o r  user to  whom the data rclatc 
has given his o r  her prior consent. Users o r  subscribers shall 
be given the possibility to withdraw their consent for the pro- 
cessing of traffic data at any time.'; 

7) Article 1 3  shall be replaced by the following: 

'Arricle 13  

Unsolicited communications 

1. The use of automated calling and commiinication sys- 
tems without human intervention (automatic calling 
machines), facsimile machines (fax) or electronic mail for the 
purposes of direct marketing may be allowed only in respect 
of subscribcrs or uscrs who have givcn thcir prior consent. 

2. Notwithstanding paragraph 1, where a natural o r  legal 
person obtains from its customers their electronic contact 
details for electronic mail, in the context of the sale of a prod- 
uct o r  a service, in accordance with Directive 95/46/EC, the 
saine nat~iral or legal person may use these electronic coii- 
tact details for direct marketing of its own similar products 
or services provided that customers clearly and distinctly are 
givcn thc opportunity to objcct, frcc of charge and iii ai1 casy 
inanncr, to such usc of clcctronic contact dctails at the timc 
of thcir collection and on the occasion of cach message in 
case the custoincr has not initially refused such use. 

3. Member States shall take appropriate measures to 
cnsure that unsolicited conimunications for the purposes of 
direct marketing, in cases other than those referred to in 
paragraphs 1 and 2, are not allowed either without the con- 
sent of the subscribers or users concerned o r  in respect of 
subscribcrs o r  Liscrs who do not wish to rcccive thesc com- 
muiiicatioiis, thc choicc between these options to  be detcr- 
mincd by national lcgislation, taking into account that both 
options must be free of charge for the subscriber o r  user. 

4. In any event, the practice of sending electronic mail for 
the purposes of direct marketing which disguise o r  conceal 
the identity of the sender on whose behalf the communica- 
tion is made, which contravene Article 6 of Directive 
2000/31/EC, which do not have a valid address to  which the 
rccipicnt may scnd a rcqucst that such communications ccasc 
or Which encourage rccipients to  visit wcbsitcs that contra- 
vene that Article shall be prohibited. 

5. Paragraphs 1 and 3 shall apply to  subscribers who are 
natural persons. Member States shall also ensure, in the 
framework of Community law and applicable national legis- 
lation, that the legitiniate interests of subscribers other than 
natural persons with regard to unsolicited communications 
are sufficiently protected. 

6. Without prcjudicc to aiiy administrative remcdy for 
which provision may be -made,  inter alia, under 
Article 15a(2), Member States shall ensure that any natural or 
legal person adversely affected by infringements of national 
provisions adopted pursuant to this Articlc and thcrcforc 
having a legitimate interest in the cessation o r  prohibition of 
such infringements, including an electronic communications 
service providcr protccting its lcgitimate business intercsts, 
may bring legal procecdings in respect of such infringements. 
Member States may also lay down specific niles on penalties 
applicable to providers of electronic communications ser- 
vices which by their ncgligcncc contribute to infringements 
of national provisions adopted pursuant to this Article.': 

8) the following Article shall be inserted: 

'Article 14a 

Committee procedure 

1. The Commission shall be assistcd by the Communica- 
tions Committee established by Article 22 of Directive 
2002/21/EC (Framework Directive). 

2. Where reference is madc to this paragraph, Article Sa(1) 
to (4) and Article 7 of Decision 1999/468/EC shall apply, 
having regard to the provisions of Article 8 thereof. 

3. Where reference is made to this paragraph, 
Article 5a(l) ,  (2), (4) and (6) and Article 7 of Decisioii 
1999/468/EC shall apply, having regard to the provisions of 
Article 8 thereof.'; 

9) in Article 15, thc following paragraph shall bc inscrtcd: 

' Ib .  Providers shall establish inteinal procedures for 
rcsponding to requcsts for acccss to users' personal data 
based oiz national provisions adopted pursuant to  para- 
graph 1. They shall provide the competent national author- 
ity, on demand, with information about those procedures, 
the numbcr of rcquests rcceivcd, thc lcgal justification 
invoked and their response.'; 

10) thc following Article shall bc inserted: 

'Article I5a 

Implementation and enforcement 

1. Member States shall lay down the rules on penalties, 
including criminal sanctions wherc appropriate, applicablc to 
infringernents of the national provisions adopted pursuant to 
this Directive and shall take al1 measiires necessary to ensiire 
that they are implemented. The penalties provided for must 
bc cffcctive, proportioiiatc aiid dissuasive and may bc applicd 
to cover the period of any breach, even where the breach has 
subsequently been rectified. The Member States shall notify 
those provisions to the Commission by 25 May 201 1, and 
shall notify it without dclay of any subscqucnt amcndmcnt 
affecting them. 
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2. Without prejudicc to  any judicial rcmedy which might 
be available, Member States shall ensure that the competent 
national authority and, where relevant, other national bodies 
have the power to order the cessation of the infringements 
referred to in paragraph 1. 

3. Member States shall ensure that the competent national 
authority and, where relevant, other national bodies have the 
nccessary investigativc powcrs and rcsources, including thc 
power to obtain any relevant information they might need to 
monitor and enforce national provisions adopted pursuant to 
this Directive. 

4. The relevant national regulatory authorities may adopt 
measures to cnsure cffectivc cross-bordcr coopcration in thc 
enforcement of the national laws adopted pursuant to this 
Directive and to create harmonised conditions for the provi- 
sion of scrviccs involving cross-border data flows. 

Thc national rcgulatory authorities shall providc the Coin- 
mission, in good time before adopting any such measures, 
with a summary of the grounds for action, the envisaged 
mcasurcs and thc proposcd course of action. The Commis- 
sion may, having examined such information and consulted 
ENISA and the Working Party on  the Protection of Individu- 
als with regard to the Processing of Personal Data established 
by Article 29 of Directive 95/46/EC, makc commcnts o r  rec- 
ommendations thereiioon. in oarticular to ensure that the 

L i  1 

envisaged measures do  not adversely affect the functioning of 
the interna1 market. National regulatory authorities shall take 
thc utmost account of the Commission's commcnts o r  rcc- 
ommendations whcn deciding on the measures.'. 

Article 3 

Amendment to Regulation (EC) No 2006/2004 

In the Annex to Regulation (EC) No 2006/2004 (the Regulation 
on consumer protection cooperation), the following point shall 
be added: 

'1 7. Directive 2002/58/EC of thc Europcan Parliament and of the 
Council of 1 2  July 2002 concerning the processing of per- 
sonal data and the protection of privacy in the electronic 

communications sector (Directive on privacy and electronic 
communicatioils): Articic 1 3  (OJ L 201, 31.7.2002, p. 37).'. 

Article 4 

Transposition 

1 .  Mcmbcr Statcs sliall adopt and publish by 25 May 201 1 thc 
laws, regulations and administrative provisions necessary to com- 
ply with this Directive. They shall forthwith communicate to the 
Commission the text of those measures. 

When Member States adopt those measures, they shall contaiii a 
rcfcrcncc to this Directive or  bc accompanicd by such a rcfcrcncc 
on the occasion of their official publication. The methods of mak- 
ing such reference shall be laid down by the Member States. 

2. Member States shall communicate to the Commission the 
tcxt of the main provisions of national law which thcy adopt i i i  

the field covered by this Directive. 

Arlicie 5 

Entry into force 

This Directive shall cilter into forcc on the day following its pub- 
lication in the Official joitnial of the Europeati Union. 

Article 6 

Addressees 

This Directive is addressed to the Member States. 

Donc at Strasbourg, 25 Novcrnbcr 2009. 

For the European Parlianient 
The Presiden t 

J. BUZEK 

For the Coiincil 
The Presiden t 

A. TORSTENSSON 


