—:‘d

Data Loss Barometer

Insights into lost and stolen information in 2009
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Data loss 1T The scale of the problem

Number of incidents over the years

Number of incidents over the years

2300 data loss incidents
since 2005.

Will we start to see
more incidents due to
emerging data breach
regulations?

2006 2007 2008 2009*

*Estimate based on figures for January-June 2009 (385 incidents)
Source: KPMG Intermational, September 2009
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Data loss 1T The scale of the problem

Number of people affected over the years

Number of people affected over the years
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Millions of people
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2006 2007 2008 2009*

*Estimate based on figures for January-June 2009 (110m affected)
Source: KPMG International, September 2009

More than 700 million
people affected since
2005.

Over 100 million of
those affected in 2009,
were victims of the
Heartland Payments
Systems incident.
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Causes of data loss

Cause of data loss: number of incidents as % of

total for 2009 (January i June)

Cause of data loss: number of incidents as
% of total for 2009 (January-June)

B Computer theft/loss

M Hacking

B Hard copy theft/loss

B Human/system error

M Improper disposal
Malicious insider

B Malware

B Portable media theft/loss
Unknown
Web/network exposure

Source: KPMG International, September 2009

Safeguarding laptops
should continue to be a
key priority

14% of incidents are
due to often inadvertent
web or network
exposures

Disposal of hard copies
and media should be
addressed
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Causes of data loss - trends

Cause of data loss: number of 2009 incidents
compared with 2008 (January to June)
Cause of data loss: number of 2009 incidents compared with
2008 (January-June)
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Causes of data loss

Cause of data loss: number of people affected in
2009 (January i June)

Cause of data loss: people affected in
2009 (January-June)

Incident type No. of people affected

Almost 106 million

Computer theft/loss 2,081,422 >

Hacking 105,505,536 records affected by

Hard copy theft/loss 11,960 hack|ng

Human/system error 291,417 L

Improper disposal 102,035 N A|mOSt 3 m|”|0n I’eCOI’dS
Malicious insider 1,555,148 lost via web/network
Malware 34,567 exposure

Portable media theft/loss 1,340,995

Unknown 49,413

Web/network exposure 2,700,300

emational, September 2
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Causes of data loss

Cause of data loss: number of people affected by
malicious insiders and hacking in 2009 (January 1
June)

. Almost 1.6 million
records revealed by
malicious insiders

. Over 8% increase on
number of people
affected by hacking

Worst industries

Worst industries : number of incidents as % of total
for 2009 (January 1 June)

Worst industries: number of

incidents as % of total for 2009 5 . Governmentis the
January-June) Education < A
( Y ) M Financial services oworsto sectc
M Government quarter of the total
S, ranktioare incidents reported so far
M Industrial markets .
Infrastructure in 2009
M Insurance X
B Non-profit . Healthcare in close
M Other second
Professional services
M Retail
Source: KPMG Intemational, September 2009 B Technology & telecoms
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Worst industries

Worst industries: number of incidents as % of total
where a third party has been involved (2009,
January to June)

Worst industries: number of incidents
as % of total where a third party was
involved (2009, January-June)

M Education

M Financial services

B Government

B Healthcare
Infrastructure

Governmentagain, is
the worst industry when
it comes to addressing
third party risks

Organisations are liable

B Other for data breaches that

B Professional services .

B Rotail occur on third party
Technology & telecoms premises

Source: KPMG Internatonad, September 2009

Worst industries

Worst industries: number of people affected in
2009 (January to June)

Worst industries: people affected in 2009 (January-June)

Education 838,385
Financial services 101,597,812
Government 3,577,353
Healthcare 389,190
Industrial markets 110,408
Infrastructure 3,213
Insurance 165,670
Non-Profit 76,800
Other 4,702,859
Professional services 1,694,380
Retail 41,508
Technology 475,217

KPMG Intarnational. Septembar 2009

Over 100 million people
have been affected by
incidents related to the
financial services sector.

3.5 million are victims of
data loss incidents
related to the
government sector
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Data type

Data type: number of incidents as % of total for
2009 (January i June)

0,
Data type: number of incidents as % of total > '38 _/0 of da.‘ta loss
for 2009 (January-June) incidents in 2009

involve loss/theft of
personal information
(e.g. name, address,

Bank account details

Credit/debit card info

Financial information d a t e 0 f b | r t
: _ 26% involve loss/theft of

Medical records government ID numbers

Miscellaneous/unknown (eg social Security

numbers in the US or
national numbers in
Belgium)

0 10 20 30 40
% of incidents

Source: KPMG Internationsl, September 2009
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Data type - trends

Data type: number of 2009 incidents compared with
2008 (January i June)

Data type: number of 2009 incidents compared

with 2008 (January-June)
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Sourca: KPMG Internationd, September 2009
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Data type

Data type: number of people affected in 2009
(January 7 June)

Data type: people affected in 2009 (January-June)

Over 100 million people
have been affected by

Bank account details 449,001 lost/stolen credit or debit
Credit/debit card info 100,112,381 card information in the
Financial information 2,535,218 first half of 2009
Government ID number 4,126,103 _ Over25 million peop|e
Medical records 560,571 have had other financial
Miscellaneous/unknown 2,784,251 information revealed
Other personal info 12,780,643

Source: KPMG International, September 2009
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Data loss by portable media

Data loss by portable media : number of incidents
over the years

Data loss by portable media: number of incidents
over the years .
—c0 —Tope . Protecting external or

o = el internal hard drives
§ w should continue to be a
: . key priority; as with USB
H memory sticks
] 20 .
£ , Dataloss by tape is on
x " a steady decline

0 2006* 2007* 2008* 2009*

*January-June
KPMG Intermational, Sapternber 2009
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Data loss by portable media

Data loss by portable media : security protection for
incidents in 2009 (January to June)

Data loss by portable media: security protection

Despite the ease of
for incidents in 2009 (January-June)

availability of encryption
and authentication
methods, data held
within portable media
are not protected

cb
Hard drive
Other

Tape Half of data loss via

CDs were not encrypted

USB memory
0 20 40 60 80 100 or password protected
M None (%) M Encryption (%)
M Password (%) W Unknown (%)

ce: KPMG Intormationsl, September 2009
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Being Prepared

Organisations need to transform the protection of their information assets, to counter increased risks
and address the concerns of customers and regulators.

ASSESS

INFORMATION
MONITOR SECURITY.

IMPLEMENT:
e ——
ORGANIZATION

\ e ———
'~ PROCEDURES

\
TECHNOLOGY,
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Being prepared

Security assessment and assurance
To help you understand and identify weaknesses in your information handling systems and processes.

Understanding where you are most vulnerable is key to actively managing the risks you face and
reducing the chances of data loss.

Some solutions:

Encryption of laptops, computer hard disks and USB / portable media, e.g. BlackBerry look at all
functionality.

DLP framework, supported by DLP technology
Access Governance: assess the access rights of your employees at regular times.
IAM: broader picture: manage identities and access in a single framework (processes, work flows),

for responding to changes in identitiesd I|life c
Staff vetting: e.g. request copies of diplomas to be provided; ask permission to talk to a previous
empl oyer6s manager (and wuse gener al company <cor
é

jls BCVBA; known by the Frer Is SCRL civle) and

Being prepared
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