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Data Loss Barometer
Insights into lost and stolen information in 2009
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Data loss ïThe scale of the problem

Number of incidents over the years 

¸ 2300 data loss incidents 

since 2005.

¸Will we start to see 

more incidents due to 

emerging data breach 

regulations?
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Data loss ïThe scale of the problem

Number of people affected over the years

¸More than 700 million 

people affected since 

2005.

¸Over 100 million of 

those affected in 2009, 

were victims of the 

Heartland Payments 

Systems incident.
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Causes of data loss

Cause of data loss: number of incidents as % of 

total for 2009 (January ïJune)

¸ Safeguarding laptops 

should continue to be a 

key priority

¸ 14% of incidents are 

due to often inadvertent 

web or network 

exposures 

¸Disposal of hard copies 

and media should be 

addressed
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Causes of data loss - trends

Cause of data loss: number of 2009 incidents 

compared with 2008 (January to June)

¸ 68% increase in 

malicious insider 

incidents 

¸ There are also rises in 

human/system error, 

improper disposal and 

virus incidents
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Causes of data loss

Cause of data loss: number of people affected  in 

2009 (January ïJune)

¸ Almost 106 million 

records affected by 

hacking

¸ Almost 3 million records 

lost via web/network 

exposure
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Causes of data loss

Cause of data loss: number of people affected by 

malicious insiders and hacking in 2009 (January ï

June)

¸ Almost 1.6 million 

records revealed by 

malicious insiders

¸Over 8% increase on 

number of people 

affected by hacking
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Worst industries

¸Government is the 

óworstô sector with a 

quarter of the total 

incidents reported so far 

in 2009

¸Healthcare in close 
second

Worst industries : number of incidents as % of total 

for 2009 (January ïJune)
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Worst industries

Worst industries: number of incidents as % of total 

where a third party has been involved (2009, 

January to June)

¸Government again, is 

the worst industry when 

it comes to addressing 

third party risks

¸Organisations are liable 

for data breaches that 

occur on third party 

premises
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Worst industries

Worst industries: number of people affected in 

2009 (January to June)

¸Over 100 million people 

have been affected by 

incidents related to the 

financial services sector.

¸ 3.5 million are victims of 

data loss incidents 

related to the 

government sector
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Data type

Data type: number of incidents as % of total for 

2009 (January ïJune)

¸ 38% of data loss 

incidents in 2009 

involve loss/theft of 

personal information 

(e.g. name, address, 

date of birth, é); 

¸ 26% involve loss/theft of 

government ID numbers 

(e.g. social security 

numbers in the US or 

national numbers in 

Belgium)
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Data type - trends

Data type: number of 2009 incidents compared with 

2008 (January ïJune)

¸ Stolen or lost medical 

records have increased 

by 14%

¸ Stolen or lost of bank 

account details have 

risen by 12% 
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Data type

¸Over 100 million people 

have been affected by 

lost/stolen credit or debit 

card information in the 

first half of 2009

¸Over 2.5 million people 

have had other financial 

information revealed

Data type: number of people affected in 2009 

(January ïJune)
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Data loss by portable media

Data loss by portable media : number of incidents 

over the years

¸ Protecting external or 

internal hard drives 

should continue to be a 

key priority; as with USB 

memory sticks

¸Data loss by tape is on 

a steady decline
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Data loss by portable media

¸Despite the ease of 

availability of encryption 

and authentication 

methods, data held 

within portable media 

are not protected

¸Half of data loss via 

CDs were not encrypted 

or password protected

Data loss by portable media : security protection for 

incidents in 2009 (January to June)
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Being Prepared

INFORMATION

SECURITY

IMPLEMENT

ASSESS

DESIGNMONITOR

Organisations need to transform the protection of their information assets, to counter increased risks 

and address the concerns of customers and regulators.
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Being prepared 

Security assessment and assurance

To help you understand and identify weaknesses in your information handling systems and processes. 

Understanding where you are most vulnerable is key to actively managing the risks you face and 

reducing the chances of data loss.

Some solutions:

¸ Encryption of laptops, computer hard disks and USB / portable media, e.g. BlackBerry look at all 

functionality.

¸ DLP framework, supported by DLP technology

¸ Access Governance: assess the access rights of your employees at regular times.

¸ IAM: broader picture: manage identities and access in a single framework (processes, work flows), 

for responding to changes in identitiesô life cycles (people in, people change, people out)

¸ Staff vetting: e.g. request copies of diplomas to be provided; ask permission to talk to a previous 

employerôs manager (and use general company contact details)

¸ é
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Being prepared 


