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DLP: Old wine in new barrels,

or opening Pandoraôs box?

Menu



2/10/2010

2

3 © Copyright Dimension Data 2008 10 February 20103 © Copyright Dimension Data 2010 10 February 2010

The hype - weôre all part of it 

Source: Gartner (July 2009)
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The hype - based on real incidents and consequences
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ÅEmployees laying off workers will clamor for data protection tools

What was predicted around Data Security in 2009?

And what happened é

ÅEnterprise rights management  (ERM) wonôt go mainstream in 2009

ÅFull disk encryption would be deployed in the majority of corporations

ÅDespite interest in DLP, most deployments would fail to move beyond pilots

ÅHeadlines will transform entitlement management into a CEO-level concern

ÅClient virtualisation will be adopted by many more enterprises

Source: Forrester
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Data Security budgets in 2010 will flat-line

What is predicted around Data Security in 2010? 

Enterprises will strike better deals on DLP ïitôs a buyersô market

Cloud data concerns will begin to dissipate

Full Disk Encryption will continue its slow and steady march

Source: Forrester
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Data Loss Prevention is a priority

Source: Gartner IT Key Metrics Data 2010 (December 2009)

2010 Security technology project priorities (n = 308)

Security project portfolio placement (listed in ñTop 5ò priorities)

1 Intrusion prevention 47.5%

2 Patch management 46.1%

3 Data loss prevention 44.5%

4 Antivirus 41.1%

5 Identity management 41.1%

6 Firewalls 37.4%

7 Vulnerability assessment 37.4%

8 Network access control 35.5%

9 Security information and event management 35.5%

10 Remote-access or site-to-site VPN 31.2%

92% of organisations

claim they either currently use 

or plan to adopt DLP models 

within the next 12 months

PC theft/loss

is the major perceived threat 

across most vertical segments, 

business size categories

and regions

Non-intentional data incidents 

are a real concern

for organisations

because of the threat

of reputation damage

Source: IDC Global 

Security Survey, 2009
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What is DLP? 

Itôs Risk Management with a different state of mind

DLP allows organisations to set up, operate and distribute

an effective security policy for information flow

in order to keep control of critical information,

prevent accidental breaches of compliance and confidentiality policy

and support the user's ubiquity while using laptops or smaller devices

(IDC 2009)
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Data Loss incidents ïwhat to look out for

Accidents

Context: to extract and sell information to a third party for profit

ÅDisclosure of sensitive information via email

ÅDisclosure of sensitive information via peer to peer software

ÅLost or stolen notebook

ÅLost or stolen mobile device

ÅLost or stolen mass storage device, CD/DVDs, iPod, iPhone etc containing sensitive data

ÅSensitive data resides on network locations where access is not restricted

Fraud

Context: to extract and sell information to a third party for profit

ÅEmployees leaking client contacts to your competitors

ÅAn unauthorised contractor accessing sensitive financial information from your systems

ÅEmployees extracting sensitive information directly from voice recordings

ÅEmployees/contractors steal sensitive information from database systems

Misuse

Context: inappropriate misuse of systems or sensitive information

ÅEmployees obtain copies of corporate sensitive information upon resignation

ÅEmployees email data outside of the organisation to work 'from home'

ÅEmployees copy of data to unprotected mass storage devices, CD/DVDs, iPod, iPhone etc

ÅEmployees print sensitive information without collecting it from printers

ÅEmployees email sensitive documents using webmail or online forum services

Governance

Context: compliance to data regulation and policies

ÅLack of information classification according to established business policies

ÅUsers not adhering to retention policies required for compliance 

ÅIncomplete records or audit trails leads to regulatory exposures

ÅDifficulty in locating key information in a timely manner

ÅUnknown quantities of sensitive data resides on network locations
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Partner Entry Points

Partners

Partner Entry Points

ClientsRemote Employees

VPN

Internal Employees

Business Analytics

Enterprise Apps

Replica

Production

Backup Disk

Backup Tape

Disk Arrays
SharePoint
eRoom, etc.

File Server

Contractors Privileged UsersPrivileged Users Privileged Users Privileged Users

Virtualization

Mobility

Apps/DB StorageFS/CMSNetworkEndpoint

Cloud

The way your infrastructure looks will determine the scope 

for your DLP requirements


