McAfee Data Protection McAfee

Nick Spekkels

February 10, 2010

Data Protection is Top of Mind

Data Protection: #1 CISO Priority Today {5uerriiLynch
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Data Breach - The escalation of a serious threat McAfee

[ Nato secrets USB stick lost in Swedish library

Intolerable carelessness’
By Jan Libbenga - Get more from this author
Posted in Enterprise Security, 4th January 2008 12:50 GMT
Free whitepaper — Secure and managed file transfer in the era of regulatory compliance
Ner
The discovery of a USB memory stick containing classified NATO information in a library in
Stockholm has prompted a meeting between the Swedish Military Intelligence and Security
afe Service and foreign defence officials.
Am
si The Swedish Military Intelligence and Security Service is a division of the Swedish Armed

ur Forces Central Command responsible for Sweden's military intelligence.
Mid
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According to Swedish daily Aftonbladet, the stick contained material on NATO's ISAF
peace-keeping force in Afghanistan, as well as an intelligence report on the attempted

n

o assassination of Lebanon's defense minister and the murder of Sri Lanka's foreign minister

W: Colonel Bengt Sandstrom of the Swedish Military Intelligence and Security Service says this
kind of carelessness is intolerable and can result in up to six months in prison

Bu: Itis unclear how the USB stick ended up in the library.

sci Itisn't the first time the military has lost USB sticks with secret files. In 2006, a memory stick
containing files on the Dutch military mission to Afghanistan was lost in a rented car. The
documents also included information about the rules of engagement for Dutch troops in

Afghanistan and the personal protection of Dutch Defense Minister Henk Kamp.

Hav Als0 in 2006, the Dutch Defense Ministry reported the loss of another memory stick
In containing sensitive information about military intelligence agency MIVD.

See I proper precautions are taken, the loss of a USB stick needn't mean the loss of information.
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Is Your Data in the Wild? McAfee

0 of CISOs see employees
80 /0 as the greatest data threat

730/ of data breaches come
0 from internal sources

0 unable to audit or quantify
7 7 A) loss after a data breach

Survey: Dark Reading/InformationWeek (2009)
Survey: MIS Training Institute at CISO Summit (2009)
McAfee Datagate Report. Produced by DataMonitor (survey of 1400 IT professionals across UK, US, DR, DE, and Australia)



The Problem is Rapidly Escalating McAfee

300%

Security Breach Increase

2008 - 2009

CIOWeblog: Scott Wilson — Sept 30 2009

www.privacyrights.org McAfee

In the last 3 years there were more then
340 million records lost

www.privacyrights.org
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And in Europe...? McAfee

Security Agency Calls For EU Laws on Breach
Disclosure

A European Union-wide advisory body this week called for security breach
disclosure regulations tougher than those in the U.S. as a step toward raising
awareness of the seriousness of security threats.

» Comments

By Matthew Broersma, Techworld.com

A European Union-wide advisory body this week called for security breach disclosure regulations tougher than
those inthe U.S. as a step toward raising awareness of the seriousness of security threats.

The European Network and Information Security Agency (ENISA), the E.U.'s top security body, said govemments,
are still the scope ofthe IT security problem, in part because of
the lack of transparency when breaches occur.

“Internet security is extremely important, considering how much business takes place anline now. We dontwant
infrastructures to be disrupted, we dontwant a digital 9/11 to happen,” said Andreas Pirotti, executive director of
ENISA,

Enterprises still see IT security mainly in a negative light, as a cost center, while E.U. cifizens are not aware of
their responsibility in the security chain, ENISA said in a white paper on the topic.

One ofthe key factors in changing this situation must be the improvement of the reporting of incidents such as
attacks and the loss of personal data, ENISA said

"One ofthe comerstones in developing a culture of security is improving our knowledge of the problem,” the
agency stated

ENISA acknowledged that many organizations are unwilling to disclose breaches, particularly in sensitive
industries such as banking.

“Reliable and comprehensive data on such incidents are dificult to obtain for many reasons, ranging from the
rapidity with which security events can happen to the unwillingness of some organizations to disclose and
publicize security breaches," ENISA stated.

ofthe of some  reporting of security breaches must be made mandatory in
order that the threat can be quantified, ENISA said
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EU Legislation McAfee

European Union Data Protection directives (95/46/EC)

» Data must be processed fairly and lawfully.

» They must be collected for explicit and legitimate purposes and used
accordingly.

» Data must be relevant and not excessivein relation to the purpose for which
they are processed.

» Data must be accurate and where necessary, kept up to date.

« Data controllers are required to provide reasonable measures for data
subjects to rectify, erase or block incorrect data about them.

» Data that identifies individuals must not be kept longer than necessary.

Source: http://ec.europa.eu/justice_home/fsj/privacy/docs/guide/guide-
ukingdom_en.pdf
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Escalating Privacy Regulations McAfee

European Union Data Protection Directive

— Requires member countries to develop rigorous policies regarding collection, storage,
usage and disclosure of personal information. Varying implementations within member
countries recommend or require encryption.

Payment Card Industry / Data Security Standards (PCI/DSS)

— Requires encryption of cardholder data. (Ver 1.1, Section 3 addresses data at rest), which
applies to several governmental ministries.

Basel Il

— Requires quantification and controls for operational risk, which has widely interpreted to
mean encryption should be deployed as a mitigating control for sensitive data.

Locale-based Regulations

— Financial services institutions with subsidiaries or parent companies based in the U.S. may
be subject to the Gramm-Leach-Bliley Act (GLBA), which has been interpreted by
examiners to call for the use of encryption to “mitigate the risk of disclosure or alteration of
sensitive information”. In addition, member countries may have additional banking laws
governing data protection.

Sarbanes-Oxley Section 404

— Institutions with subsidiaries or parent companies based in the U.S. may be subject to SOX.
Requires attestation of documented controls for all financial systems.
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There is a need indeed McAfee

* Is there a need of Data Protection
Growth of Devices and Storage capacity

Legislation (Global, EU, local)
Public embarrassment

But still...
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Data Breach - The escalation of a serious threat McAfee

Over 80% of the Global 5000 have no data security in place
The perfect storm has arrived — but — most companies are still not prepared

* Data Security is incident driven ...
* Insiders leak information ? Not mine...

* Data Security is complex !
“Where do | begin ?”
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Data Breach - The escalation of a serious threat McAfee

Securing your information can be done ... ””":

... in a matter of weeks — not years or months

... 2-12 weeks to value .’:;:::?
.

Your five ,,steps“ to 99% Data Protection...

Understand the Risk

Fix Data Encryption

Manage Removable Media
Define Confidential Data
Deploy Data Loss Prevention

aprwdE
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Data Security needs to take place anywhere... McAfee

360° Protection wherever the data travels!

1]
Understand . )
the Risk Data at REST Data in MOTION Datain USE

Desktops eMail USB Sticks

Webmail CD / DVD
IM/Chat

Blogs

Notebooks

Databases

Mail Archives iPod
Ext. Hard drives

File Shares File Shares

Doc Mgmt Sys Printouts
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The path to protecting your vital information McAfee

H Challenge!
Understand = Laptop is lost / stolen! What information was on it?
the Risk = Non encrypted data is always considered “stolen” or “exposed”
ﬂ = Data privacy laws / regulatory compliance / corp. governance
Fix
Data Encryption

How to fix the problem ?

1. Deploy hard drive encryption on all laptops & desktops
2. Monitor your inventory / run audit reports
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The path to protecting your vital information McAfee

ﬂ « Pre-boot authentication
Fix * Entire device is encrypted
Data Encryption ..
yp ¢ [nvisible to end-user
Single Agent
Single Console ’% f;]
=
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The path to protecting your vital information McAfee

1)

2]

Fix

Data Encryption

Time ?

= Planning / design / policy:  1-3 weeks
= Deployment: 2-4 weeks
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The path to protecting your vital information

McAfee

ﬂ Challenge!

= Information is transferred IN and OUT
= Can be bought anywhere for $20

ﬂ = What was on.it?

e

/
How to f\‘t}l\e oblem ?

g

Manage 3

Removable Media

17 McAfee Data Protection

Use only encrypted USB sticks

Install DEVICE CONTROL software

Set policy to use only encrypted USB sticks - or-
set policy to encrypt data when transferred

February 10,2010 Confidential McAfee Internal Use Only

The path to protecting your vital information McAfee

3
Manage
Removable Media

-

‘ L0
%l@éw

s

Single Agent

Single Console % rj

18 McAfee Data Protection
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|

Understand
the Risk

2]
Fix
Data Encryption
3]
Manage
Removable Media

The path to protecting your vital information

Challenge! o
“\’/
= Data is transferred IN and OUT \/

= Can be bought anywhere for $20 =

How to fix the problem ?

1. Use encrypted USB sticks

2. Install DEVICE CONTROL software

3. Set policy to use only encrypt USB sticks - or -
set policy to encrypt data when transferred

Time ?

= Encrypted USB sticks: Time to write a purchase order
= Device Control Software: 1-3 weeks
= Set policy for encryption: 1 week
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The path to protecting your vital information

1)

Understand
the Risk

2]
Fix
Data Encryption
3
Manage
Removable Media

4
Define
Confidential Data

20 McAfee Data Protection

Executive directive ...

“Protect my sensit

don’'t interfere w
business!”

Simple to say, but ...

= What data?
= From whom?
= Where is the data?

February 10, 2010 Confidential McAfee Internal Use Only

10



|

Understand
the Risk

2
Fix
Data Encryption
3
Manage
Removable Media

4
Define
Confidential Data
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The path to protecting your vital information

McAfee

Focus on risk drivers specific to your organization
=  Compliance, Intellectual Property (IP)

Legal information

443

Define most critical vectors

Customer information

Business information, staff related information

= Data at Rest, Data in Motion, Data in Use

=  Location of data

=  Focus on data that travels

Determine the functional stakeholders’ needs
= Interview stakeholders; i.e. legal, HR, compliance, ...
=  Define their needs & requirements
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The path to protecting your vital information McAfee

1)

Understand
the Risk

2]
Fix
Data Encryption

3
Manage
Removable Media

4
Define
Confidential Data

5]
Deploy
Data Loss
Prevention

First Step

= Mine Data
= Capture Data Transfers

similar to Google Indexing

Time ?
1 week

Second Step

|lsu=

= Define DLP Policy tune &
= Run report refine
Time ?
1-2 weeks
February 10, 2010 Confidential McAfee Internal Use Only
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Two Classes of Information to Protect:

Simple and Complex McAfee
m "9 * Every DLP solutionin the market
of can protect obvious data
Nl ® o g
SIMPLE PN OCMPLEX * Until now you had to know what
o W 3 you wanted to protect
’l "" K
| li’j — Multiple teams, definitions,
and policies
) g _ * McAfee Network DLP enables
o oralacy you to learn what data is sensitive
- Social Security Info - Source Code quickly!
+ Credit Card Numbers + Patents &Legal .
+ Drivers License Info + Engineering Designs — Based on rules and pOIICIES
+ Medical Records + Drugs & Recipes _ Captures and indexes all
content...no false negatives!
— Deploy, implement, and secure in
days or weeks (not months)
23 Riskand Compliance Sales Accreditation Presentation February 10,2010 Confidential McAfee Internal Use Only

The McAfee DLP Difference McAfee

DLP Policy creation with traditional vendors...

® O
>

ail, IM, web traffic, etc.

Impact
Create Lplae o users
i . Poli n !
ooy, T oy ol vepoes (N
W Calls, etc. Protection
\ (J N>
Tweak/Edit
Policy 6-12 months
24 February 10, 2010 Confidential McAfee Internal Use Only
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The McAfee DLP Difference McAfee

DLP policy creation with McAfee “Capture”

ail, IM, web traffic, etc.

Capture and

index all —
network data ’ ine data
>O< Protection

Effective

Create Bonus = Forensics!
Policies Help catch theft of critical data by employees

ks
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Use Case: Sensitive Data Leak

* Aninternal audit shows signs
of data leaking from your
organization

. Management have given you

the job of quantifying and fixing
the problem - fast

]

* Pre-integrated, hardened appliances are up and running in days

» Capture data lets you quickly identify issues and build effective
policies to address them

13



Use Case: Disgruntled Employee McAfee

» Atop sales rep leaves the company

» 2 weeks later your customers are

l
. getting called by a competitor - é\\

» Has someone has leaked your
customer list?

\

* See the timeline of employee activities and data use

» Discover what data the employee downloaded before they quit

Knowledge Mining:

The Key to Learning McAfee
« Capture and index all content Search for ‘confidential
in-motion and at-rest 1 e

* Identify sensitive data
Who sent it out, and to where?

* Investigate activity

* Tune rules
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* HostDLP

« Device Control

+ Endpoint Encryption
+ Encrypted Media

ge |

Disconnected

29 McAfee Data Protection

ePO Integration

McAfee Solution Architecture

* HostDLP + Network DLP Discover

« Device Control ‘

« Endpoint Encryption l:'

Ly .

Central Management
« ePolicy Orchestrator (ePO)
« Network DLP Manager

Secured Corporate LAN

L1

McAfee

+ Network DLP Monitor

G

SPANPort or Tap

 Network DLP Prevent

MTA or Proxy

Network Egress/DMZ

February 10, 2010
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McAfee

Automation of monitoring, reporting, and auditing Reduces Costs!

Single console, single
agent endpoint deployment
and management

Single consolidated source for
incidentresponse and reporting

Comprehensive incident views,
case managementand workflow
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Endpoi

McAfee

nt Encryption

McAfee
Encrypted USB

McAfee DLP

February 10, 2010
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Anti-Virus & Anti-Spyware
Email AV & Anti-Spam
Desktop Firewall
Host IPS
SiteAdvisor
NAC
Policy Auditing
Macintosh AV
Linux AV
Endpoint Encryption

Device Control

m
=)
=
°
e,
5
-+

Host DLP
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McAfee Integrated Security Platform

McAfee Agent

[ Network

Single Agent

« Configuration

- Updates Risk & Compliance
ey s

Sing|e Console
« Agentdeployment Behavioral Analysis

McAfee

Klanoosiq ereqg

February 10, 2010

McAfee Data Protection

Questions ?
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McAfee
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