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An Evolution in Data Protection ?

2009 : 285 million electronic records breached 
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Source : Verizon Business, the 2009 Data breach Report 
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5
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An Evolution in Data Protection ?
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Web Application 86% 

Infrastructure 14% 

Source : UK Security Breach Investigations Report, Analysis of 
Data Compromise Cases, 7 Safe & University of Bedfordshire
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An Evolution in Data Protection ?

1. Changing default credentials is key 
2. Avoid shared credentials 
3. User Account Review 
4. Application Testing and Code Review 
5. Smarter Patch Management Strategies 
6. Human Resources Termination Procedures
7. Enable Application Logs and Monitor 
8. Define ά{ǳǎǇƛŎƛƻǳǎέ ŀƴŘ ά!ƴƻƳŀƭƻǳǎέ όǘƘŜƴ ƭƻƻƪ ŦƻǊ ǿƘŀǘŜǾŜǊ άLǘέ ƛǎύ 

9. Align process with policy 
10.Achieve ά9ǎǎŜƴǘƛŀƭέ ǘƘŜƴ ǿƻǊǊȅ ŀōƻǳǘ ά9ȄŎŜƭƭŜƴǘέ
11.Secure Business Partner Connections 
12.Create a Data Retention Plan 
13.Control data with transaction zones 
14.Ψ!ŎǘǳŀƭƭȅΩ ƳƻƴƛǘƻǊ ŜǾŜƴǘ ƭƻƎǎ 
15.Create ŀ ΨǊŜŀƭΩ LƴŎƛŘŜƴǘ wŜǎǇƻƴǎŜ tƭŀƴ
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Source : Verizon Business, the 2009 Data breach Report 

Opportunities with a Unique
IT Security Cluster
Agoria ICT 20.12.2007
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Practical
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http://www.lsec.be/index.php/expert/expert/zetes/
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http://www.lsec.be/index.php/expert/expert/novel/
http://www.lsec.be/index.php/expert/expert/exclusive_networks/

