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Data Center Cost and Consolidation Wave

70% of organizations will virtualize all 

or part of their DMZ by end of 2010.

58 Million virtual desktops 

forecasted by 2012.

Neil MacDonald

Gartner 2009 

'Virtualization First' is now the 

default approach for new server 

deployments 

IDC 2009
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Top Market Challenges for Secure Virtualization

1National Vulnerability Database

ÅVirtualization = new IT platform 

ï with its own unique vulnerabilities 

ÅVirtualization changes the definition of 

an endpoint

ïVirtualized systems are no longer 

systems, they become data

ïVirtual images built on the fly re-

define the notion of an asset
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ÅVirtualization world is vulnerable 
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Virtualization Vulnerabilities

Å#1 Threat to Security in 2009 is virtual hack ïBaseline Magazine

Å60% of production VMs will be less secure than their physical 

counterparts through 2009 --Gartner

Newly Reported Vulnerabilities 

Source: Open Source Vulnerability Database: http://osvdb.org
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Impact of Virtualization on Security

Some things are the same

ïMalicious code

ïAttackers focus on data

Some things are new

ïVM Infrastructure

ïImages on the move

ïMoving the users from the 

perimeter to the datacenter

Some things are better

ïLower data loss exposure

ïVirtual Security Appliances

Some things are worse

ïLack of security tools/controls

ïPerformance impact of security can multiply in virtualized infrastructure
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What if?

Performance impact of security was not a concern?

Compliance was automatic and enforced for every 

new Virtual Machine?

You could manage your virtual and physical systems 

in the same way?

VM Sprawl was not a security issue?
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Broad Product 
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Protecting Virtual Application Servers
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McAfeeôs Virtualization 

Product Line
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VirusScan Enterprise for Offline Virtual Images

Virtual
Malware
Protection

Secures offline VMs without bringing them online

ïProtect Offline Virtual Machines

ïIdentify and Remove Malware

ïAutomate security updates from 

McAfee Global Threat Intelligence

ÅUpdate Offline Security software and Malware Signatures 
without bringing VMôs online

ÅSchedule scans via ePO along with physical machines

ÅVMsafe Integrated for optimized performance

Virtualization Benefits
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Host Intrusion Prevention and Virtualization 

Host
Intrusion
Prevention

Day Zero protection against Buffer Overflow Vulnerabilities

ÅProtects against unknown malware and zero-day vulnerabilities

ÅDay-zero protection for 90% of Microsoft  2009 vulnerabilities 

ÅReduces patching urgency

ÅIntegrated firewall changes protection based on location 

ïi.e. coffee shop vs. office

ÅProtect Virtual Machines

ÅProcess, registry and files 

ÅEx: IIS; DB server; Key MS processes

ÅSupport virtual machines on VMware, Xen and Hyper-V

ÅProtect Host

ÅVmware host, Microsoft Hyper-V host

ÅBlock Inter-VM Attacks

Virtualization Benefits
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Host IPS Protects Virtualized Servers

Host/Hypervisor
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ÅProtect Virtual Machines

ïProcess, registry and files 

ïEx: IIS; DB server; Key MS 
processes

ïSupport virtual machines 
on VMware, Xen and 
Hyper-V

ÅProtect Host

ïVMware Server and 
Workstation host

ïMicrosoft Hyper-V host

ÅBlock Inter-VM Attacks

ïRequires Host IPS on all 
VMs
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