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- Security for your Virtual Systems
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Resource Consolidation

= Real savings
— Reduced personnel costs

— System consolidation, shared
infrastructure

— Increased asset utilization

— Reduced implementation/management
time and complexity.

= Operational flexibility

= Simplified application delivery

= Enhanced business continuity, disaster
recovery

= Green IT initiatives
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* 52% Y-Y growth in
virtualization servers
* 15% Y-Y growth for -~
virtualization software -

i DC Top Trends for 2009:
oo Security, Virtualization /\
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 Ten-fold increase in Virtual

Machines by 2011 #1 Security Threat for 2009:

* Highest Impact Trend in | Virtualization vulnerabilities

through 2009 and securing virtual
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Virtualization,, Like Every: New

SIS SN

= New management requirements
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No Free Lunches... Check Point
Virtualization Benefits Virtualization Risks Security and Compliance
Issues
Easy machine creation “VM sprawl” Rapid change accelerates
configuration drift

Consolidation of dozens  “Guest escape” of control ~ Malicious VM takes control of

of physical servers from VM into hypervisor the entire virtualization server
Easy provisioning of Misconfiguration errors Breaking separation between
networks different security zones
Mobility enables high Mobility can break static Maintain isolation and network
availability, dynamic security controls

resource optimization

Hypervisor enables New privileged layer to be  Access to sensitive data in VM
consolidation secured
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Provides virtual applications the
same best-in-class as applications
on physical servers

= Separates virtual machines for security
= Protects against external threats

= Reduces need for individual appliances
and switches

= Certified by VMware for ESX server

puresecurity

are Technologies Ltd. All rights reserved. Proprietary and confidental 7

= Separates virtual machines for security

= Protects against inter-VM and external
threats

= No need for physical appliances and
switches

= No HW dependency, can run where ESX
runs

= Easy and flexible to maintain
— Snapshot and Revert options

= Multiple VPN-1 VE instances

» Per-VE upgrades, not entire machine

puresecurity
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Security Gateway VE

Web Servers  Application Servers Database Servers
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ESX

Service
Console

Productlon Management
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\/
Check Point UTM-1 VMware
Security Gateway vCenter

= Adding security to the cloud
= VPN-1 VE per customer
= VPN-1 VE per service

= Add VPN-1 VE to other virtual
machines for remote office use

= VPN-1 VE protects other virtual
machines and rest of office

= Simplifies provisioning of remote
office

' Office in a Box
ALN-0Ne CommMUNICatIon sokution
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= Adding security to the cloud
= VPN-1 VE per customer
= VPN-1 VE per service

= Add VPN-1 VE to other virtual
machines for remote office use

= VPN-1 VE protects other virtual
machines and rest of office

= Simplifies provisioning of remote
office

Office in a Box

- Cormmy
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= Consolidate and virtualized all
physical devices under one single
server

= Add VPN-1 VE to protect
consolidated virtual machines and
the hosting sever itself

= Simplifies provisioning of
remote office

= Many SMB sites can be managed by
one management server
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al Appliance Wizard

Import Location
‘Where do you want to import a virtual appliance from?

= Import Location

A virtual appliance is a pre-built, pr

YMTN along with an operating system inside a virtual machine.
Virtual Appliance Details
End User License Agreement Select the location from which you want to import this virtual appliance.
Mame and Location
Datastore  Import from the Viware Vitual Appliance Marketplace
Metwork Mapping Choose this option to browse virtual appliances that are available for download

Ready to Complete from Viware.

@ Import from file:

figured, ready-t enterprise lication packaged

Choose this option to import a virtual appliance from a file [*.ovf), for example your
harddrive or CD drive.

" Import from URL:

[D:tinstall\Check_Point_PN-1_RE5_VE_OVFiCheck_Point WF v| | Browse |

Choose this option to download and install a virtual appliance from a location on
the internet [e.g. http://vmware.com/V¥A/appliance. ovf]

S

m | &

[ =

Help < Back I Mext > I

Cancel
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VPN-1 VE delivers:
, No security gaps for

=Segregation of virtual - attackers
systems

=Same Security as Check Al * ) .
<

Point Appliances and

Software Simpler updating against

EAGEES

=Consistent policy for \ ‘ " ’ LR N
virtual and physical i 'S - 21

environments ” ]
End-to-end auditing with
unified architecture
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» [nspecting the packets in the virtual switch (at the VMkernel)

With VMSafe
VPN-1VE
: . = - « Firewall
oB8E888 &
) ) () () (G e

Antivirus
Security API « Anti-Spam\Malware

YN %

Web Filtering
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Check Point
Security Gateway VE

Web Servers  Application Servers Database Servers
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= Protect the VM by inspection from inside the vSwitch
= Complete integration and awareness of VMotion, Storage VMotion, HA, €

/ WebServers  Application Servers Database Servers

Cardholder data

Check Point VE
Security Gateway

o

o

Check Point UTM-1 VMware
Security Gateway vCenter
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. L ; Check Point
Ones Arenitecivre for Simolicity y SOPTWARE TECHNOLOGIES LD

VMWARE

VPN"1 VE CERTIFIED

First certified virtual appliance to provide the same
level of security as physical appliances

VIRTUAL
APPLIANCE

VPN-1 Power VSX ¥
A security operations platform to virtualize routers, ¥
switches, and VPN-1 gateways on a single piece of
hardware.
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( \ ( N\
Protecting virtual Virtualizing security
systems gateways
J \
p
1 per server Between 10 and
P 250 per server
\
\ (
SecurePlatform Pre-hardened
running on Hypervisor SecurePlatform
\ J \
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