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Resource Consolidation

A Real savings
i Reduced personnel costs

i System consolidation, shared
infrastructure

T Increased asset utilization

I Reduced implementation/management
time and complexity.

Operational flexibility
Simplified application delivery

Enhanced business continuity, disaster
recovery

Green IT initiatives
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A52% Y-Y growth in

virtualization servers

A15% Y-Y growth for -~
virtualization software -

i DC Top Trends for 2009:
oo Security, Virtualization /\
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ATen-fold increase in Virtual
Machines by 2011 #1 Security Threat for 2009:
AHighest Impact Trend in | Virtualization vulnerabilities
through 2009 and securing virtual
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Virtualization,, Like Every: New

SIS SN

‘A New management requirements
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No Free Lunchese & Check Point
Virtualization Benefits Virtualization Risks Security and Compliance
Issues
Easy machine creation AVM sprawl o Rapid change accelerates
configuration drift

Consolidationof dozens A Guest es c ap e baligofisVM takes aordrdl of

of physical servers from VM into hypervisor the entire virtualization server
Easy provisioning of Misconfiguration errors Breaking separation between
networks different security zones
Mobility enables high Mobility can break static Maintain isolation and network
availability, dynamic security controls

resource optimization

Hypervisor enables New privileged layer to be  Access to sensitive data in VM
consolidation secured
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Provides virtual applications the
same best-in-class as applications
on physical servers

A Separates virtual machines for security
A Protects against external threats

A Reduces need for individual appliances
and switches

A Certified by VMware for ESX server
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A Separates virtual machines for security

A Protects against inter-VM and external
threats

A No need for physical appliances and
switches

A No HW dependency, can run where ESX
runs

A Easy and flexible to maintain
T Snapshot and Revert options

A Multiple VPN-1 VE instances

A Per-VE upgrades, not entire machine
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Check Point
Security Gateway VE

Web Servers  Application Servers Database Servers

NIC
\ Teams

VMware
ESX
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VE Deployment Scenarios
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A Adding security to the cloud
A VPN-1 VE per customer
A VPN-1 VE per service

A Add VPN-1 VE to other virtual
machines for remote office use
A VPN-1 VE protects other virtual
machines and rest of office
A Simplifies provisioning of remote
office
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