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Johan’s Top 5 Security Trends for 2010

L security at hypervisor instead of
TﬂP virtualized appliances

2. More -based security solutions
3. More external-facing services (extranets)
4. More data loss incidents

5. Security becoming commodity
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Foundation Questions

= Existing deployments
— Whatvirtualization platforms (VMware, POWER, z/VM) are in use?

= Strategy
— Whatis your strategy for server virtualization (opt-in, opt-out)?
— What % of your product environment is virtualized?
— Are you targeting specific workloads?

= Challenges
— Organizational
— Technical

= Risk management priorities
— How are you securing your virtual environment?
— Whatregulations drive your security policy?
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Business Drivers of Server Virtualization

In what initiatives does your organization currently apply server
virtualization?

71% Server consolidation

68% Infrastructure management

59% Disaster recovery/Continuity of Operations (COOF)
58% Test/development environments

57% Green IT Initiatives

T T T T
0% 10% 20% 30% 40% 50% 60% 0% 80%

Source: CDW Server Virtualization Life Cycle Report: Medium and Large Businesses
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Virtualization Timeline

Virtualization is moving down market

Medium Bus
(100-499 employeses

60%

Prior to 2006 2006 2007 2008 2009

Source: CDW Server Virtualization Life Cycle Report: Medium and Large Businesses
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Most Significant Barriers to Virtualization

= Concerns about the security of virtualized environments (17%)

» Hardware that does not support virtualization technology (17%)

» Uncertainty of the return on investment (12%)

» Business applications that do not support virtualization (11%)

Source: CDW Server Virtualization Life Cycle Report: Medium and Large Businesses
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= Anticipate continued, steady expansion of virtualized environments as
familiarity and comfortlevels increase

= Desktop virtualization is right around the corner and the potential for this
technology is huge

= Expansion of virtualization will be supported by hardware refreshes, with
increasing penetration of faster, "greener" equipment

» Cloud computing is a natural extension of the virtualized environment and
IT executives should study the opportunities and benefits of cloud
computing now

Source: CDW Server Virtualization Life Cycle Report: Medium and Large Businesses
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Security Challenges with Virtualization: New Complexities

Before Virtualization

« 1:1 ratio of OSs and
applications per server

New complexities:
» Dynamic relocation of VMs

After Virtualization

“ 8

Hypervisor

Hardware

« Increased infrastructure layers to manage and protect

» Multiple operating systems and applications per server
« Elimination of physical boundaries between systems
» Manually tracking software and configurations of VMs

1
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« 1:Many ratio of OSs and applications per server
« Additional layer to manage and secure
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Security Challenges with Virtualization: New Risks

Management

Vulnerabilities

Secure storage of VMs
and the management data

Stealth rootkits in

hardware now possible )
Virtual NICs & Virtual h

Hardware are targets

12

Hypervisor

Hardware

§

y

Virtual sprawl!

Dynamic VM state
& relocation

VM stealing

Resource sharing

Single point of failure

Reduced visibility & control
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VMware Vulnerabilities — Real or FUD?

= Cloudburst, available to users of Immunity's CANVAS testing tool, exploits a bug in the
display functions of VMware Workstation 6.5.1 and earlier versions, as well as VMware

Player, Server, Fusion, ESXi and ESX [see CVE 2009-1244 for exact version numbers].
— http://searchsecurity.techtarget.com/magazineFeature/0,296894,sid14 gci1365958 mem1,00.html

= Attacks are progressing slowly out of the theoretical into the practical. Right now there are
five CVE alerts based on VM escapes and certainly more to come as researchers and other
attackers build on work done by Kortchinsky, Greg McManus of iDefense and the research
teams at Core Security.

— http://www.vmware.com/security/advisories/VMSA-2007-0004.html
— http://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displayKC&externalld=1004034

IBM Internet Security Systems Sign In | 155 Worldwide | WylSS | Investor Relations | Careers
Ahead of the threat.™ feuers sezen [
ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHERS CONTACT Us
(Seorcn [ |

Keyword Search X-Force Vulnerability Search
Vulnerability Search Search for:
Malware Search vmware @ Seorch Tios

Sort by date / Sort by relevance

Results 1 to 10 of 379 total results for vmware

1SS X-Force Database: i-questinfo-bo(43062): VMware
... VMware COM AP for Wind control (VvmCOM.dIl) Guestinfo() method X
13 buffer 2010 IBM Corporation
overflow. wmware-comapi-guestinfo-bo (43062, High Risk. ... VMware Workstation
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Security Challenges with Virtualization:
Compliance cannot be risked during virtualization

Best Practices for Security Compliancein a Virtualized Environment*

= Configuration and change management
processes should be extended to encompass
the virtual infrastructure

— Can add cost and complexity for system administrator
to continuously reconfigure in a dynamic environment

— Ensure patch management practices extend
to virtualization

= Maintain separate administrative access control
although server, network and security
infrastructure is now consolidated

= Provide virtual machine and virtual network
security segmentation

= Maintain virtual audit logging

*Source: RSA Security Brief: Security Compliance in a Virtual World
hitp:/ sa.com/solutions/technology/secure/wp/10393 VIRT_BRF_0809. pdf
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Security Challenges with Virtualization: Using traditional security for

a virtual data center may add cost and complexity
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Legacy Security in Virtual Environment

Network IPS

Server Protection

System Patching

Security Policies

Onlyblocks threats and
attacks at the perimeter

Secures each physical server
with protection and reporting
forasingle agent

Patches critical vulnerabilities
onindividual servers
and networks

Policies are specific to critical
applications in each network
segment and server

Should protect against threats
at perimeter and between VMs

Securing each VM as if it were
aphysical server adds time
and cost

Needs to track, patch and
control VM sprawl

Policies must be more
encompassing
(Web, data, OS coverage, databases)
and be able to move with
the VMs

©2010 IBM Corporation
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IBM Virtualization Security

Existing solutions certified Threat protection delivered Integrated virtual environment-

for protection of virtual in a virtual form-factor awarethreat protection
workloads

ﬁ » B n » W ﬁ % \3
& & & »° & 5o
B & g’*ﬂﬂ’l & .ﬁ’a.rm i
Enterprise Network Enterprise Network Enterprise Network
Virtual Environment Ready Virtual Appliances Virtual Infrastructure Protection
= IBM Proventia Server IPS = IBM Proventia Virtualized Network Security = IBM Virtual Server Security for VMware
= IBM Proventia Network IPS = IBM Proventia Network Mail Security

= IBM Proventia Network Mail Security
=IBM ProventiaNetwork MFS
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IBM Virtual Server Security for VMware
Integrated threat protection for VMware vSphere 4

IBM Virtual Server
Security for VMware

Web Server Host Desktop Web Application
J VMsafe Integration

[ ] Firewall and Intrusion
Prevention

] Rootkit
Detection/Prevention

Inter-VM Traffic Analysis

Automated Protection for
Mobile VMs (VMotion)
| = Virtual Network Segment
Vi Protection
m  Virtual Network-Level

% ﬂ Protection
Hypervisor J ] Virtual Infrastructure

Auditing (Privileged User)

” E Hardware & | m  Virtual Network Access
T Control

18 ©2010 IBM Corporation
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IBM Virtual Server Security for VMware
Integrated Security Benefits

= Transparency
— No reconfiguration of the virtual network
— No presence in the guest OS

= Security consolidation

— Only one Security Virtual Machine (SVM)
required per physical server

— 1l:many protection-to-VM ratio
= Automation

— Privileged presence gives SVM holistic view
of the virtual network

— Protection automatically applied as VM
comes online

Efficiency
— Eliminates redundant processing tasks

= Protection for any guest OS h H RAEES & h?‘iq

VMsafe

Hypervisor

19 ©2010 IBM Corporation
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IBM Virtual Server Security for VMware
Integrated Security Benefits - continued

Intrusion Prevention and Firewall

. . SiteProtector
= Enforces dynamic security wherever VMs are deployed

= Appliesone Security Virtual Machine (SVM) per physical

server
= Privileged presence gives SVM a holistic view of the virtual
network
= EnablesIBM Virtual Patch technology to protect Web Server Host Desktop Web Application

wulnerabilities on virtual servers regardless of patch strategy

VM lifecycle enforcement

=

= Performs automatic VM discovery in order to reduce virtual
spraw!

= Provides virtual access control and assessment by
quarantining or limiting network access until VM security

posture can be validated
VMsafe

= Virtual infrastructure auditing reports on access and usage
of the virtual environment

Hypervisor

VM Rootkit detection "
. . ) ” H Hardware & %
= Transparently inspects VMs and detects installation of ‘

rootkits
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IBM Virtual Server Security for VMware
Automated Discovery / vNAC

) » The SVM reports to
SVM is notified by SiteProtector that a new

vCenter as soon as a
VM comes only

Features

= Virtual network access
control (VNAC)

= Automated discovery

= Virtual Infrastructure
auditing integration

Benefits

= Rogue VM protection

= Virtual Infrastructure
monitoring

= Virtual network
awareness

= Quarantine or limit _
network access until VM
security posture has been
validate

Firowall VMsafe

VM is online and initiates
adiscovery scan.

SiteProtector

Intrusion
Prevention

SVM limits network

Hypervisor communications

(quarantine group)
until the VM is placed

” E Hardware in a non-quarantine

21
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group

©2010 IBM Corporation

IBM Virtual Server Security for VMware
Mobility (vMotion)

& SiteProtector
= Maintain security posture irrespective \f/

of the physical server on which the VM
resides

VMsafe

Hypervisor

» R - 8 N

22

Abstraction from underlying

physical servers provides
dynamic security adapted for
mobility

Web Server

VMsafe

Hypervisor

E Hardware Q X

©2010 IBM Corporation
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Comprehensive Security with
Virtual Server Security + Proventia Server + Endpoint Secure Control

23

Host-based agents for OS-
specific functionality

Anti-malware

DafESEcurity

System-level activity
monitoring

File integrity monitoring

Policy compliance
assessment and
remediation

Patch management

Protection for management [
stack

Support for Windows and
Linux

Virtualization & Cloud Security

Host Desktoy Web Application

Intrusion

Firewall Prevention

Hypervisor

B o— & MW
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IBM Virtual Server Security for VMware can accelerate and
simplify PCI DSS audits

24

Enables firewall network segmentation to
reduce the scope of the PCI audit

Monitors the integrity of critical system

Detects and prevents attacks that target
cardholder data

Leverages IBM Virtual Patch® technology
that automatically protects vulnerabilities on
virtual servers regardless of patch strategy

Collects important security events from the
virtual infrastructure

Isolates payment processing applications
from VMs on the same physical hardware
that are separate from the cardholder
data environment

PCI DSS Adding Virtualization
Security Requirements in late 2009

VSS helps meets Security Aspects
of PCI Standards

Requirement 1 — Firewall and Router
Configuration (meets 1.1, 1.1.2, 1.2.1, 1.3.1,
1.3.2,1.3.4,1.3.5,1.3.7, and 1.4.2)

Requirement 2 — Configuration Standards
(meets 2.2, 2.2.1,2.2.2, and 2.4)

Requirement 6 — Security Patching (meets
6.1,6.2, 6.5 and 6.6)

Requirement 10 — Tracks and Monitors
Access to Data (meets 10, 10.2, 10.5.2, 10.5.5
and 10.6)

© 2010 I1BM Corporation
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IBM offers a spectrum of security offerings to maintain your security
posture in virtualization

e we w 16

End User

Privileged
User Access
centralized access and audit
policies, directories

Data Segregation
encryption,
network segmentation,
Hardware / OS/ App/
Database isolation

Enterprise Administrator

IT Auditor Application Developer Cloud Provider
Compliance Server Security DataLocation
and Auditing trusted computing, auditing, cloud data centers
audit policy creation, log access control

generation and management
Network Security

Disaster Recovery
highly resilient clouds

Identity Investigative Support Firewall, IPS, VLAN
Management Data Recovery audit retention, search, cl S ahili
X e . . A o oud Availabili
single sign-on, identity centralized backups, and correlation Virtualization Security multiple cloud centertsy
provisioning technologies remote storage VM Segmentation, Virtual 2
. Policy Management o ;
Privileged Account Dadta Reduction unified security, goverance, Hypervisor Security
Management and Termination and policy enforcement .
change congol processes secureremoval processes B Irowser Security
i forcustomerdata isioni ssl,memory protection,
forprivileged users and metadata Se_cure Provisioning R sy
image management, e
Trusted Identity hardening, cohabitation
protecting their identities as Data Leakage el
constituents, employees, Prevention . . Patch Management
and consumers DLP technologies fordata in Application Testing __assessment,
motionand data at rest il el
fuzzing, app scanning, and application
automated code reviews

Data and
Information

Application and
Process

Network, Server,
and Endpoint

People and Identity

Physical
Infrastructure

25
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Whatis so new about “Cloud Computing”?

Cloud Computing

Software as a Service

Utility Computing ﬁ

Grid Computing

There is nothing new under the sun
but there are lots of old things we don’t know.

Ambrose Bierce, The Devil's Dictionary
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Everybody is concerned about the security in (public) clouds

New technologies always introduce

new threat vectors and new risks.
Q: Rate the ¢ to the ‘cloud'/on-di id model

(1=not significant, S=very signifieant)

) security

Performance

“External” aspects of public clouds
exacerbate concerns:

“Black box” sharing in clouds reduces
visibility and control, increases risk
of unauthorized access and
disclosures.

Availability
Hard to integrate with in-house IT
Mot enough ability to customize

Worried on-demand will cost more . . e . . .
Limited compatibility with existing
enterprise security infrastructure
limits adoption for mission-critical

apps.
. L

% responding 4 or 5 . Limited experience and low assurance
raise doubts over cloud reliability
(operational availability, long-term
perspective).
Privacy and accountability
regulations may prevent cloud
adoption for certain data and in certain
geographies.

Bringing back in-house may be difficult

W)y Regulatory requirements prahibit cioud

Mot enough major suppliers yet

Sourca: IG Enerprise Panel, August 2008 =344

28 ©2010 IBM Corporation
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Whatis so scary about “the cloud”?

Today’s Data Center Tomorrow’s Public Cloud

We Have Control
It's located at X.
It's stored in server’s Y, Z.
We have backups in place.
Our admins control access.
Our uptime is sufficient.

The auditors are happy.

Our security team is engaged.

29

Virtualization & Cloud Security

Who Has Control?
Whereis it located?
Whereis it stored?

Who backs it up?

Who has access?

How resilient is it?

How do auditors observe?
How does our security
team engage?

©2010 IBM Corporation

Layers of a typical Cloud Service

Application as a service
Application software licensed for use as a
service provided to customers on demand

Platform as a service

Optimized middleware — application servers,
database servers, portal servers

Cloud Delivered
Services

Infrastructure as a service
Virtualized servers, storage,
networking

Business Support Services
Offering Mgmt, Customer Mgmt, Ordering
Mgmt, Billing

Perimeter

)

)
~ Z
=
W

Operational Support Services
Infrastructure Provisioning
Instance, Image, Resource / Asset Mgmt

Cloud Platform

Virtualized Resources
Virtual Network, Server, Storage
System Resources
Network, Server, Storage
Physical System and Environment

30

“Hostsand the
Data Center

©2010 IBM Corporation
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Cloud Security

Application as a service
Application software licensed for use as a
service provided to customers on demand

Platform as a service
Optimized middleware — application servers,
database servers, portal servers

Cloud Delivered
Services

Infrastructure as a service
Virtualized servers, storage,
networking

~ =

Secure integration with existing
enterprise security infrastructure

Federated identity / identity as a service
Authorization, entitlements

Log, audit and compliance reporting
Intrusion prevention

Business Support Services
Offering Mgmt, Customer Mgmt, Ordering
Mgmt, Billing

Operational Support Services
Infrastructure Provisioning
Instance, Image, Resource / Asset Mgmt

Cloud Platform

Virtualized Resources
Virtual Network, Server, Storage
System Resources
Network, Server, Storage

Physical System and Environment /

31

Virtualization & Cloud Security

Process isolation, data segregation
Control of privileged user access

Provisioning w/ security and location
constraints

Image provenance, image & VM integrity

Multi-tenant security services (identity,
compliance reporting, etc.)

Multi-tenant intrusion prevention
Consistency top-to-bottom

© 2010 I1BM Corporation

Cloud Security = SOA Security + Virtualization Security

Application as a service
Application software licensed for use as a
service provided to customers on demand

Platform as a service

Optimized middleware — application servers,
database servers, portal servers

Cloud Delivered
Services

Infrastructure as a service
Virtualized servers, storage,
networking

Service Oriented Architecture (SOA)

Security

Business Support Services
Offering Mgmt, Customer Mgmt, Ordering
Mgmt, Billing

Operational Support Services
Infrastructure Provisioning
Instance, Image, Resource / Asset Mgmt

Cloud Platform

Virtualized Resources
Virtual Network, Server, Storage
System Resources
Network, Server, Storage

Physical System and Environment /

32

Virtualization Security
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For more information on IBM Virtualization and Cloud Security Solutions

. Virtualizations Security Solutions
White Paper web page Red Book

IEM

Virtualization Security Solutions Understanding
from IBM Internet Security Systems™ H
Y SOA Security

Design and Implementation

— Redhooks

Vit o w i

SG24-7310-01
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Thank you for your time today

Contact:

Johan Celis

Security Solutions Architect
IBM
johan.celis@be.ibm.com
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